(Sample Only) Find this and other SMARTbooks at: www. TheLightningPress.com

=
o
9
o
0
o
S
o
o
<
c
e
=
=
[
<
e

SMARTBOOR

fined & Described)

Information
n Joint Operations

Operations in the
rmation Environment

Information Capabilities
(PA, CA, MILDEC, MISO,
OPSEC, CO, EW, Space, STO)

b Information Planning
Y Vi % " (IE Analysis, IPOE, MDMP, JPP)

T

formation Preparation

Information Execution

' e % S (Working Group,
. R Intel Support)
s y ~- ¥, Fires & Targeting

W omL > Infqrmation Assessment

AGTIVITIES, TASKS & CAPABILITIES

The Lightning Press ‘/g

Norman M Wade


http://www.TheLightningPress.com

thelightningpress.com

S

ACTIVITIES, TASKS & CAPABILITIES
The Lightning Press r‘

Norman M Wade



http://www.TheLightningPress.com

The Lightning Press

2227 Arrowhead Blvd.

Lakeland, FL 33813

24-hour Order/Voicemail: 1-800-997-8827
E-mail: SMARTbooks@TheLightningPress.com

www.TheLightningPress.com

INFO2 SMARThook: Information Advantage
(Activities, Tasks & Capabhilities)

We no longer regard information as a separate consideration or the sole purview of
technical specialists. As a dynamic of combat power, Army forces fight for, defend, and
fight with information to create and exploit information advantages—the use, protection,
and exploitation of information to achieve objectives more effectively than enemies and
adversaries do. INFO2 chapters and topics include information advantage (enable, protect,
inform, influence, attack), information in joint operations (OIE: operations in the information
environment), information capabilities (PA, CA, MILDEC, MISO, OPSEC, CO, EW, Space,
STO), information planning (information environment analysis; IPB, MDMP, JPP), information
preparation, information execution, fires & targeting, afid information assessment.

Copyright © 2024 The Lightning Press
ISBN: 978-1-935886-97-6

All Rights Reserved

No part of this book may be repfoduced,or utilized in any form or other means, electronic
or mechanical, includinggphotocopying, recording or by any information storage and
retrieval systems, without permission in writing by the publisher. Inquiries should be ad-
dressed to The Lightning Press.

SMARTDbook is a trademarkf The Lightning Press.
Notice of Liability

The information in this SMARTbook and quick reference guide is distributed on an “As Is”
basis, without warranty. While every precaution has been taken to ensure the reliability and
accuracy of all data and contents, neither the author nor The Lightning Press shall have
any liability to any person or entity with respect to liability, loss, or damage caused directly
or indirectly by the contents of this book. If there is a discrepancy, refer to the source docu-
ment. This SMARTbook does not contain classified or sensitive information restricted from
public release. “The views presented in this publication are those of the author and do not
necessarily represent the views of the Department of Defense or its components.”

Credits: Cover image - Soldiers from A Co., 1st Bn, 111th Inf, 56th Stryker BCT conduct a
night live-fire during Exercise Decisive Strike 2019 (U.S. Army photo by Staff Sgt. Frances
Ariele Tejada). All other images courtesy Dept. of the Army and/or Dept. of Defense.

Printed and bound in the United States of America.

View, download FREE samples and purchase online:

www.ThelLightningPress.com


mailto:SMARTbooks@TheLightningPress.com
http://www.TheLightningPress.com
http://www.TheLightningPress.com

1 [INFO2)
Notes to Reader

Information is central to everything we do—it is the basis of intelligence, a funda-
mental element of command and control, and the foundation for communicating
thoughts, opinions, and ideas. Information is the building block for intelligence and is
the basis for situational understanding, decision making, and actions across all warf-
ighting functions. As a critical resource, Army forces fight for, defend, and fight with
information while attacking a threat’s (adversary or enemy) ability to do the same.

We no longer regard information as a separate consideration or the sole
purview of technical specialists. Instead, we view information as a resource that

is integrated into operations with all available capabilities in a combined arms
approach to enable command and control; protect data, information, and networks;
inform audiences; influence threats and foreign relevant actors; and attack the
threat’s ability to exercise command and control.

Army forces create and exploit informational power similarly to the joint force
through five information activities (enable, protect, inform, influence, and attack).
Army forces also consider information as a dynamic of combat power employed with
mobility, firepower, survivability, and leadershipde achieve objectives during armed
conflict. As a dynamic of combat power, Army forces fight for, defend, and fight
with information to create and exploit information advantages—the use, protection,
and exploitation of information to achieve abjectives more effectively than enemies
and adversaries do.

The joint force uses information to perform many simultaneous and integrated
activities. The joint force employmént.ofinformation,is of central importance because
it may provide an operational advantage.

The elevation of informationsas a joint funetion impacts all operations and signals
a fundamental appreciation for the military role of information at the strategic, opera-
tional, and tacticaldévels within today's complex operational environment (OE).

Operations in the information.environment (OIE) are military actions involving the
integrated employment of multiple information forces to affect drivers of behavior by
informing audiences; influencing foreign relevant actors; attacking and exploiting
relevant actor information, information networks, and information systems; and by
protecting friendly information, information networks, and information systems.
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INFO2: Information Advantage SMARThook
(Activities, Tasks, & Capabilities), 2nd Ed.

Plus more than a dozen primary references on'info capabilities & more!

Intro: Nature of Information & the OE

Information is central to all activity Army forcesqundertake. It is fundamental to com-
mand and control (C2) and is the basis for situational understanding, decision making,
and actions across all warfighting functiops. Information is the building block for intel-
ligence—the product resulting from theseollection, processing, integration, evaluation,
analysis, and interpretation of available information, concerning foreign nations, hostile
or potentially hostile forces or elementsy or areas of actual or potential operations. As a
critical resource, Army forcesffight.for, defend, and fight with information while attacking
a threat’s (adversary or enemy) abilitysto'do the same.

Chap 1: Information Advantage (ADP 3-13)

An information advantage is acondition when a force holds the initiative in terms of
situational understanding, decision making, and relevant actor behavior. There are sev-
eral forms of information advantage. The information advantage framework presents
a framework for creating and exploiting information advantages. Within this framework,
Army forces integrate all relevant military capabilities through the execution of five infor-
mation activities (enable, protect, inform, influence, and attack).

We no longer regard information as a separate consideration or the sole purview of techni-
cal specialists. Instead, we view information as a resource that is integrated into opera-
tions with all available capabilities in a combined arms approach to enable command and
control; protect data, information, and networks; inform audiences; influence threats and
foreign relevant actors; and attack the threat’s ability to exercise command and control.

Army forces create and exploit informational power similarly to the joint force through
five information activities (enable, protect, inform, influence, and attack). Army forces
also consider information as a dynamic of combat power employed with mobility, fire-
power, survivability, and leadership to achieve objectives during armed conflict.

Chap 2: Information in Joint Operations: OIE (JP 3-04)

Information is a resource of the informational instrument of national power at the strate-
gic level. Information is also a critical military resource. The joint force uses information
to perform many simultaneous and integrated activities. The joint force employment of
information is of central importance because it may provide an operational advantage.

2-Introduction



The elevation of information as a joint function impacts all operations and signals a
fundamental appreciation for the military role of information at the strategic, operational,
and tactical levels within today’s complex operational environment (OE).

Operations in the information environment (OIE) are military actions involving the
integrated employment of multiple information forces to affect drivers of behavior by
informing audiences; influencing foreign relevant actors; attacking and exploiting
relevant actor information, information networks, and information systems; and by
protecting friendly information, information networks, and information systems.

Chap 3: Information Capabilities (PA, CA, MILDEC, MISO,
OPSEC, CO, EW, Space, STO)

In addition to planning all operations to benefit from the inherent informational aspects
of physical power and influence relevant actors, the JFC also has additional means with
which to leverage information in support of objectives. Leveraging information involves
the generation and use of information through tasks to inform relevant actors; influence
relevant actors; and/or attack information, information systems, and information networks.

Chap 4: Information Planning

Planning is the art and science of understanding a situation, envisioning a desired future,
and laying out effective ways of bringing that future about. Commanders, supported by
their staffs, ensure information activities are fully integratednto plans and orders through
the military decision-making process. This includes inteégratinghinformation activities into
the concept of operations and supporting schemes, to.include schemes of intelligence,
information collection, maneuver, fires, and protection:

Chap 5: Information Preparation

Preparation consists of those activities perfofimed by units and Soldiers to improve their
ability to execute an operation (ADP 5-0)sPreparation creates conditions that improve
friendly force opportunities for successalt requires commander, staff, and Soldier actions
to ensure the force is ready to execute operations.

Chap 6: Information Execution

Execution is the act of putting, a plan into action by applying combat power to accomplish
the mission and adjusting operations based on changes in the situation (ADP 5-0). Com-
manders, staffs, and subordinate commanders focus their efforts on translating decisions
into action. They direct actiondo apply combat power, of which information is a dynamic,

to achieve objectives and accomplish missions.

Chap 7: Fires & Targeting

The fires warfighting function is the related tasks and systems that create and
converge effects in all domains against the threat to enable actions across the range
of military operations. These tasks and systems create lethal and nonlethal effects
delivered from both Army and Joint forces, as well as other unified action partners.

Targeting is the process of selecting and prioritizing targets and matching the appropri-
ate response to them, considering operational requirements and capabilities (JP 3-0).
Information is integrated into the targeting cycle to produce effects in and through the
information environment that support objectives.

Chap 8: Information Assessment

Information activities and tasks must be continually assessed to judge whether they
achieve the desired outcome. Assessment is not a discrete step of the operations pro-
cess. Assessing information activities and tasks is continuous and informs the other activi-
ties of the operations process. Staffs assess information activities and tasks while working
in functional and integrating cells, and while participating in cross-functional meetings
such as working groups and boards. The purpose of assessing information activities and
tasks is to equip the commander with the analysis necessary to make better decisions.

Introduction-3
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§ B References

The following references were used in part to compile INFO2: The Information Operations

& Capabilities SMARTbook. All military references used to compile SMARTbooks are in the
public domain and are available to the general public through official public websites and
designated as approved for public release with unlimited distribution. The SMARTbooks do not
contain ITAR-controlled technical data, classified, or other sensitive material restricted from
public release. SMARTbooks are reference books that address general military principles,
fundamentals and concepts rather than technical data or equipment operating procedures.

* See Editor’s Note on Changes in Information Terminology on p. 1-2. Based on changes
to joint information doctrine, Army forces will no longer use the terms information operations,
information-related capabilities. or information superiority. The Army is currently revising all its
doctrine, to include FM 3-13, to account for these changes and the Army’s new information
advantage framework. As such, the INFO2 SMARTbook retains the original terminology
as referenced from the original source, while recognizing this terminology is changing
(references marked with an asterisk, where possible.)

Joint Publications

JP 3-0 Jun 2022 Joint Campaignsand Operations
JP 3-04 Sept 2022 Informatien in“Joint, Operations
JP 3-12 Dec 2022 JointCyberspace Operations
JP 3-85 May 2020 Joint Electromagnetic Spectrum Operations
JP 3-13.2 Dec 2011 Military Information Support Operations (w/Change 2)
JP 3-13.3 Jan 2016 Operations Security
JP 3-14 Oct 2020 Space Operations
JP 3-57 Jul 2018 Civil-Military Operations
JP 3-60 Sept 2018 Joint Targeting
JP 3-61 Aug 2016 Public Affairs (w/Change 1)
Army Doctrine Publications (ADPs)
ADP 3-13 Nov 2023 Information
Army Techniques Publications (ATPs)
ATP 3-13.1* Oct 2018 The Conduct of Information Operations
ATP 3-13.5 Dec 2021 Soldier and Leader Engagement
Field Manuals (FMs)
FM 3-0 Oct 2022 Operations
FM 3-12 Aug 2021 Cyberspace and Electromagnetic Warfare
FM 3-13* Dec 2016 Information Operations
FM 3-13.4 Feb 2019 Army Support to Military Deception
FM 3-14 Oct 2019 Army Space Operations
FM 3-57 Jul 2021 Civil Affairs Operations
FM 3-61 Feb 2022 Communication Strategy and Public Affairs Operations
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I. Information Explained

Information is central to all activity Army forces undertake. It is fundamental to
command and control (C2) and is the basis for situational understanding, decision
making, and actions across all warfighting functions. Information is the building block
for intelligence—the product resulting from the collection, processing, integration,
evaluation, analysis, and interpretation of available information concerning foreign
nations, hostile or potentially hostile forces or elements, or areas of actual or potential
operations (JP 2-0). As a critical resource, Army forces fight for, defend, and fight with
information while attacking a threat’s (adversary or enemy) ability to do the same.

A. Data and Information

The effective use of information to create and €xploit infermation advantages begins
with a common understanding of the terms data and, information. Data is any signal
or observation from the environment. An obséfvation of an enemy force or a radar
sounding are examples of data. A series of\facts used forstatistical analysis is

also referred to as data. It can include facts such as lists of daily fuel and ammuni-
tion expenditures of subordinate units. In'the context of computer science, data is
electromagnetic encoded information for repeatability, meaning, and procedural use
by automated means. Data can‘be collected, quantified, stored, and transmitted in
electronic or other tangible forms; however, data is most useful when processed and
assigned meaning by humians or human-designed algorithms (programs).

Information is data in’context to which a receiver (human or automated system)
assigns meanings

Information is data in géntext to which a receiver processes and assigns meaning.
Receivers include humans and automated systems that acquire data in a variety of
ways—observations, spoken or written words, database retrieval, or other sensing
mechanisms. Humans assign meaning to contextual data and use that informa-
tion to understand, make decisions, communicate, and act. Automated systems—a
combination of hardware and software—process and assign meaning to contextual
data to support decision making, control their own functions, or control the functions
of other systems.

B. Assighment of Meaning

The assignment of meaning to data is receiver centric. For example, a company
commander may interpret an enemy platoon moving into an assault position as the
lead element of the enemy’s main attack. The battalion commander may interpret
the same observation differently, discerning the enemy platoon is a feint based on
other reporting from the area of operations. A multitude of factors influences how a
receiver interprets data to make sense of a situation or activity. For humans, factors
range from education and experience to culture and beliefs. Automated systems
assign meaning to data based on human programming, and in some cases, artificial
intelligence and machine learning.

(Intro) Nature of Information & the OE 0-1



Ref: ADP 3-13, Information (Nov ‘23), pp. 1-2 to 1-4.

JO aimjeN

=
2
o
=
3
Q
(=5
o
=

How humans progressively assign meaning to data into understanding can be visualized
as a hierarchy as shown in Figure 1-1. At the lowest level of the hierarchy is data. At the
highest level is understanding. Processing transforms data into information. Analysis
then refines information into knowledge. Humans then apply judgement to transform
knowledge into understanding. It is this understanding that informs decision making and
ultimately behavior.

Understanding is knowledge
that has been synthesized and
had judgement applied to
comprehend the situation's inner
relationships, enable decision

making, and drive action. - -
/\ Judgement is the act of forming an
/ ~ . inion about something or a
Judgasmani opinion about some ;
Knowledge is information agolizd situation by discerning or comparing.
analyzed to provide

operational implications.
Knowledge

‘P ‘ of analyzing and
q k e knowledge.

Under-
standing

Processen

Ref: ADP 3-13, (Nov. 23), fig...1-1. Cognitive hierarchy.

The meaning of information‘that leads to understanding and decision making relies on
both the information itself (data'and its context) and factors that influence how a receiver
interprets that information. The premise of receiver-centric meaning is that individuals in-
terpret symbols, messages, actions, and events differently. To increase the likelihood of a
receiver interpreting the information in the way it was intended, the sender considers the
factors that influence how a receiver assigns meaning. Two models help describe factors
that affect how humans assign meaning to data:

Inherent Informational Aspects

All operations and activities have inherent informational aspects—features and details of
a situation or an activity that can be observed. Humans use these inherent informational
aspects to derive meaning from that situation or activity. When not directly observed,
these aspects can be communicated to, inform, or influence an audience.

Inherent informational aspects include, but are not limited to, physical attributes of the ca-
pabilities and forces involved; the duration, location, and timing of the situation or activity;
and any other characteristics that convey information to an observer. Inherent informa-
tional aspects, along with the context within which the activity occurs (for example, the
background, setting, or surroundings), are processed through an individual’s worldview to
make sense of what is happening. Commanders purposefully design operations to opti-
mize their inherent informational aspects, to include revealing or concealing signatures to
influence relevant actor’s perceptions and behavior.

0-2 (Intro) Nature of Information & the OE



+ Duration: The period during which an activity or situation lasts. For example, an
exercise occurring for one day or three weeks.

+ Location: A position or site in which the activity or situation takes place usually
marked by a distinguishing feature. For example, the situation or activity takes place
on key terrain or a culturally significant site.

« Timing: The precise moment or the range of times in which the activity or situation
takes place. For example, a cordon and search conducted during the night.

« Platform: The equipment or capability used during an activity or situation. For
example, a force patrolling on foot or in armored vehicles.

« Size: The physical magnitude, extent, or bulk; the relative or proportionate di-
mensions of the force being presented. For example, an infantry company or an
armored brigade in an assembly area.

» Posture: The state or condition at a given time in a particular circumstance; the
position or bearing of the force.

Drivers of Behavior

In addition to inherent informational aspects, a combination of many other factors influ-
ences how humans interpret data to make sense of an idea or a situation. These factors
drive behavior because they ultimately affect how humans décide and act on information.
Understanding these factors is essential to leaders efféctively usingdnformation to inform
or influence audiences. Examples of drivers of human behavior include:

- Attitude—a positive or negative evaluation gf @thing based on thoughts, behavior,
and social content.

- Bias—a tendency to simplify informatiemthrough a filter of personal experience and
preferences that can cause errors inthinking.

« Cognition—the process by whiéh knowledge and understanding are developed in
the mind, to include retrieving storedhinformation and processing that information.

 Culture—the customs, arfs, social institutions, religious traditions, and achieve-
ment of a particularnation, people, or other social group.

- Desire—a strong feeling of wanting.to-have something or wishing for something to happen
derived from factors such as affiliation, self-esteem, safety, security, freedom, & power.

« Emotion—an internalgunconscious mental reaction subjectively experienced and
often manifested in physielogical reactions and behavior. Emotional appeals can be
highly effective because they bypass logic and critical thinking. However, forecast-
ing the response (in order to measure it) is challenging.

- Expertise—in-depth knowledge and skill developed from experience, training, and
education.

« Instinct—an innate, typically fixed pattern of behavior derived from desires such
as a will to live, procreation, and pleasure.

« Language—shared communication that enables a population or group to interpret
or make sense of data and information. Awareness of the attributes of a culture’s
language can provide insight to a culture’s norms, attitudes, and beliefs.

« Memory—the mental storage of things learned and retained from activities and
experiences. Memories are subject to deterioration and inaccurate recall. These
inaccuracies can affect behavior just as much as accurate memories can.

- Narrative—a way of presenting or understanding a situation or series of events
that reflects and promotes a particular point of view or set of values.

- Perception—the organization, identification, and interpretation of sensory informa-
tion influenced by factors such as experiences, education, faith, and values.

(Intro) Nature of Information & the OE 0-3

c
5.9

hd
o®
5E
HL
g8 o
2 c
=




Informational Considerations (of the OE)
Ref: ADP 3-13, Information (Nov ‘23), pp. 1-8 to 1-9.

The interrelationship among the land, maritime, air, space, and cyberspace domains
requires cross-domain understanding. As such, Army leaders seek to understand an
OE through the human, information, and physical dimensions inherent to each do-
main. While used to understand all aspects of an OE, analysis of the human, informa-
tion, and physical dimensions also helps leaders identify and understand informational
considerations.

See pp. 2-12 to 2-16 for related discussion of joint doctrine’s “analysis of informational,
physical, and human aspects of the environment” from JP 3-04.
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Informational considerations are those aspects of the human, information, and
physical dimensions that affect how humans and automated systems derive mean-
ing from, use, act upon, and are impacted by information (FM 3-0).
Informational Considerations
Human Dimension Information Dimension Physical Dimension
Relevant Actors (p. 1-27.) Ideas (Seep. 3-15.) Inherent Informational
- Military leaders - Narratives Aspects of Opns (See p. 0-2.)
- Civilian leaders - Messages - Duration - Platform
- Key influencers - Themes - hocation - Size
- Groups Data = Timing - Posture
- Organizations Software Terrain
- Populations Information Weather
Drivers of Behavior (p. 0-3.) - Friendly Electromagentic Radiation
- Attitude - Expertise - Neltral Communications
- Bias - Instinct - Threat - Computer networks
- Cognition - Language Malign and Benign - Internet
- Culture - Memory Information (See p. 0-9.) - Cellular networks
- Desire - Narrative ~ Misinformation - Print
- Emotion - Perception - Propaganda - Television
» Disinformation - Radio
- Information for effect - Satellite constellations
Bandwidth
Storage

Ref: ADP 3-13 (Nov 23), fig. 1-4. Example informational considerations.

Leaders analyze informational considerations from friendly, threat, and neutral per-
spectives to aid them in developing ways to use, protect, and attack data, information,
and capabilities. This analysis enhances several aspects of planning, to include the
selection of objectives and targets; approaches to influence foreign relevant actors;
and identification of force protection measures. Figure 1-4 depicts potential informa-
tional considerations by dimension.

NOTE: The Army’s model of an OE established in FM 3-0 no longer includes
an information environment. The term informational considerations is similar to
the joint term and definition of information environment. The information environment
is the aggregate of social, cultural, linguistic, psychological, technical, and physical
factors that affect how humans and automated systems derive meaning from, act
upon, and are impacted by information, including the individuals, organizations, and
systems that collect, process, disseminate, or use information (JP 3-04).

See p. 2-1 for discussion of the information environment from a joint perspective.
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I. Information Advantage (Overview)

An information advantage is a condition when a force holds the initiative in terms
of situational understanding, decision making, and relevant actor behavior. There are
several forms of information advantage.

Information Advantage (Activities)

ENABLE (seepp. 1-21t0 1-28) [T

PROTECT (see pp. 1-29. ton-34.)

= 1=

INFORM (see pp. 135 t6,1-44.)

(See p. 1-3.)

INFLUENCE, (Seepp. 7-45 to 1-48.)

ATTACK! (see pp. 1-49 to 1-56.)

1=

When Army forces achieve an information advantage, they—
» Communicate more effectively than the threat.
« Collect, process, analyze, and use information to understand an OE better than
the threat.
» Understand, decide, and act faster and more efficiently than the threat.
* Are resilient to threat information warfare, to include disinformation and infor-
mation for effect.
» Maintain domestic support and the support of multinational partners.
» Degrade threat command and control (C2) by affecting the threat’s ability to
understand, make effective decisions, and communicate.
* Influence threats and other foreign relevant actors’ behavior favorable to
friendly objectives.
An information advantage can result from and exploit human and physical advan-
tages or enable those advantages. Like human and physical advantages, informa-
tion advantages are often temporary and change over time relative to the threat and
changes in an OE. While friendly forces are seeking information advantages, threat
forces are doing the same. As such, an information advantage is something to gain,
protect, and exploit across as many domains as possible.

Information Advantage (Overview) 1-1
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ADP 3-13, Information (Nov ‘23):
Introduction & Overview

Information is central to everything we do—it is the basis of intelligence, a fundamen-
tal element of command and control, and the foundation for communicating thoughts,
opinions, and ideas. As a dynamic of combat power, Army forces fight for, defend, and
fight with information to create and exploit information advantages—the use, protec-
tion, and exploitation of information to achieve objectives more effectively than enemies
and adversaries do.

Advancements in information technologies and increased global connectivity continue to
shape how we interact with each other and how forces fight. These advancements ac-
celerate and expand the ability of joint and Army forces to collect, process, analyze, store,
and communicate information at a scale previously unimaginable.

* Editor’s Note on Changes in Information Terminology
Based on changes to joint information doctrine, Army forces will no longer use the
terms information operations. information-related capabilities. or information superiority.
A significant joint doctrinal change is the transition from jointinformation operations
(10) to operations in the information environment (OIE). AJoint doctrine, however, retains
the term information environment. The Army’s new/moedel of an eperational environment
established in FM 3-0 no longer includes an information, environment. The term infor-
mational considerations aligns with the joint termi information environment.

The Army is currently revising all its doctrinegto include, FM 3-13, to account for these
changes and the Army’s new information.advantage framework. As such, the INFO2
SMARTbook retains the original terminology as referenced from the original
source, while recognizing this terminology is\.changing (marked with an asterisk).

- ADP 3-13 (Nov 23) (See pp. 2-2 to 2-3 forjoint doctrine changes.)
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ADP 3-13, Information, is the/Army’s first publication dedicated to information. It provides
a framework for creatifig and exploiting information advantages during the conduct of
operations and at home, statien. It represents an evolution in how Army forces think about
the military uses of data and information, emphasizing that everything Army forces do,

to include the information and images it creates, generates effects that contribute to or
hinder achieving objectives./As such, creating and exploiting information advantages
is the business of all commanders, leaders, and Soldiers.

ADP 3-13 operationalizes the two big ideas inherent in multidomain operations—com-
bined arms and positions of relative human, information, and physical advantage. We
no longer regard information as a separate consideration or the sole purview of
technical specialists. Instead, we view information as a resource that is integrated
into operations with all available capabilities in a combined arms approach to en-
able command and control; protect data, information, and networks; inform audiences;
influence threats and foreign relevant actors; and attack the threat’s ability to exercise
command and control.

Army leaders are accustomed to creating and exploiting relative advantages through a
combined arms approach that traditionally focuses on the human and physical dimensions
of an operational environment. ADP 3-13 acknowledges that advantages in the information
dimension complement and reinforce advantages in the human and physical dimensions.
The advantages do not necessarily have to be great: small advantages exploited quickly
help commanders gain and maintain the operational initiative. Combining these advantag-
es slows threat decision making, increases its level of uncertainty, and allows Army forces
to dictate the tempo of operations.
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Information Advantage Framework

Fig. 2-2 depicts a framework for creating and exploiting information advantages—the use, pro-
tection, and exploitation of information to achieve objectives more effectively than the threat.

All Army forces contribute to achieving information advantages by...

...executing five information ...to achieve combinations of friendly
activities... and threat-focused objectives.

Enhance Command and
Control

Secure Data, Information,
and Networks

Maintain Trust and
onfidence

i Behan of Foreign
3 ctors
Aff reat Command
\ d Control

Guided by the pri: lag formation advantage:

. % \
0 N

ADP 3-13 is a new publication that represents an evolution in how Army forces think
about military uses of data and information in competition, crisis, and armed conflict. It
represents a change in mindset based on the recognition that all activities have inherent
informational aspects that generate effects which contribute to or hinder achieving objec-
tives. Accounting for advances in information technologies and threat information warfare
capabilities, ADP 3-13 describes a combined arms approach to creating and exploiting
information advantages to achieve objectives. ADP 3-13 incorporates the Army’s opera-
tional concept of multidomain operations and related doctrine described in the FM 3-0.
ADP 3-13 describes—

 Arevised model for understanding an operational environment through the human,

information, and physical dimensions.

« Information as a dynamic of combat power.
* Information advantages as a central component of multidomain operations.

 Considerations for how Army forces seek information advantages within the strate-
gic contexts of competition below armed conflict, crisis, and armed conflict.
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Ref: ADP 3-13, Information (Nov ‘23), pp. 2-2 to 2-3.

The Army organizes, trains, and equips its forces to conduct prompt and sustained land
combat to defeat enemy ground forces and seize, occupy, and defend land areas. Trained
and ready Army forces support joint force commanders in three strategic contexts:
competition below armed conflict, crisis, and armed conflict. (See pp. 1-16 to 1-20.)

An operation is a sequence of tactical actions with a common purpose or unifying theme. Op-
erations vary in scale of forces involved, duration, and level of violence. While most operations
conducted by Army forces occur either below the threshold of armed conflict or during limited con-
tingencies, the focus of Army readiness is on large-scale combat operations against a peer threat.

Multidomain operations are the combined arms employment of joint and Army capabili-
ties to create and exploit relative advantages to achieve objectives, defeat enemy forces,
and consolidate gains on behalf of joint force commanders. Multidomain operations are
the Army’s contribution to joint campaigns during competition, crisis, and armed conflict.
Below the threshold of armed conflict, multidomain operations are how Army forces
accrue advantages and demonstrate readiness for conflict, deterring adversaries while
assuring allies and partners. During armed conflict, Army forces use multidomain opera-
tions to close with and destroy the enemy, defeat enemy fofmations, seize critical terrain,
and control populations and resources to deliver sustainablepalitical outcomes.

The central idea of multidomain operations is the combined arms employment of all available
joint and Army capabilities to create and exploit relative advantages to achieve objectives.

Relative Advantages

Relative advantages provide opportunities. A relative advantage is a location or condition,
in any domain, relative to an adversaty or enemy that provides an opportunity to progress
towards or achieve an objective. During eperations, small advantages can significantly
impact the outcome of a mission, particularly when they accrue over time. Commanders
seek and create relative advantages to,exploit through action, and they continually as-
sess friendly and enemy forces in‘relationyto each other for opportunities to exploit.

Relative Advaniages
e Human

¢ Informational

* Physical

Combined, these physical and information advantages can lead to a collapse of the en-
emy’s morale and will—a human advantage. Army forces combine, reinforce, and exploit
human, information, and physical advantages to achieve objectives across the competi-
tion continuum.

HUMAN Advantage

Human advantages are individual and group characteristics that provide opportunities for
friendly forces. War is inherently a human endeavor—a violent struggle between multiple
hostile, independent, and irreconcilable wills, each trying to impose its will on the other.
Human will, instilled through commitment to a cause and leadership, is the driving force
of all action in war. Army forces create and exploit human advantages throughout the
conduct of operations. Combined with physical and information advantages, human ad-
vantages enable friendly morale and will, degrade enemy morale and will, and influence
popular support.:
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» Health, physical fitness, and toughness.

* Intelligence and intellect.

* Training.

* Leadership.

» Troop morale and will.

* Relevant actor trust.

« Positive relationships with foreign governments, populations, and forces.

* Cultural affinity and familiarity with indigenous populations and institutions.

INFORMATION Advantage (See pp. 1-1 and 1-19.)

An information advantage is a condition when a force holds the initiative in terms of situ-
ational understanding, decision making, and relevant actor behavior. There are several
forms of information advantage. For example, a force that understands, decides, and
acts more effectively than its opponent has an information advantage. A force that effec-
tively communicates and protects its information, while preventing the threat from doing
the same, is another form of an information advantage.
An information advantage can result from and exploit human and physical advantages or
enable those advantages. Like human and physical advantages, information advantages
are often temporary and change over time relative to the threat @nd changes in an OE.
While friendly forces are seeking information advantages, threat forces are doing the
same. As such, an information advantage is something to.gain, prétect, and exploit
across as many domains as possible.

» Communicate more effectively than the threat.

+ Collect, process, analyze, and use information o understand‘an OE better than the threat.

» Understand, decide, and act faster and more ‘efficiently than the threat.

« Are resilient to threat information warfare, te include disinformation & information for effect.

+ Maintain domestic support and the supportof multinational partners.

+ Degrade threat command afid control (€2) by affecting the threat’s ability to under-
stand, make effective decisions, and communicate.

+ Influence threats &other foreign relevant actors’ behavior favorable to friendly objectives.

PHYSICAL Advantage

Physical advantages are most familiar to tactical forces, and they are typically the immedi-
ate goal of most tactical operations. Finding the enemy, defeating enemy forces, and seiz-
ing occupied land typically require the creation and exploitation of multiple physical advan-
tages. These advantages include occupation of key terrain, the physical isolation of enemy
forces, and the imposition of overwhelming fires. The exploitation of physical advantages
reduces the enemy’s capability to fight, which creates information and human advantages.
Physical advantages implicitly communicate a message that can influence enemy forces’
will to fight, sway popular support, and disrupt enemy risk calculus at all echelons.

» Geographic and positional advantages.
» Capabilities or qualitative advantages.
» Overall combat power, including numbers of systems and firepower.
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n Refer to AODS7: The Army Operations & Doctrine SMARTbook

} SMARTEOO! (Multidomain Operations). Completely updated with the 2022

4 = edition of FM 3-0, AODS?7 focuses on Multidomain Operations and
features rescoped chapters on generating and applying combat
power: command & control (ADP 6-0), movement and maneuver
(ADPs 3-90, 3-07, 3-28, 3-05), intelligence (ADP 2-0), fires (ADP
3-19), sustainment (ADP 4-0), & protection (ADP 3-37).
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Power—the capacity or ability to direct or influence the behavior of others—has many
forms. Informational power is an ability to use information to support achievement
of objectivities and create information advantages. Informational power and physical
power (strength or force) are interdependent and mutually supporting forms of power
applicable below and above the threshold of armed conflict. An effective application of
informational power to achieve objectives requires a whole of government, joint, and
combined arms approach.

Information and the INSTRUMENTS OF NATIONAL POWER

Information is a vital resource for national security. From a U.S. government perspective,
the informational instrument of national power is employed in combination with diplo-
matic, military, and economic power to advance national interests. Previously considered
in the context of traditional nation states, the construct of information as an instrument of
national power now extends to nonstate actors. Nonstate actors include terrorists, mer-
cenary companies, and transnational criminal organizations—actors who use information
to further their causes and undermine those of the U.S. government and its multinational
partners. Nonstate actors can also include nongovernmental organizations and multina-
tional corporations who can be supportive of U.S. interests.

The U.S. government employs informational powemin three,primary ways. First, it syn-
chronizes its communications activities to influence the perception and attitudes of other
governments, organizations, groups, and individuals‘deemed vital to strategic objectives.
Second, the U.S. government coordinateg efforts to secure cyberspace and critical infra-
structure against information disruptiontThird, the U.S. government provides information
to bolster national will and resolve.

JOINT Informational Power (See pp. 2-4 to 2-5.)

For joint force commanders, the essence of informational power is the ability to exert one’s
will through the projection, exploitation; denial, and preservation of information in pursuit of
military objectives. The jointforee usestinformation to perform many simultaneous and inte-
grated activities ranging from improving friendly understanding and decision making to affect-
ing threat behavior. The joint force leverages the power of information to effectively expand
the commander’s range of operations. Joint force commanders apply informational power—

« To operate in situations where the use of destructive or disruptive physical force is
not authorized or is not an appropriate course of action.

 To degrade, disrupt, and destroy threat C2.

« To prevent, counter, and mitigate the effects of external actors’ actions on friendly
capabilities and activities.

« To create and enhance the psychological effects of destructive or disruptive physical
force.

« To create psychological effects without destructive or disruptive force.

« To confuse, manipulate, or deceive an adversary or enemy to create an advantage
or degrade a threat’s existing advantage.

« To prevent, avoid, or mitigate any undesired psychological effects of operations.

» To communicate and reinforce the intent of operations, regardless of whether those
activities are constructive or destructive.

« To reinforce the will to fight in friendly forces and populations.
 To degrade the will to fight in threat forces and populations.
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Information as a DYNAMIC OF COMBAT POWER (40Ds7, chap. 2.)

Army forces create and exploit informational power similarly to the joint force through five
information activities (enable, protect, inform, influence, and attack). Army forces also
consider information as a dynamic of combat power employed with mobility, firepower,
survivability, and leadership to achieve objectives during armed conflict. Combat power is
the total means of destructive and disruptive force that a military unit/formation can apply
against an enemy at a given time (JP 3-0). As a dynamic of combat power, Army forces
fight for, defend, and fight with information.

Dynamics of Comhat Power Combat power
is the total means

Warfighting functions Combat power of destructive and

Friendly systems and tasks Applied against the enemy disruptive force that a
generate combat power military unit/formation

can apply against
an enemy at a given

Intelligence time (JP 3-0). It is the
i \— . ability to fight. The
maneuver Combined arms complementary and
Complementary . .
: and reinforcing reinforcing effects that
Fires
_________ result from synchro-
Protection nized operations yield
a powerful blow that
Sustainment

overwhelms enemy
forces and creates
friendly momentum.

Army leaders at every level require and use infermation to seize, retain, and exploit
the initiative and achieve decisive résults. Army forces collect, process, and analyze
data and information from all domains‘to developiunderstanding, make decisions, and
apply combat power against enefny forces. Army forces fight for information about the
enemy and terrain through.reconnaissance and surveillance, and through offensive
operations such as moyement to'contact opreconnaissance in force. Intelligence and
cyberspace operations penetrate,enemy networks and observe activities to gain and
exploit information on the threat. Simultaneously, Army forces defend their own networks
to secure friendly data and ensure secure communications. Friendly security operations,
operations security, counterintelligence, and defensive cyberspace operations deny
enemy access to friendly information and intentions.

Army forces fight with information to influence threat behavior. Creatively em-
ploying and concealing information can enable Army forces to achieve surprise, cause
enemy forces to misallocate or expend combat power, or mislead enemy forces as to the
strength, readiness, locations, and intended missions of friendly forces. Army forces also
employ information as a means of amplifying the psychological effects of disruptive and
destructive physical force to erode morale, impede decision making, and increase uncer-
tainty among enemy forces. Army forces employ all relevant capabilities to attack threat
data, information, and networks to hinder the threat’s ability to exercise C2.

Refer to AODS7: The Army Operations & Doctrine SMARTbook
(Multidomain Operations). Completely updated with the 2022
edition of FM 3-0, AODSY7 focuses on Multidomain Operations and
features rescoped chapters on generating and applying combat
power: command & control (ADP 6-0), movement and maneuver
(ADPs 3-90, 3-07, 3-28, 3-05), intelligence (ADP 2-0), fires (ADP
3-19), sustainment (ADP 4-0), & protection (ADP 3-37).
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VIII. Information Advantages (Across
Strategic Contexts)

Joint doctrine describes the strategic environment in terms of a competition con-
tinuum. Rather than a world either at peace or at war, the competition continuum
describes three broad categories of strategic relationships: cooperation, competition
below armed conflict, and armed conflict. Each relationship is defined as between
the United States and another strategic actor relative to a specific set of policy aims.
Within this competition continuum, Army forces support combatant commanders in
achieving their objectives in three strategic contexts:

Army Strategic Gontexts

AI Competition (Below Armed Conflict)

B I Crisis

C Armed Conflict
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Ref: FM 3-0 (Oct. ‘22), fig. 1-3. Army strategic contexts and operational categories.

Whether in times of relative peace or periods of armed conflict, Army forces seek to
create and exploit information advantages to achieve objectives.

Refer to AODS7: The Army Operations & Doctrine SMARTbook
(Multidomain Operations). Completely updated with the 2022
edition of FM 3-0, AODS7 focuses on Multidomain Operations and
features rescoped chapters on generating and applying combat
power: command & control (ADP 6-0), movement and maneuver
(ADPs 3-90, 3-07, 3-28, 3-05), intelligence (ADP 2-0), fires (ADP
3-19), sustainment (ADP 4-0), & protection (ADP 3-37).

; SMARTBOOK
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Y - 'AODS7, pp. 1-63

A. Competition (Below Armed Conflict) {770, "
Competition below armed conflict occurs when an adversary’s national interests
are incompatible with U.S. interests, and that adversary is willing to actively pursue
those interests short of armed conflict. Operations during competition involve securi-
ty cooperation and deterrence activities conducted under numerous programs within
a combatant command. The combatant commander uses these activities to improve
security within partner nations, enhance international legitimacy, gain multinational
cooperation, and influence adversary decision making.

During competition below armed conflict, Army forces conduct operations and
execute activities that support joint force campaigning goals, satisfy interagency re-
quirements, and set the necessary conditions to employ Army combat power during
crisis and armed conflict. Threat information warfare activities are continuous during
competition. The theater army works with the joint force to thwart threat information
warfare, communicate U.S. resolve, and achieve campaign plan objectives.
During competition, Army forces provide essential support to shaping foreign percep-
tions and behavior by—
 Using information to promote stability, cooperation, interoperability, and partner-
ship among multinational partners as well as fostering legitimacy of U.S. and
coalition efforts.
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« Informing international audiences to create sharéd understanding, promote
trust, mitigate malign information efforts, ahd enhance the legitimacy of U.S.
and coalition operations and activities.

* Helping to develop and communicate a‘compelling narrative that influences
foreign relevant actors to support frighdly. objectivesior preempts the threat’s
messaging and malign information efforts,

» Executing MISO, participating,in joinband combined exercises that demon-
strate will and interoperability, maintaining readiness, and conducting security
cooperation activities.

As part of competition below armed conflict, Army leaders engage and communicate
with domestic audiences to,maintain'support at home and establish advantageous
relationships with' allies and partners)abroad. Army forces help shape an OE by
conducting security. cooperationiactivities with partner nation armed forces and civil-
ian agencies. These types of.engagements, coordinated with applicable American
embassies, help shape'a credible narrative that builds trust and confidence by shar-
ing information and coordinating mutually beneficial activities.

Shaping adversary behavior requires persistent engagement and the presence of
sufficient Army forces to ensure alignment between stated objectives and sub-
sequent actions. Physically demonstrating the scope and scale of capabilities
necessary to compel desirable behavior is a critical component of influencing both
adversary attitudes and behavior and assuring allies and partners. For example, a
combined arms exercise with an allied nation’s armed forces amplifies messages

of resolve and reassurance that fosters positive perceptions and attitudes toward
U.S. presence, posture, and objectives. This, in turn, builds confidence among allies
and partners. Conversely, this same exercise can support conventional deterrence
against an adversary.

During competition below armed conflict, Army forces protect information and remain
vigilant against threat attempts to confuse situations and disrupt positive relation-
ships among Army forces and partners. Army forces must expect threats to conduct
disinformation campaigns designed to sow distrust or doubt among U.S. domestic
audiences and among foreign partners. As such, Army leaders engage with and
inform Army, domestic, and international audiences to put operations into context,
build and maintain resiliency, and maintain the trust and confidence in the Armed
Forces of the United States.
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Ref: FM 3-0, Operations (Oct. ‘22), chaps. 4 to 6.

Information Advantages (Competition) (aops7, p. 1-72)
Information activities play a key role during competition. They include Army support to
the combatant command and unified action partner strategic messaging. Coordinating
with interagency and other unified action partners helps to develop and deliver coher-
ent messages that counter adversary disinformation. Army forces reinforce strategic
messaging by maintaining and demonstrating U.S. Army readiness for operations.
Examples of relative information advantages are—

« Identifying targets and conducting target development on threat capabilities.

« Setting the conditions for convergence by developing methods to penetrate adver-
sary computer networks.

« Discrediting adversary disinformation by helping the JFC inform domestic and
international audiences through Army and joint information activities.

» Promoting the purpose and outcomes of multinational exercises and training events.

» Continuously monitoring the operational environment to detect changes to adver-
sary methods or narratives.

Information Advantages (Crisis) (A0DS7, p. 1-82)

Two key information activities are protecting friendly.information and degrading the
threat’s ability to communicate, sense, make effective decisions, and maintain influence
with relevant actors and populations. An example'is the use of strategic messaging to
undermine the credibility of an adversary/by exposing, violations of international law
and showing that adversary narrativesf@re falsesAchieving information advantages

is a commander-driven, combined afms activity. that employs capabilities from every
warfighting function. During crisis, commanders, lead their staffs to refine information
activities based upon plans an@ processes developed during competition. Examples
include commanders and, staffs\focusing on the challenges and tasks of establishing
a mission-partner environment, building or modifying an intelligence architecture, and
creating or refining commenroperating procedures with allies and other partners.

Information Advantages (Armed Conflict) (aops7, p. 1-89.)
Information advantages invariably overlap with and emanate from physical and human
advantages. To gain an information advantage, units first require a physical or human
advantage. Army forces create and exploit information advantages by acting through the
physical and human dimensions of an operational environment. Leaders combine informa-
tion advantages with other advantages to understand the situation, decide, and act faster
than enemy forces. Examples of information advantages during armed conflict include—
* The ability to access enemy C2 to disrupt, degrade, or exploit enemy information.
» Opportunities created by deception operations to achieve surprise and thwart
enemy targeting.
» The ability to mask electromagnetic signatures.
* The ability to integrate and synchronize friendly forces in denied or degraded
environments through use of redundant communications.
* The ability to rapidly share information with domestic and international audiences
to counter enemy malign narratives.
* The ability to inform a wide range of audiences to maintain legitimacy and promote
the friendly narrative.
* The ability to rapidly share and analyze information among commanders and
staffs to facilitate decisions and orders.
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Ref: ADP 3-13, Information (Nov ‘23), chap. 3.
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Information is the basis of C2, intelligence, and communication. Army forces collect,
process, and analyze data and information to understand situations, make decisions,
and develop plans. They communicate information to integrate, synchronize, and
control operations. Information, in the form of feedback, enables Army leaders to
assess progress and adjust operations as required.

The force that uses and exploits data and information to understand, make deci-
sions, and act more effectively than its opponents has a significant advantage. The
enable information activity contributes to this advantage through four related tasks:
establish, operate, and maintain C2 systems; execute the operations process and
coordinate across echelons; conduct the integrating processes; and enhance under-
standing of an operational environment (OE) as shown.in Figure 3-1.

Establish, Operate, and Maintain
Command and Control Systems

Conduct the Operations Process and
Coordinate Across Echelons

Conduct the Integrating Processes

Enh@nce Understanding of an
Operational Environment

Bkl

Purpose: Enhance Command and Control

Ref: ADP 3-13 (Nov ‘23), fig. 3-1. Tasks and purpose of the enable information activity.

I. Establish, Operate, and Maintain Command
and Control Systems (1ops7, chap. 3,

Command and control is the exercise of authority and direction by a properly des-
ignated commander over assigned and attached forces in the accomplishment of
the mission (JP 1, Volume 2). Commanders cannot exercise C2 alone. Even at the
lowest levels, commanders need support to command forces and control operations.
At every echelon of command, each commander has a C2 system to provide that sup-
port. The command and control system is the arrangement of people, processes, net-
works, and command posts that enable commanders to conduct operations (ADP 6-0).
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IV. Enhance Understanding of an Operational
Environment

Success during operations demands timely and effective decisions based on apply-
ing judgement to available information and knowledge. As such, commanders and
staffs seek to build and maintain situational understanding throughout the opera-
tions process. Understanding informational considerations of an OE bolsters this
understanding. Several tasks assist commanders and staffs in understanding how
information and information capabilities impact operations, to include—
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* Analyze the operational and mission variables.
« Identify and describe relevant actors. (See facing page.)
« Identify likely behavior of relevant actors. (See facing page.)

A. Analyze the Operational and Mission Variables

The operational and mission variables are tools to assist commanders and staffs in
developing situational understanding.

Upon receipt of a mission, commanders use the mission variables, in combination
with the operational variables, to refine their understanding of the situation and to
visualize, describe, and direct operations.

Operational Variables - PMESII-PT (BSs7 pf1-18.)

Operational variables are categories of relevant information, that commanders and
staffs use to understand their OE. Commandérs,and staffs analyze and describe an
OE in terms of eight interrelated operational variables known as PMESII-PT: political,
military, economic, social, information, infrastructure, physical environment, and
time.

Mission Variables - METT-TC (I)\(8ss7, p. 1-19.)

METT-TC (I) represents the mission,variables that leaders use to analyze and
understand a situation ing€lationship te the unit’'s mission. The first six variables are
not new. However, the increased reliance on information (military and private sec-
tor) to enable opérations requires leaders to continuously assess the informational
considerations on assigned missions. Because of this, the variable of informational
considerations is‘added to the familiar METT-TC mnemonic. Within the mission vari-
ables, informational cansiderations are expressed as a parenthetical variable in that
it is not an independentvariable by itself, but it is an important consideration within
each mission variable.

Informational considerations are those aspects of the human, information,
and physical dimensions that affect how humans and automated systems derive
meaning from, use, act upon, and are impacted by information.

: Refer to BSS7: The Battle Staff SMARTbook, 7th Ed., updated for 2023
IR to include FM 5-0 w/C1 (2022), FM 6-0 (2022), FMs 1-02.1/.2 (2022), and

TR e more. Focusing on planning & conducting multidomain operations (FM 3-0),

35/ BSS7 covers the operations process; commander/ staff activities; the

five Army planning methodologies; integrating processes (IPB, information
collection, targeting, risk management, and knowledge management);
plans and orders; mission command, command posts, liaison; rehearsals
& after action reviews; operational terms & military symbols.

the
BATTLE STAFF
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B. ldentify and Describe Relevant Actors

Ref: ADP 3-13, Information (Nov ‘23), pp. 3-12 to 3-13.
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The analysis of human, information, and physical dimensions of an OE provides the context
needed to understand how individuals, groups, populations, and automated systems operate.

See p. 2-64 for related discussion of audiences, targets, and target audiences.

Relevant Human Actors

Relevant human actors include individuals, groups, or populations whose behaviors
have the potential to affect the success of a particular campaign, operation, or tactical
action. Relevant actors may be friendly, neutral, or threat; military or civilian; and state
or nonstate. Army forces use information combined with action to influence relevant
actors in support of objectives.

When considering relevant human actors, staffs gain understanding by conducting
two activities. First, commanders and their staffs describe the individuals, groups, and
populations who can aid or hinder success of their missions. Some of these actors may
exist outside the unit’'s area of operations. Second, the staff describes how the human,
information, and physical dimensions affect each relevant actor.

Relevant Automated Systems

Automated systems are a combination of hardwaré and softwaré that allow computer
systems, network devices, or machines to function with limited human intervention.
Automated systems with emerging artificial intelligence technologies can rapidly sort,
collate, and identify trends, patterns, and vitaldnformation far faster and more efficiently
than any human analysts can.

When considering relevant automated systems; staffs gain understanding by conduct-
ing the following two activities. First,.commandersiand their staffs remain aware that
as automated systems become more sephisticated, they will have greater impacts on
operations. Automated systemsWary based on their degree of autonomy, intelligence,
and sophistication. Additionally, their ubiquity makes it difficult to identify their presence
and relevance amongther actors. Conducting functional analysis as outlined in ATP
2-01.3 assists in identifying relevantautomated systems within the area of operations.
Second, staffs describe what effects‘informational and physical aspects of the environ-
ment have on each automated system.

C. Identify BEHAVIORS of Relevant Actors

Identifying current relevant actor behaviors helps planners formulate an operational
approach to influence those behaviors. The staff helps the commander to develop a
detailed understanding of the options available to affect relevant actor behaviors and
assess which option might most strongly impact friendly operations.

* Identify current behaviors relative to impending friendly operations.
« Identify what relevant actor behaviors will likely affect operations.
* Describe how the selected behaviors of relevant actors may evolve over time.

* Describe how information and action can affect behavioral trends to yield
outcomes favorable or unfavorable to friendly forces.

* Identify what broad actions friendly forces take to create effects in an OE that
arrest or encourage behavioral trends.

* Identify potential second-and third-order effects of the operational approach.

Once the staff identifies relevant actors and their behaviors, the commander selects
the appropriate means to affect behavior.
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Ref: ADP 3-13, Information (Nov ‘23), chap. 4.
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All Army forces continuously provide protection. Protection is the preservation of the
effectiveness and survivability of mission-related military and nonmilitary personnel,
equipment, facilities, information, and infrastructure deployed or located within or
outside the boundaries of a given operational area (JP 3-0). Achieving protection is
a continuous endeavor, requiring Army leaders to apply a comprehensive, layered,
and redundant approach in different contexts.

| | secure and Obscure Friendly Information

Il | conduct Security Activities

Il ] Defend the Network, Data, and Systems

Purpose: S nformation & Networks

Ref: ADP 3-13 (Nov 23), figh4-~1. Tasks and purpose of the protect information activity.

I. Secure and Obscure Friendly Information

Securing information about Army forces is a responsibility of all Soldiers, Army Civil-
ians, and contractors. For commanders and leaders, it means two things. First, lead-
ers educate Soldiers, Army Civilians, contractors, and family members on the type
and nature of data and information that threat forces seek. Second, leaders inculcate
into their unit culture the imperative of securing friendly data and information.

Imperative of operations: Account for being under constant observation and all
forms of enemy contact. (AODS7, p. 1-44.)

Securing and obscuring friendly information begins with an understanding of what
data exist relating to friendly forces. Army leaders must understand their own data
and information signature from a threat’s perspective. They must assume that

threats constantly observe their formations from different domains and the electro-
magnetic spectrum.. Tasks that secure and obscure friendly information include—

* Implement operations security (OPSEC). (See pp. 3-39 to 3-40.)
» Conduct deception in support of OPSEC (DISO). (See p. 3-28.)
» Employ camouflage, concealment, and obscuration.
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Il. Conduct Security Activities

Ref: ADP 3-13, Information (Nov ‘23), pp. 4-5 to 4-6.)

All Soldiers share a responsibility for securing important information about Army forces.
Some Army forces are manned, trained, and equipped to engage in specialized security
activities, specifically conducted to deny threat forces relevant information. Security
activities related to securing information include—
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Security Activities

A. Conduct Security Operations
B. Implement Physical Security
C. Implement Personnel Security Program
D. Conduct Counterintelligence

A. Conduct Security Operations (A0DS7, pp. 4-21 to 4-24.)

Commanders prevent threats from collecting information about friendly force activi-

ties in part by performing security operations. Security opérations are those operations
performed by commanders to provide early and acelirate warning‘ef enemy operations,
to provide the forces being protected with time and‘maneuver space within which to react
to the enemy, and to develop the situation to allowscommanders to effectively use their
protected forces (ADP 3-90). Security operations focus on the. protected force or location.
By denying threat actors a vantage point from which{o observe friendly activities and dis-
positions, forces conducting security operations canprotect friendly information against
threat reconnaissance efforts. Army forées conduct four.types of security operations:

» Screen.

* Guard.

» Cover.

* Area security.

Counterreconnaissance'is a tactical mission task that encompasses all measures taken
by a commander to counter,enemy reconnaissance and surveillance efforts. It prevents
hostile observation of a fofce 6r area and accounts for all the domains through which the
threat can conduct reconnaissance in a particular situation. It involves both active and
passive elements and includes combat action to destroy or repel enemy reconnaissance
units and surveillance assets. Counterreconnaissance is not a distinct mission but an
essential component to security operations.

Threat unmanned aircraft systems carry a variety of surveillance and reconnaissance
capabilities, ranging from high-resolution video to infrared or electromagnetic reconnais-
sance. Unmanned aircraft systems carry a range of capabilities, to include surveillance,
reconnaissance, targeting, electromagnetic attack, and air-to-surface weapons.

B. Implement Physical Security
Physical security consists of physical measures designed to safeguard personnel;
prevent unauthorized access to equipment, installations, material, and documents; and
safeguard them against espionage, sabotage, damage, theft, and terrorism. Army forces
employ physical security measures in depth to protect personnel, information, and criti-
cal resources in all locations and situations against various threats. This total system
approach is based on the continuing analysis and employment of protective measures,
including—

* Physical barriers.
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* Clear zones.
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* Lighting.
» Access and key control.
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* Intrusion detection devices.
» Biometrically enabled base access systems.
» Defensive positions.
» Nonlethal capabilities.
Refer to ATP 3-39.32 for additional information on physical security.

C. Implement Personnel Security Program

Personnel security plays an important role in protecting friendly information. Units should
ensure that personnel in sensitive positions have the appropriate clearance, a need to
know, and required certifications before granting access to critical network infrastructure.
The clearance and sensitive position standard determines whether a person is eligible for
access to classified information or assignment to sensitive duties. This standard evalu-
ates if the person’s loyalty, reliability, and trustworthiness for having access to classified
information or assignment to sensitive duties is clearly consistent with the interests of
national security.

Refer to AR 380-67 for more information about the Atmy personnel security program.

D. Conduct Counterintelligence (Ci)
Counterintelligence is information gathered and@ctivities conducted to identify, deceive,
exploit, disrupt, or protect against espionageg other intelligence activities, sabotage, or
assassinations conducted for or on behalf of foreign powers, organizations or persons
or their agents, or international terrorist rganizations or activities (JP 2-0). Counterintel-
ligence (Cl) is one of the Army’s intelligence disciplines conducted by specially trained
Cl agents, technicians, and speciakagents.il heseispecially trained personnel focus on
detecting and identifying the FIE's intelligence\collection activities targeting U.S. and
multinational forces.
Cl operations are broadly. executed Chactivities using one or more of the Cl functions
(investigations, collection, analysis\and production, and technical services and support)
that support a program or spegific mission. The Cl mission includes defensive and offen-
sive activities conducted worldwide to protect Army forces, installations, and operations
from the foreign intelligence collection threat. The Cl mission encompasses four different
mission areas:

» Counterespionage.

* Cl support to force protection.

« Cl support to research, development, and acquisition.

» Cl-cyber.
Cl relies on the Threat Awareness and Reporting Program (known as TARP) to identify
systemic or personnel issues and to identify other inconsistencies that may indicate a
vulnerability or incident of Cl interest. The Threat Awareness and Reporting Program is
an education, awareness, and reporting program to help identify incidents of potential Cl
interest. The program is a primary factor in obtaining information to initiate Cl investiga-
tions in response to suspected national security crimes under Army Cl jurisdiction. The
Threat Awareness and Reporting Program education activities should be tailored to the
supported unit based on the unit mission, unique foreign intelligence entities characteris-
tics, and methods of operation.

Refer to ATP 2-22.2-1 for more information on Army CI.
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Ref: ADP 3-13, Information (Nov ‘23), chap. 5.

See pp. 3-5 to 3-16 for related discussion of public affairs operations (JP/FM 3-61)
and p. 2-19 for discussion of “inform” from a joint doctrine perspective (JP 3-04).

The U.S. Army has an obligation to inform. Army leaders keep internal audiences (Sol-
diers, Army Civilians, contractors, and family members) informed about organizational
goals, priorities, values, and expectations. Army leaders keep external audiences (U.S.
domestic and international) informed to maintain their trust and confidence. Within a

larger national and joint narrative, Army leaders inform various international audienc-

es to facilitate informed perceptions about military objectives and activities. Combined
with demonstrated competence and professionalism, informing international audiences
strengthens partnerships and alliances during competition, crisis, and armed conflict.

Army forces communicate accurate and timely information,to internal and external
audiences to gain an information advantage. The,inform information activity contributes
to this advantage through its related tasks: infofm and‘educaté Army audiences; inform
U.S. domestic audiences; and inform international audiencesias shown in Figure 5-1.

| Inform and Edueate’Army Audiences

|| Inform U.S. Domestic Audiences

|" Inform International Audiences

Purpose: Maintain Trust & Confidence

Ref: ADP 3-13 (Nov 23), fig. 5-1. Tasks and purpose of the inform information
activity.

Note. The inform information activity relies on several public affairs terms. Public
affairs are communication activities with external and internal audiences (JP 3-61).
In public affairs, an audience is a broadly-defined group that contains stakeholders
and/or publics relevant to military operations (JP 3-61). An audience can be internal
or external. In public affairs, an internal audience is United States military members
and Department of Defense civilian employees and their immediate families (JP
3-61). In public affairs, an external audience is all people who are not United States
military members, Department of Defense civilian employees, and their immediate
families (JP 3-61). External audiences are categorized as U.S. domestic and
international audiences. In public affairs, a public is a segment of the population with
common attributes to which a military force can tailor its communication (JP 3-61).
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I. Inform and Educate Army Audiences

Commanders establish and maintain a positive command climate—the characteristic
atmosphere in which people work and live. Command climate is directly attributable
to the leader’s values, skills, and actions. A positive climate facilitates team building,
encourages initiative, and fosters collaboration, mutual trust, and shared under-
standing. Commanders shape the climate of their organization no matter the size.
Maintaining a positive command climate includes—

A. Inform Internal Audiences

Keeping internal audiences informed plays a crucial role in sustaining the morale
and will of Army forces. Commanders and leaders keep internal audiences informed
on organizational goals, priorities, values, and expectations, while encouraging feed-
back. They inform through various means ranging from conducting mission briefings
to hosting town hall meetings.

An effective command information program combined with community engagement aids
commanders in informing internal audiences. Command information is communication
by a military organization directed to the internal audience that creates an awareness of
the organization’s goals, informs them of significant developments affecting them and
the organization, increases their effectiveness as ambassadors of the organization, and
keeps them informed about what is going on in the org@nization (JP 3-61).

Refer to DODI 5400.17 for policy concerning official luse.of satial media.
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Operations, particularly those involving armed conflict, are fraught with danger and
hardship. Violence, fatigue, and fear characiéfize large-scale combat operations.

To help build unit cohesion and maintain niorale and will,,commanders and leaders
communicate to all Soldiers how their units’ efforts and purpose fit into the overall
purpose of the operations. Communi€ating “whywe fight” helps Soldiers understand
they are part of a larger team and‘effort. Shared understanding of purpose helps Sol-
diers reconcile their sacrifices toward a greateneffort.

B. Educate Soldiers

Threats do not hesitate to employ a variety of influence techniques to weaken the
resolve of Americans, especiallymembers of the Department of Defense (DOD). Social
media, internet-based communication, on-line gaming, and other dynamic forms of
communication allow threats to extend their reach in the human and information dimen-
sions beyond what was préviously possible. The potential for Soldiers to have contact
with threat influence activities is high, even when in garrison. The chances of threat
influence activities increase as Army forces initiate operations during crisis and conflict.

Soldiers must remain vigilant to recognize threat attempts to undermine their morale
and will. The entire Army force is potentially subject to monitoring and threat influ-
ence activities through various mediums, to include the internet. Leaders train and
educate Soldiers to maintain online awareness, to include identifying threats and ap-
plying operational security when posting information and images online. To provide
Soldiers the ability to recognize and mitigate threat influence activities, as well as to
withstand enemy influence attempts, leaders educate the force concerning—

 Threat influence methods. Threat influence methods can affect Soldiers di-
rectly or indirectly with the goal of influencing their thinking. The threat may em-
ploy direct influence activities, for example overt propaganda, or more subtle
attacks like engaging in activities that amplify social or political differences.

* The Army profession. Understanding the role of the Army as articulated in
ADP 1 can help defend against the effects of misinformation, disinformation,
and information for effect. When Soldiers understand why the Army exists and
their role in protecting their nation’s interests, it becomes increasingly difficult
for the threat to undermine their commitment to their duty.
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II. Inform United States Domestic Audiences

Federal laws and military instructions such as DODD 5122.05 and AR 360-1 require
Army forces to inform domestic audiences of their operations, programs, and activi-

ties. The Department of the Army and Army commanders are responsible for inform-
ing the American people about the Army’s mission and goals.
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Accurately informing the American people assists the Army in establishing condi-
tions that lead to the public’'s understanding, trust, confidence, and support.

Army senior leaders ensure the operations and activities conducted by Army forces
are aligned with the national security interests and values of the American people as
articulated by various strategic documents. These documents include the National
Security Strategy and the National Military Strategy. By informing the U.S. domestic
audience, Army forces reassure the American public that they execute operations in
accordance with national values. Commanders of Army formations inform domes-
tic audiences primarily through public communication, which includes community
engagement within the broader Army communication strategy.

A. Conduct Public Communication

B. Conduct Community Engagement

C. Correct Misinformation and Counter Disinformation
Related to Army Forces or.Operations

Refer to FM 3-61 for more information enpublic eommunication and community
engagement. (See pp. 3-5 to 3-16:)

A. Conduct Public Communication

Informing U.S. domestic audiences helps these audiences understand that Army
operations align witihPAmerican interests. This communication increases public trust
and support through active engagements. Through public communication programs,
commanders demonstrate they are community partners and responsible stewards of
national resources.
Public communicationiineludes the release of official information through news
releases that encompass public service announcements, media engagements, town
hall meetings, public engagements, and social networks. Public communication en-
ables commanders to meet their obligations to keep the American people informed.
Public communication objectives include the following:

* Increase public awareness of the Army’s mission, policies, and programs.

* Foster good relations within the communities with which Army forces interact.

» Maintain the Army’s reputation as a respected professional organization re-
sponsible for national security.

» Support the Army’s recruiting and personnel procurement mission.

» Correct misinformation and counter disinformation.

B. Conduct Community Engagement

Community engagements are activities that support the relationship between military
and civilian communities. Advised by public affairs personnel, commanders provide
direction and purpose for engagement with civilian communities. These activities in-
volve collaborating with groups of people affiliated by geographic proximity or special
interests to enhance the understanding and support for the Army, Soldiers, and op-
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Ref: ADP 3-13, Information (Nov ‘23), chap. 6.
See p. 2-19 for discussion of influence from a joint doctrine perspective (JP 3-04).

To influence is to shape or alter the opinions, attitudes, and ultimately the behavior of
threats and other foreign relevant actors. As a form of contact, Army forces influence
threats to decrease their combat effectiveness, erode organizational cohesion, di-
minish will, and deceive threats about friendly intent. Army forces influence selected
foreign audiences to increase support, decrease potential interference with Army
operations, and undermine threat attempts to influence those same audiences.

The friendly force garners an information advantage by using information to influ-
ence the behavior of foreign relevant actors more effectively than an adversary or
enemy does. The influence information activity contributes to this advantage through
two related tasks: influence threat perception and behaviors and influence other
foreign audiences as shown in Figure 6-1.

| Influence Threat Perception & Behaviors
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|| Influence Other Foreign Audiences

Note: U.S. addiences are hot targets for military activities intended to influence.

Purpose: Aaehavior of Foreign Relevant Actors

Ref: ADP 3-13 (Nov 23), fig. 6-1. Tasks and purpose of the influence information
activity.

I. Influence Threat Perception and Behaviors

Influence information activities by Army forces, integrated into the combatant com-
mander’s campaign plan, support setting a theater, challenge threat activities, and
facilitate campaign objectives. During competition and crises, influence efforts deter
threat actions and erode threat cohesion and effectiveness.

During armed conflict, influence activities disrupt or corrupt enemy forces’ under-
standing and decision making, decrease their combat effectiveness, erode command
and control (C2), and degrade morale and will.

A commander’s ability to integrate disparate capabilities and synchronize applica-
tion in the human, information, and physical dimensions is critical to influencing
threat behavior. Commanders understand their higher echelon commander’s intent
and concept of operations and so employ their joint and Army capabilities in ways
that support making the threat act or react in a desired manner. Tasks specifically
designed to influence threat perceptions and behavior include—
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Influence Threat Perception and Behaviors

A. Conduct Deception Activities
B. Conduct Military Information Support Operations (MISO)
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A. Conduct Deception Activities (see pp. 3-27t0 3-32)

Surprise is a combat multiplier that amplifies the effects of the other principles of war
and provides a relative advantage where none previously existed. Its effective use
allows friendly units to strike at a time and place or in a manner for which the enemy
is unprepared, which induces shock and causes hesitation. Surprise seldom lasts for
long periods because enemies adapt, so rapidly exploiting the opportunities surprise
affords is critical. Every echelon works to achieve surprise during an operation.

One way to achieve surprise is to use deception. Deception is the act of causing
someone to accept as true or valid what is false. Army forces conduct deception
activities to cause enemy decision makers to act or not act in ways prejudicial to
themselves and favorable to achieving friendly objectives.

Army forces support or conduct three types of deception:

« Military Deception (MILDEC). Military deception.issactions executed to deliber-
ately mislead adversary military, paramilitary, or violent extremist organization de-
cision makers, thereby causing the adversaryto take'speCific actions (or inactions)
that will contribute to the accomplishment of the friendly mission (JP 3-13.4).

+ Tactical Deception (TAC-D). Army forces conduct, TAC-D to cause the enemy
to react or falsely interpret friendly gperationsi Tactical deception is a friendly
activity that causes enemy commanders te take action or cause inaction det-
rimental to their objectives (EM 3-90)»Properly planned and executed TAC-D
helps Army forces to hide what isireal and display what is false.

» Deception in Support of Operations Security (DISO) (See p. 3-28.)

B. Conduct Military Information Support Operations (. 3-33)

Military information support operations are planned operations to convey selected
information and indicatérsito foreign audiences to influence their emotions, motives,
objective reasoning, and ultimately the behavior of foreign governments, organiza-
tions, groups, and individuals in a manner favorable to the originator’s objectives
(JP 3-13.2). MISO can degrade enemy combat power, reduce civilian interference,
minimize collateral damage, and increase a population’s support for operations.
MISO focus on information and indicators to convey meaning and to influence spe-
cific target audiences—individuals or groups selected for influence. The Secretary of
Defense approves all MISO programs submitted as part of combatant commander
campaign and contingency plans. Combatant commanders plan and execute MISO
in support of theater objectives. Within this framework, psychological operations
(PSYOP) units execute MISO programs in support of combatant commanders, sub-
ordinate joint task forces, the theater special operations command, and Army forces.
MISO programs directed at enemy forces focus on themes, such as—

» Degrading enemy combat power by encouraging surrender, desertion, and
malingering.
* Reducing the will of the enemy to resist.
» Degrading the decision-making abilities and operational effectiveness of the enemy.
 Exploiting and amplifying friendly successes on the battlefield.
 Exploiting and amplifying enemy failures and actions on the battlefield.
Army PSYOP forces are trained and equipped to conduct MISO.
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Ref: ADP 3-13, Information (Nov ‘23), chap. 7.
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See p. 2-19 for discussion of “attack” from a joint doctrine perspective (JP 3-04).

The threat is increasingly reliant on space, cyberspace, and the electromagnetic spec-
trum (EMS) for intelligence, surveillance, and reconnaissance (ISR); target acquisition;
fire control; communications; and C2. Threat forces increasingly communicate (human
to human, human to machine, and machine to machine) through the cyberspace
domain. The cyberspace domain consists of the network and information technology
infrastructures, resident data, the internet, telecommunications networks, computer
systems, processors, and portions of the EMS that facilitate or inhibit them. Threats
also employ information warfare capabilities through space, cyberspace, and the EMS
to attack friendly data, information, and communications and to spread propaganda.

Affecting the threat’s ability to use data and information to communicate, command,
and control its forces or conduct information warfare prévides the friendly force an
advantage. The attack information activity contribute$s to this advantage through two
related tasks: degrade the threat’s ability to exercise C2 and affect threat information
warfare capabilities as shown in Figure 7-1.

[ Degrade Threat Command and Control

Affect Threat Information Warfare
Capabilities

Purpose: ﬂect Threat Command and Control

Ref: ADP 3-13 (Nov “23), fig. 7-1. Task and purpose of the attack information activity.

While both attack tasks affect the threat’s use of data and information, each task
has a different focus. Degrading threat C2 focuses on negatively affecting threat
situational understanding, networks, and information systems. Affecting threat infor-
mation warfare capabilities focuses on protecting friendly forces from threat cyber
and electromagnetic attacks and contributes to a broader joint and national effort in
attacking threat disinformation, propaganda, and legitimacy.

Information Attack Methods

Threat C2 nodes (command post [CP], signal centers, networks, and information
systems); ISR sensors and systems; and fire control and target acquisition radars
and systems are often high-payoff targets for Army forces. As part of the concept of
operations and scheme of fires, Army forces attack these targets through a combi-
nation of methods: physical destruction, electromagnetic attack (EA), cyberspace
attack, and offensive space operations.

See following pages (pp. 1-50 to 1-51) for an overview and further discussion.
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Ref: ADP 3-13, Information (Nov ‘23), pp. 7-2 to 7-5.
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Army leaders combine available organic, joint, and multinational capabilities in comple-
mentary and reinforcing ways to create and exploit an information advantage.

Note. Additional classified capabilities, activities, and programs exist that can affect threat
C2, networks, and systems. Technical effects are one or more capabilities, activities, or
programs planned, coordinated, or executed that utilize classified means to accomplish
an objective or enable military operations. Commanders requiring the execution of techni-
cal effects for an operation should understand that authorities and approvals generally
reside at the combatant command or higher level and will often require long lead times for
approval and execution.

Physical Destruction

In the context of information attack, physical destruction is the application of fires and
maneuver to affect threat C2 and communications. Targets for physical destruction range
from enemy CPs and communications centers to sensor and fire control systems. During
armed conflict, commanders direct or coordinate for surface-to-surface fires, air-to-sur-
face fires, and surface-to-air fires against threat C2, ISR, and.information warfare targets.
Commanders also direct maneuver forces to conduct raid$ and other offensive operations
to seize or destroy enemy C2 nodes.

Physical destruction capabilities are inherent in combined, arms formations and often
provide more immediate results than employing gthér metheds of attack. Depending on
the echelon, organic indirect fires, to include mortars, cannonsy rockets, and missiles,
are well suited to destroy threat C2 nodes, Attack aviationand ground maneuver units
can also execute physical destruction tasks focused on'a threat C2 system. Army forces
likewise nominate threat C2 and ISR targets to the joint ferce commander for physical
destruction. Depending on priority, he joint force may attack these targets with fires or
special operations forces.

Commanders and staffs considerrules of engagement, availability of assets and muni-
tions, the potential for€ollateral damagejand the impact on escalation when directing
physical destruction{At brigade and below echelons, physical destruction of the enemy’s
communications equipment can effectively create an advantage. At echelons above
brigade, physical destruction,is often combined with EA and cyberspace attacks to affect
threat situational understating and the threat’s ability to exercise C2.

Electromagnetic Attack (EA) (see p. 3-56.)

Threat forces rely on communications equipment using broad portions of the EMS to
conduct operations. This equipment allows threats to talk, transmit data, provide naviga-
tion and timing information, and to exercise C2. Threat forces also collect signals in the
EMS to build understanding and to target friendly forces and equipment. EA prevents or
reduces an enemy’s effective use of the EMS by employing jamming and directed-energy
weapon systems against enemy spectrum-dependent systems and devices.

Electromagnetic attack is a division of electromagnetic warfare involving the use of electro-
magnetic energy, directed energy, or antiradiation weapons to attack personnel, facilities, or
equipment with the intent of degrading, neutralizing, or destroying enemy combat capability
and is considered a form of fires (JP 3-85). EA systems and capabilities include—

» Jammers.

« Directed energy weaponry.

» Radio frequency emitters.

» Technical means of deception.
 Antiradiation missiles.
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Cyberspace Attacks (Seep. 3-54.)

Cyberspace attacks are actions taken in and through cyberspace that create denial (i.e.,
degradation, disruption, or destruction) or manipulation effects in cyberspace and are
considered a form of fires (JP 3-12). Cyber forces execute cyberspace attacks through
defensive cyberspace operations-response actions (known as DCO-RA) and offensive
cyberspace operations (known as OCO). Cyberspace attacks require coordination with
other U.S. Government departments and agencies and careful synchronization with
other lethal and nonlethal effects through the targeting processes.

Cyberspace attacks are executed under the authority of the Secretary of Defense. The
effects from these attacks provide windows of opportunity Army forces can exploit.

For example, the joint force commander times cyberspace attacks to affect threat air
defense and fire control systems so that they do not interfere with joint and Army forces
attacking in a specific area. Additionally, the joint force commander may provide direct
offensive cyberspace operations support to corps and below Army commanders in
response to requests via the joint targeting process.

Cyberspace attack actions create denial effects in cyberspace or manipulation in cy-
berspace to create denial effects in the physical dimension. In some cases, cyberspace
attack actions can lead to physical destruction. Cyberspace attacks affect physical
processes when they modify or destroy cyberspace capabilities that control the physical
process. Some examples of effects created by a cyberspaced@ttaek include—
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* Deny.

* Disrupt.

* Destroy.

* Manipulate.

Space Operations (See pp. 61 tor3-70.)

Space capabilities enable joint and Army operations.:Space capabilities include space
situational awareness; positioning, navigation, and timing; satellite communications; sat-
ellite operations; missile warninggienvironmental monitoring; space-based surveillance
and reconnaissance; defensive space operations; and offensive space operations. Army
space planners at all eghelons advise commanders on the current space assessment
and ways to coordinate for andsintegrate space capabilities and effects into operations.

Space operations enable freedom of action in the space domain for the United States
and its allies. Offensive and defensive space operations, including navigation warfare,
enable freedom of action in space and counter efforts to interfere with or attack space
forces of the United States, allies, or commercial partners.

» Offensive Space Operations. Offensive space operations are actions taken to
negate attacks against U.S. and friendly space assets and threat freedom of ac-
tion. Measures include actions against ground, data link, and space segments or
users to affect an enemy’s space systems, or to thwart hostile interference on U.S.
and multinational space systems:

* Deceive
* Disrupt
* Deny

* Degrade
* Destroy.

» Navigation Warfare. Navigation warfare aims to ensure unimpeded access to the
Global Navigation Satellite System for joint forces and multinational partners while
denying it to the enemy. It encompasses various offensive, defensive, and support
activities (such as surveillance, reconnaissance, and EMS management) to ensure
unimpeded availability and integrity of positioning, navigation, and timing information.
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I. Degrade Threat Command and Control

To degrade means to reduce or to lower. Army forces create and exploit every op-
portunity to degrade the threat’s ability to exercise C2. As with the friendly forces,
information is a central resource for the threat to exercise C2. Threats collect infor-
mation, process and analyze it to understand, and use it to inform decisions. Before
a threat actor can make a decision, an Army force aims to prevent, delay, or alter
that threat’s decisions by degrading its access to information, manipulating the infor-
mation available, or overwhelming its systems and processes with large amounts of
information. After a threat decision is made, an Army force aims to prevent, alter, or
limit the threat force’s ability to execute military actions by attacking threat C2 nodes,
networks, and information systems. Limiting the information available to an enemy or
adversary while also inhibiting the ability to exchange what information it does have
thus provides significant military advantage.

The protect information activity contributes to degrading threat C2 by denying the
threat’s access to friendly data and information (see pp. 1-29 to 1-34). The influence
information activity contributes to degrading threat C2 by affecting threat perceptions
(see pp. 1-45 to 1-46).

The attack information activity degrades threat C2 by—

A. Affect Threat Understanding of.an Operational
Environment

Threat decision makers use information from a variety of sources to make deci-
sions. Threat decision makers may rely on tfaditional intelligence sources—such
as geospatial intelligence, human intelligehce, andisignals intelligence—as well as
information gained through cyberspace,reconnaissance, social media exploitation,
and collection of publicly available information. Staffs often process and analyze
this information by both technical/and human,means before it reaches the decision
maker. Each source of information.and each step in this information process repre-
sent an opportunity for Armysforces to impact the threat’s decision making.
Commanders should consider alhways and means to affect the threat'’s ability to
build and maintain sitbational understanding. Within the attack information activity,
commanders direct or coordinate for physical destruction, EA, cyberspace attack,
and technical effects to—

* Disrupt or deceiVve sensors that provide threat actors with intelligence.
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 Disrupt or manipulate data transmissions among threat sensors, analysis
capabilities, and decision makers.

» Deceive threat decision makers about friendly intentions and capabilities.

* Disrupt or manipulate communication between threat decision makers and
units.

Note. In some instances, Army commanders may want to deter threat actions by
improving the threat’s understanding of friendly capabilities and intent.

B. Affect Threat Networks and Systems

Army commanders use many military capabilities to affect threat networks and
systems. The type of capabilities a commander employs depends on the objec-

tive, the type of target system, acceptable levels of risk, and the strategic context.
Commanders carefully consider what parts and the duration of threat networks and
systems they desire to affect. In some instances, commanders want the threat to see
and communicate the activities of friendly forces. In other instances, they may want
to degrade certain networks and systems for a specified time. Commands may focus
attacks on disintegration by targeting. In these instances, units target key nodes
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Ref: ADP 3-13, Information (Nov ‘23), chap. 8.
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I. Joint and Multinational Information
Advantage

Gaining and exploiting information advantages is a whole of government, joint, and
multinational effort requiring unified action. Unified action is the synchronization,
coordination, or integration of the activities of governmental and nongovernmental
entities with military operations to achieve unity of effort (JP 1, Volume 1). Unity of
effort is the coordination and cooperation toward common objectives, even if the
participants are not necessarily part of the same command or organization that is
the product of successful unified action (JP 1, Volume 2). To facilitate unified action,
Army commanders and supporting staff must understandithe roles, capabilities, and
processes of U.S. government, joint, and multinational organizations involved in
creating and exploiting information advantage$. (See paragraphs 1-13 through 1-20
for a discussion of informational power employed by:the U.S. government.)

A. Information Joint Function (Ssepp2-7 to 2-20)

The information joint function is the management and application of information to
change or maintain perceptions, attitudes, and other drivers of behavior, and to sup-
port human and automated decision making. €Combined with the other joint functions
(command and control [C2], intelligence, fires, movement and maneuver, protection,
and sustainment), the information joint function helps joint force commanders and
staffs effectively use information during eperations across the competition continu-
um. The primary oint tasks are—

» Understand how.infoermation impacts the operational environment (OE).
» Support human-and automated decision making.

* Leverage information.

Joint Information Advantage (Seep. 2-1.)

When the joint force successfully executes the tasks and subtasks associated with
the information joint function, the joint force gains information advantages. Joint doc-
trine describes information advantage as the operational advantage gained through
the joint force’s use of information for decision making and its ability to leverage
information to create effects in the information environment. The joint force applies
information power to create and exploit information advantages in two primary ways:

 Planning and executing all operations, activities, and investments with deliber-
ate intent to leverage its inherent informational aspects.

» Employing specially trained units to conduct joint operations in the information
environment (OIE).

Leveraging the Inherent Informational Aspects of

Operations (See pp. 2-10 to 2-11.)

Joint force action impacts the OE either intentionally or incidentally. All joint force
operations, activities, and investments can affect the behavior of relevant actors.
The conclusions that observers draw from interpreting joint force activities may drive
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Ref: ADP 3-13, Information (Nov ‘23), pp. 8-11 to 8-18 (table 8-1).
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Each information activity and correlating subordinate tasks have staff leads.
Information task leads assist the five information activity leads in integrating informa-
tion tasks as depicted in Table 8-1. Most staff work occurs within the functional and
integrating cells. The functional cells include intelligence, movement and maneuver,
fires, protection, and sustainment. The integrating cells include current operations,
future operations, and plans.

Activity Lead | Enable Task Leads
Chief of staff Establish, operate, and maintain C2 systems. G-6 and KMO
Execute the operations process and coordinate across echelons. | G-3
Conduct the integrating processes. Integrating process leads:
G-2, G-3, chiefs of fires,
chief of protection, and
KMO
Enhance understanding of an operational environment. G-2
Activity Lead | Protect Task Leads
Chief of Secure and obscure friendly information. OPSEC officer
Protection Conduct security activities. G-3
Defend the network, data, and systems. G-6
Activity Lead | Inform Task Leads
PAO Inform and educate Army audiences. Army leaders and PAO
Inform United States domestic audiences. PAO
Inform international audiences. PAO
Activity Lead | Influence Task Lead
G-3 Influence adversary and enemy perceptions and behaviors. G-39
Influence other foreign audiencés.
Activity Lead | Attack Task Lead
G-3 Degrade threat command and control Chief of Fires
(DFSCOORD)
Affect threat information warfare.
Cc2 command and‘control G-39 assistant chief of staff, information plans and operations
DFSCOORD  deputy fire support coordinator’ OPSEC operations security
G-2 assistant chief of staffgintelligence KMO knowledge management officer
G-3 assistant chief of staff, operations PAO public affairs officer
G-6 assistant chief of staff, signal

While most staff work occurs in the functional and integrating cells, successfully inte-
grating the information activities into operations occurs when functional expertise from
across the staff comes together in support of the commander’s decision requirements.
This occurs in integrating cells and when the commander directs temporary groupings
of staff members in boards, working groups, and planning teams.

Army forces require authorities to conduct operations. Some information tasks—to in-
clude MISO, cyberspace operations, and some types of deception activities—illustrate
activities requiring specific authorities. When execution authority is granted for these
operations, the command may have to meet specific reporting requirements. The staff
judge advocate verifies authorities required to execute required information tasks have
been granted by the appropriate authority prior to execution.

The information task leads use established boards, working groups, and planning
teams in conjunction with the integrating processes to incorporate the five information
activities into the operations process. The operations assessment, plans synchroniza-
tion, and targeting boards are examples of boards typically found within a unit's battle
rhythm that help to integrate information tasks. The assessment, cyberspace electro-
magnetic activities, civil-military operations, information collection, knowledge manage-
ment, protection, and targeting working groups exemplify working groups typically
found within a unit’s battle rhythm.
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B. Preparing (see chap. 5)

Preparation consists of those activities performed by units and Soldiers to improve
their ability to execute an operation (ADP 5-0). Preparation creates conditions that
improve friendly force opportunities for success. It requires commander, staff, and
Soldier actions to ensure the force is ready to execute operations. Preparing to
execute information tasks often requires Army forces to anticipate and account for
requirements earlier than many other Army tasks. This is because some information
tasks require additional coordination or lead times to create desired effects. Some
types of preparation begin at home station during competition, for example, configur-
ing and training various information systems. In other cases, units assigned to a
combatant commander may already be conducting information activities to support
the commander’s campaign objectives during competition which will enable friendly
operations in a crisis or during conflict.

Successful preparation enables leaders to—
» Improve situational understanding.
« Develop a common understanding of the plan.
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» Train and become proficient on critical tasks.
» Task-organize and integrate the force.

* Maintain unit resiliency.

» Ensure forces and resources are positionéd.
« Protect critical aspects of operations.

Preparation to execute information activities'takes place within headquarters and by
units across the Army. The staff executesfvarious activities in preparation to integrate
and assess information activities duringsexecution. Some of these activities include—

» Continuing to revise and refine planned information tasks and support develop-
ment of branches and sequels.

» Conducting external coordination and, establishing liaison to integrate echelons
and synchronize informatien tasks.

 Assessing ongoinginformation, collection and updating information requirements.

« Tracking and monitoring the movement and integration of units executing spe-
cific information tasks.

« Coordinating for théinecessary authorities to execute anticipated information tasks.

» Helping subordinate commanders to understand specified and implied informa-
tion activities and tasks.

« Participating in rehearsals to ensure information tasks are synchronized with
the concept of operations.

» Assessing and mitigating vulnerabilities created through inadvertent information
signatures.

Some unit preparations include ensuring that friendly forces—
* Can identify misinformation and disinformation.
 Can identify threat information disruption or information attacks.
» Understand relevant actors within their assigned areas.
« Understand how to report relevant information.
» Understand what actions to take to reinforce the prevailing narrative.

« Understand how to reduce risks associated with friendly emission in the elec-
tromagnetic spectrum (EMS).

» Understand potential impacts of friendly use of EW capabilities on friendly com-
munications.
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Ref: JP 3-04, Information in Joint Operations (Sept ‘22), chap. 2.

I. Military Operations and Information

Information is a resource of the informational instrument of national power at the strate-
gic level. Information is also a critical military resource. The joint force uses informa-
tion to perform many simultaneous and integrated activities. The joint force uses infor-
mation to improve understanding, decision making, and communication. Commanders
use information to visualize and understand the OE and direct and coordinate actions.
The joint force leverages information to affect the perceptions, attitudes, decision mak-
ing, and behavior of relevant actors. The joint force employment of information is of
central importance because it may provide an operational advantage.

I1. The Operational Environment (OE) and the
Information Environment (IE)

An OE is the aggregated conditions, circumstances, and influences that affect the
employment of forces and bear on the decisions of a commander. Each command-
er's OE is different from every other commander’s, OE.

Within the OE there exist factors that affect how humans and automated systems
derive meaning from, act upon, and are impacted by information. We refer to the
aggregate of social, cultural, linguistie, psychological, technical, and physical factors
as the IE.

The IE is not distinct from any, OE. Ibis an intellectual framework to help identify,
understand, and describg how those often-intangible factors may affect the employ-
ment of forces andbear ‘'on the decisions of the commander.

The joint force plans‘and conduets activities and operations that have inherent
informational aspects that will'impact the factors that make up the IE. The joint
force must account forthose informational aspects so that joint force activities and
operations affect the OE in a way that supports the JFC’s objectives. Additionally, to
ensure unity of effort among different commands, each JFC must consider and com-
municate how the informational aspects of their planned activities and operations
may impact the factors that make up the IE to affect other OEs.

II1. Information Advantage

Information advantage is the operational advantage gained through the joint force’s
use of information for decision making and its ability to leverage information to create
effects on the IE. Commanders achieve this advantage in several ways: identify-

ing threats, vulnerabilities, and opportunities along with understanding how to affect
relevant actor behavior; obtaining timely, accurate, and relevant information with

an ascribed level of confidence or certainty for decision making and the impact of
decision making; influencing, disrupting, or degrading the opponent’s decision mak-
ing; protecting the joint force’s morale and will; and degrading the morale and will of
adversaries. The joint force exploits these advantages through the conduct of opera-
tions. For example, disabling an opponent’s space-based assets might provide the
joint force with the operational advantage of being able to communicate securely over
long distances without interruption and of being able to move without being detected.
The joint force could then exploit that advantage through an operation to destroy an
enemy ground force. Likewise, gaining and maintaining sufficient goodwill among a
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JP 3-04, Information in Joint Operations,
sSept 22 (Summary of Changes)

Joint publication (JP) 3-04 guides how the joint force considers and uses information

to support achieving its objectives. This JP identifies the operational significance of
information in achieving commanders’ objectives across the competition continuum. This
publication is the result of a change in mindset based on the joint force’s recognition that
all activities have inherent informational aspects that impact the operational environment
(OE) and can generate effects that may contribute to or hinder achieving commanders’
objectives. The Department of Defense (DOD), in coordination with the other United
States Government (USG) departments and agencies, supports the informational instru-
ment of national power by using information to impact the way in which humans and
systems behave or function. The joint force leverages information across the competition
continuum to assure, deter, compel, and force relevant actor behaviors that support US
interests.

Joint Force Transition from “Information Operations” (10)
to “Operations in the Information Environment” (OIE)

The establishment of the information joint function and the development of joint
publication (JP) 3-04 on information in joint operations is driving'€hanges across joint
and Service DOTMLPF-P [doctrine, organization,training, materiel, leadership and
education, personnel, facilities, and policy]. OnesSignificant doctrinal change is the
transition from joint information operations (10) to operations in the informa-
tion environment (OIE). This transition is a‘substantialforce development challenge
requiring the joint force to evaluate how/to organizeforces and staffs to deliberately
plan and execute OIE.

The Armed Forces of the United States are poised to fight and win the Nation’s wars.
Transregional, all-domain, anddnultifunctional threats require the joint force to conduct
operations across the competition continuum'to prevent armed conflict and set the
conditions to prevail during'armed conflict: To deter or defeat these threats and achieve
strategic objectives, thejjointsforce commander (JFC) should understand how information
impacts the OE, use information to support human and automated decision making, and
leverage information throughhoffensive and defensive actions to affect behavior. Relevant
actors include individuals, groups, populations, or automated systems whose capabilities
or behaviors can affect the success of a particular campaign, operation, or tactical action.

The joint force can win tactical fights during armed conflict but has not always been

able to translate victories into enemy behaviors that lead to intended, enduring, strate-
gic outcomes. Defeat of an enemy, by whatever mechanism, is usually a psychological
outcome. The enemy is not really defeated until they believe they are defeated. Even

in operations without an enemy or adversary, such as foreign humanitarian assistance,
successful outcomes hinge on the perceptions, attitudes, beliefs, and other drivers of
behaviors of the affected population.

The joint force cannot rely on attrition or its ability to compel behavior through the use of
destructive and disruptive lethal force. To support achieving the commander’s objectives,
the joint force deliberately leverages information through activities that inform audi-
ences; influence foreign relevant actors; and attack and exploit information, information
networks, and information systems.

JP 3-04, Information in Joint Operations CANCELS JP 3-13,

Information Operations
This supersedes and cancels JP 3-13, Information Operations, 27 November 2012

Incorporating Change 1, 20 November 2014. Relevant material from JP 3-13 has been
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incorporated into the main body and appendices of this publication. Accordingly, JP 3-13,
Information Operations, will be removed from the joint doctrine hierarchy.

Joint 10, as defined and practiced, had shortcomings that inhibited it from con-
tributing to the commander’s application of informational power. As defined, IO
focused on the integration of information-related capabilities (IRCs) to affect the decision
making of adversaries and potential adversaries, and effectively ignored other relevant
actors that shape the strategic and operational environments. IO planning concentrated
on the employment of those IRCs in support of broader joint force operations, ignoring
planning for the inherent informational aspects of all activities.

JP 3-04 describes how the joint force applies informational power across the competition
continuum. That application of informational power includes both the deliberate leverag-
ing of the inherent informational aspects of activities as an imperative for all joint force
operations, and the conduct of OIE. OIE are military actions involving the integrated
employment of multiple information forces to affect drivers of behavior by: informing au-
diences; influencing foreign relevant actors; attacking and exploiting relevant actor infor-
mation, information networks, and information systems. As such, OIE are distinct from,
but complementary to, the joint forces’ deliberate leveraging of the inherent informational
aspects of military activities during all operations.

OIE calls for formations with the capabilities (i.e., the authorities and tools, as well as
subject matter experts possessing in-depth skills, knowledgef andhabilities to employ
those tools) required to carry out actions that leveragetinformation teaffect behavior.
Building and resourcing organizations with subject mattenexperts and tools is part of the
joint and Service force development challenge.

[ =
.90‘&
whd

©
£Ec
=0
el'\
c o
SE

JP 3-04, Information in Joint Operations, 14 September
2022, Active Terms and Definitions

Information Environment (IE)4 The aggregate of social, cultural, linguistic,
psychological, technical, and physical factors that affect how humans and automated
systems derive meaning fromg@ctupon, and are impacted by information, including
the individuals, organizations, and systems that collect, process, disseminate, or use
information. Also called |E. (Approved for incorporation into the DOD Dictionary.)

Knowledge Management (KM). "A discipline that integrates people and processes
to create shared understanding, increased organizational performance, and improved
decision making. Also calledhlKM. (Approved for inclusion in the DOD Dictionary.)

Operations in the Information Environment (OIE). Military actions involv-
ing the integrated employment of multiple information forces to affect drivers of
behavior. Also called OIE. (Approved for inclusion in the DOD Dictionary.)

Relevant Actor (RA). Individual, group, population, or automated system whose
capabilities or behaviors have the potential to affect the success of a particular cam-
paign, operation, or tactical action. (Approved for inclusion in the DOD Dictionary.)

Target Audience (TA). An individual or group selected for influence. Also called
TA. (Approved for incorporation into the DOD Dictionary.)

Terms Removed from the DOD Dictionary
Supersession of JP Supersession of JP 3-13, Information Operations, 27 November
2012; Incorporating Change 1, 20 November 2014:

* Information operations
« Information operations intelligence integration
* Information-related capability

* Information superiority
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Ref: JP 3-0, Joint Campaigns and Operations (Jun ‘22), chap. Ill.

A joint function is a grouping of capabilities and activities that enable JFCs to
synchronize, integrate, and direct joint operations. A number of subordinate tasks,
missions, and related capabilities help define each function, and some tasks and
systems could apply to more than one function.

There are seven joint functions common to joint operations: C2, information, intel-
ligence, fires, movement and maneuver, protection, and sustainment. Com-
manders leverage the capabilities of multiple joint functions during operations. The joint
functions apply to all joint operations across the competition continuum and enable
both traditional warfare and IW, but to different degrees, conditions, and standards,
while employing different tactics, techniques, and procedures.

I. Information (as a Joint Function)

The elevation of information as a joint function impacts all operations and signals a
fundamental appreciation for the military role of information at the strategic, opera-
tional, and tactical levels within today’s complex OE:
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The information function encompasses\the management and application of
information to support achievement of objectives; it is'the deliberate integration
with other joint functions to change/or maintain,perceptions, attitudes, and other
elements that drive desired reley@nt actor behaviors; and to support human and
automated decision making. The information function helps commanders and
staffs understand and leverage the prevalent nature of information, its military
uses, and its applicationdduring all military operations. This function provides
JFCs the ability to.preserve friendly information and leverage information and the
inherent informational aspects of military activities to achieve the commander’s
objectives. The information joint function provides an intellectual framework to aid
commanders in‘@xerting one’s influence through the timely generation, preserva-
tion, denial, or projection of information.

All military activities have an informational aspect since most military activities are
observable in the Information Environment (IE). Informational aspects are the features
and details of military activities observers interpret and use to assign meaning and gain
understanding. Those aspects affect the perceptions and attitudes that drive behavior
and decision making. The JFC leverages informational aspects of military activities to
gain an advantage in the OE; failing to leverage those aspects in a timely manner may
cede this advantage to an adversary or enemy. Leveraging the informational aspects of
military activities can support achieving operational and strategic objectives. The infor-
mation function also encompasses the use of friendly information to influence foreign
audiences and affect the legitimacy, credibility, and influence of the USG, joint force, al-
lies, and partners. Additionally, JFCs use friendly information to counter, discredit, and
render irrelevant the disinformation, misinformation, and propaganda of other actors.
The information joint function helps commanders and their staffs understand and
leverage the pervasive nature of information, its military uses, and its application
across the competition continuum, to include its role in supporting human and auto-
mated decision making. Information planners should consider coordination activities
not only within the information joint function but also among all other joint functions.
The information joint function organizes the tasks required to manage and apply
information during all activities and operations.

(Joint Ops) II. Information (as a Joint Function) 2-7
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Ref: JP 3-0, Joint Campaigns and Operations (Jun ‘22), pp. 1ll-24 to 1lI-26.
COOPERATIVE Use of Information

During day-to-day activities, the joint force integrates information in SC and FHA activities by:

» Assuring and maintaining allies, widening/publicizing combined exercises and other
PN cooperation activities, encouraging neutral actors that the joint force is the part-
ner of choice or that they should remain neutral, and reminding partners of benefits
to maintain their support.

« Informing enemies and adversaries of benefits to friendly multinational force mem-
bership and collective defense, informing enemies and adversaries that the joint
force is committed to its allies and security agreements, and concealing investment
priorities and costs.

COMPETITIVE Use of Information

During competition, the joint force conducts activities against state or non-state actors
with incompatible interests that are below the level of armedseonflict. Competition can
include military operations such as CO, special operation§, demonstrations of force, CTF,
and ISR and often depends on the ability to leverage the ‘power of information through
OIE. Expect additional time to coordinate and obtain‘approval frem DOD or other USG
departments and agencies to use information dué toiincreased risk. Specific information
tasks may include:

* Informing allies and partners of maligmrinfluenee ‘and antagonistic behavior.

* Declassifying and sharing imagessthat reveal‘or confirm enemy or adversarial
behavior, recommending alliesand partners eommunicate to relevant audiences
within their areas of influence;and\educating the joint force and allies about online
disinformation activities tefbuild understanding and resilience against propaganda.

* Influencing adversary’s @udiences, to prevent escalation to armed conflict by dem-
onstrating joint force resolve, strength, and commitment, as well as the costs and
expectations of respensesactions.

» Targeting adversarialinformation, networks, and systems by temporarily denying
communication or Intérnet access, disrupting jamming of Internet access to its internal
population, and partnering with private-sector communication companies to remove
inappropriate enemy and adversarial recruiting and fundraising advertisements.

Use of Information in ARMED CONFLICT

In addition to the above tasks, the joint force can use information defensively or offen-
sively. JFCs can employ information as independent activities, integrated with joint force
physical actions, or in support of other instruments of national power. Many of these
information activities require additional authorities as they present larger strategic risks or
risks to the joint force, though capabilities like PA, which has the preponderance of public
communication resources and rarely requires additional authorities in armed conflict.

Defensive Purposes. Basic defense activities include protecting data and
communications, movements, and locations of critical capabilities and activities. PA
can assist in countering adversary propaganda, misinformation, and disinformation.
MILDEC can help mask strengths, magnify feints, and distract attention to false
locations. DCO can defeat specific threats that attempt to bypass or breach cyberspace
security measures. EW can protect personnel, facilities, and equipment from any
effects of friendly, neutral, or enemy use of the EMS. The management of EM
signatures can mask friendly movements and confuse enemy intelligence collectors.

2-8 (Joint Ops) II. Information (as a Joint Function)



IV. Information Joint Function Tasks
Ref: JP 3-04, Information in Joint Operations (Sept ‘22), pp. II-6 to II-15.

The information joint function encompasses the management and application

of information to change or maintain perceptions, attitudes, and other drivers of
behavior and to support human and automated decision making. The information
joint function is the intellectual organization of the tasks required to use information
during all operations— understand how information impacts the OE, support human
and automated decision making, and leverage information (see Figure II-1). JFCs
and their staff perform these tasks during all operations to accomplish their respec-
tive missions.

Information Joint Function Tasks

A Understand How Information Impacts
the Operational Environment (OE)
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upport Human and Automate
B S rtH d Aut ted
Decision Making

C Leverage Information

A. Understand How Information Impacts the
Operational Environment (QE) * (sce pp. 0-8 t0 0-10,)

This task helps the joint foreesidentify,threats, vulnerabilities, and opportunities in
the IE. It provides a foundation for,-and\supports the continued refinement of, joint
intelligence preparation of the operational environment (JIPOE) products to improve
the commander’s decision making during planning, execution, and assessment of
operations. There are three steps to understanding how information impacts the
OE: analyzing of theinformational, physical, and human aspects of the environment;
identifying and describingrelevant actors; and determining the most likely behaviors
of relevant actors. These steps are continuous and iterative because the OE is
always changing. Planners use the JIPOE products and inputs from other subject
matter experts (SMEs) to understand the interrelationships between the informa-
tional, physical, and human aspects within the context of operational objectives.
This task requires fusion of multi-source data from across, and external to, the joint
force to achieve and maintain an understanding of how information impacts the OE.
Sources of internally produced data for this task include inputs from intelligence,
public affairs (PA), civil affairs (CA), cyberspace forces, psychological operations
units, and C2 systems. Sources of information external to the joint force include
USG departments and agencies, businesses, and academic communities, as well
as foreign governments, international organizations, nongovernmental organizations
(NGOs), and various traditional and nontraditional media sources. This task also
relies on language, regional, and cultural expertise to help avoid mirror-imaging and
other forms of bias.

Analysis of the Informational, Physical, and Human

Aspects of the Environment
Understanding how information impacts the environment and identifying how it can
be used to affect behavior requires analysis of the increasingly complex and dy-
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C. Leverage Information (see pp. 2-10 to 2-11 and 2-41.)

When commanders leverage information, they expand their range of options for the
employment of military capabilities beyond the use of or threatened use of physical

force. JFCs leverage information in two ways. First, by planning and conducting all

operations, activities, and investments to deliberately leverage the inherent informa-
tional aspects of such actions. Second, by conducting OIE.

INFORM Domestic, International, and Internal Audiences
Inform activities are the release of accurate and timely information to the public and
internal audiences, to foster understanding and support for operational and strategic
objectives by putting joint operations in context; facilitating informed perceptions
about military operations; and countering misinformation, disinformation, and propa-
ganda. Inform activities help to ensure the trust and confidence of the US popula-
tion, allies, and partners in US and MNF efforts; and to deter and dissuade adversar-
ies and enemies from action. PAis the primary means the joint force uses to inform;
however, civil-military operations (CMO), key leader engagement (KLE), and military
information support operations (MISO) also support inform efforts.

See pp. 1-35 to 1-44 for related discussion from ADP 3-13.
INFLUENCE Relevant Actors

The purpose of the influence task is to affect the peréeptions; attitudes, and other
drivers of relevant actor behavior. Regardlessfofits ‘missions the joint force consid-
ers the likely psychological impact of all operations on relevant actor perceptions,
attitudes, and other drivers of behavior. The®lJEC thenplans'and conducts every op-
eration to create desired effects that include maintaining or preventing behaviors or
inducing changes in behaviors. This mayinclude the,deliberate selection and use of
specific capabilities for their inherentinformational aspects (e.g., strategic bombers);
adjustment of the location, timing{ duration, scope, scale, and even visibility of an
operation (e.g., presence, profile, orposture of'the joint force); the use of signature
management and MILDEC operations; the employment of a designated force to
conduct OIE; and the employment of individual information forces (e.g., CA, psy-
chological operations,forces, cyberspace forces, PA, combat camera [COMCAM])
to reinforce the dFC’s efforts. LS audiences are not targets for military activities
intended to influences

See pp. 1-45 to 1-48for related discussion from ADP 3-13.

ATTACK AND EXPLOIT Information, Information

Networks, and Information Systems

The joint force targets information, information networks, and information systems
to affect the ability of adversaries and enemies to use information in support of their
own objectives. This activity includes manipulating, modifying, or destroying data
and information; accessing or collecting adversary or enemy information to sup-
port joint force activities or operations; and disrupting the flow of information to gain
military advantage. Attacking and exploiting information, information networks, and
information systems supports the influence task when it undermines opponents’
confidence in the sources of information or the integrity of the information that they
rely on for decision making. Activities used to attack and exploit information include
offensive cyberspace operations (OCO), electromagnetic warfare (EW), MISO, and
CA operations. PA also contributes to this task by publicly exposing malign activities.

See pp. 1-49 to 1-56 for related discussion from ADP 3-13.
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I. Service Organizations

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), pp. 11I-23 to 1lI-27.

The Services man, train, and equip organizations to provide the joint force with the
ability to leverage information during joint operations and to conduct OIE. Those
Service organizations provide distinct specialized capabilities to the joint force (e.g.,
MISO, CMO, CO, PA, EW, COMCAM) or provide information commands composed of
multiple specialized capabilities that focus on leveraging information and enable the
joint force to create effects in the IE. Those Service-provided organizations that are
trained and equipped to conduct OIE are referred to as OIE units.

United States Army
» Army Cyber Command (ARCYBER).
* 1st IOC [1st Information Operations Command] (Land).
* United States Army Special Operations Command (USASOC).
* United States Army Civil Affairs and Psychological Operations Command.
» The United States Army National Guard TIOG.

United States Navy
* United States Fleet Cyber Command (US FCC)/United\States Tenth Fleet. US
FCC reports directly to the Chief of Naval Operations as a Navy Echelon 2 com-
mand and is assigned to USCYBERCOM.
* United States Naval Information Forces (NAVIFOR): NAVIFOR mans, trains, and
equips information warfare capabilities ashore and afloat.

usmcC

* DC | [Deputy Commandant fordnformation].

» Marine Corps Forces Cyberspace Command (MARFORCYBER). MARFORCY-
BER is assigned to USCYBEREOM and conducts the full spectrum of CO.

» Marine ExpeditionaryyForce information Group (MIG). MIGs coordinate,
integrate, and eémploy capabilities to ensure the MAGTF commander’s ability to
facilitate friendlyforces maneuver and deny the enemy freedom of action in the IE.

* Marine Corps Information Operations Center (MCIOC). The MCIOC provides
operational support to'the Marine Corps forces and MAGTFs and provides OIE
subject matter expertise in support of USMC OIE advocates and proponents to
enable the effective integration of OIE into Marine Corps operations.

« Civil Affairs Group (CAG).

United States Air Force
+ 16th AF [Sixteenth Air Force]/Air Force Cyber Command [AFCYBER]. 16th AF
is responsible for developing, preparing, generating, employing, and presenting
information warfare forces.
» 616th OC [616th Operations Center]. The 616th OC handles daily intelligence-
gathering and offensive and defensive missions in the air, in cyberspace, and
across the EMS.

+ 16th AF Information Warfare Cell.
United States Space Force (USSF)

» Space Delta 6 CO. Space Delta 6, as part of Space Operations Command
(SPOC), executes CO to protect space operations, networks and communications.

» Space Delta 8 Satellite Communications and Navigational Warfare. Space
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IV. The Joint Force

The JFC establishes and communicates command-specific guidance to ensure all
joint force operations and activities are planned and executed to account for the
effective management and application of information. This will include assigning
responsibility for the tasks related to the information joint function. This may include
standardizing organizational practices, establishing routine working groups, or es-
tablishing a center with responsibility for the information joint function tasks. Each of
the directorates has responsibility related to information joint function tasks, but the
JFC should assign overall responsibility and authority to a staff lead to ensure unity
of effort. The JFC may choose to create additional staff or functional organizations
to conduct or coordinate joint force activities related to the leveraging of information,
coordinate with other organizations to obtain support, or synchronize activities with
other organizations. This includes creating groups of specialized forces to conduct
OIE. The JFC may choose to retain control of any newly created formation under
the operations directorate of a joint staff (J-3) or create a separate task force. From
this point forward, “OIE unit” will be used to represent a formation that conducts OIE.
The JFC also identifies requirements for information planners to serve as OIE and
capability SMEs and planners on the joint force staff or other headquarters staffs.
During operational design and joint planning, the JFC provides planning guidance
that describes the desired conditions that must exist in_the IE to support mission
accomplishment, how the joint force will leverage thefinherent informational aspects
of its activities to support the JFC’s objectivesghow information,activities will support
the scheme of maneuver, and the types and level risk that'the JFC will accept in the
IE. The JFC will also assign missions to OlEdhits:

A. JFC's Staff

The JFC’s staff performs duties and handles special matters over which the JFC
wishes to exercise close, personal control. JECs and their staffs evaluate communi-
cation considerations with the ifiteragency partiers when planning joint operations.
The staff advises the JFC ongtheinherent informational aspects of their activities,
including how words anddmages\will impact the JFC’s operational areas. The staff
also advises the JECywhen their activities may have effects on the IE that impact
other AORs. Thé chief of staff (COS) manages the staff. The staff group may include,
but is not limited to, the PAQ, staff judge advocate (SJA), KM officer, and POLAD.

« Political Advisory(POLAD). POLADs are senior DOS officers (often flag-
rank equivalent)detailed as personal advisors to senior US military leaders
and commanders, and they provide policy analysis and insight regarding the
diplomatic and political aspects of the commanders’ duties. Due to their status
and contacts, they can enable interorganizational cooperation relationships and
foster unity of effort. The POLAD provides USG foreign policy perspectives
and diplomatic considerations and establishes links to US embassies in the
AOR or joint operations area (JOA) and with DOS. They articulate DOS objec-
tives relevant to the CCMD'’s theater strategy or JTF commander’s plans.

Public Affairs Officer (PAO). The PAO is the commander’s principal spokes-
person, senior PA adviser, and a member of the CCDR’s personal staff. In
that role, the PAO provides counsel to leaders, leads PA and communication
activities, collaborates with other information planners to develop the narrative,
supports the commander’s intent, and supports community engagement and
KLE. The PAO may also co-chair the JFC’s information CFT.

Joint Force Staff Judge Advocate (SJA). The joint force SJA, also titled the
command judge advocate, is the principal legal advisor to the CCDR, with a
focus on joint operational law issues pertaining to their commander’s AOR.

Each joint staff directorate collaborates routinely, but to varying degrees, to plan,
synchronize, support, and assess activities that leverage information.
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Joint Organizations

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), pp. Il-14 to 1lI-15.

The following joint organizations perform functions that support the joint force use and
leveraging of information:

Joint Information Operations Warfare Center (JIOWC)

The JIOWC is a CJCS-controlled activity under the supervision of the JS Director for
Operations. JIOWC enables the application of informational power at the strategic
level and performs CJCS proponency responsibilities for joint enterprise information
and information activities, MILDEC, and OPSEC, to create, enhance, or protect joint
force advantages in the IE.

Joint Planning Support Element-Public Affairs (JPSE-PA)
JPSE-PA, a functional group within JPSE, plans, coordinates, and synchronizes PA
activities with informational power activities to maximize support to campaign objec-
tives and ensure execution of PA roles, responsibilities, and fundamentals. JPSE-PA
provides ready, rapidly deployable, expeditionary joint PA capability to CCDRs to sup-
port joint operations, facilitate the rapid establishment of joint force headquarters, and
bridge joint requirements supporting worldwide operations«JPSE-PA personnel assist
development, planning, assessment, and synchronization of operational and mission
narratives, themes, messages, PA and VI activitieswith.the national narrative.
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Joint Warfare Analysis Center

The Joint Warfare Analysis Center provides GCMDs, the,JS, and other customers
with effects-based analysis and precision targeting options, for selected networks and
nodes to carry out the national security and military strategies of the United States
during peace, crisis, and war.

Joint Electromagnetic. Warfare Center (JEWC)

JEWC integrates joint effects in the electromagnetic spectrum (EMS) by providing
adaptive operational selttions and advoeating for the coherent evolution of capabilities
and processes to control'the EM$S during military operations. The JEWC assesses EW
requirements, technology; and capabilities while conducting modeling, analysis, and
EMS activity coordination between CCMDs and other USG departments and agen-
cies. The JEWC also deploys EW experts, trains staffs, stands up forward planning
cells, and delivers rapid warfighter support when required.

Joint Intelligence Support Element (JISE)/Joint
Intelligence Operations Center (JIOC)

The JISE provides the JTF with tailored intelligence products and services with a
continuous analytical capability. Capabilities of the element may include order of

battle analysis, collection management, target intelligence, OIE analysis, a warn-

ing intelligence watch, and a request for information (RFI) desk. Alternatively, in a
particularly large or protracted campaign, the JTF commander may decide to employ
an operational-level JIOC. An operational-level JIOC incorporates the capabilities in-
herent in a JISE but is generally more robust. The JISE can provide population-centric,
socio™cultural intelligence and physical network lay downs, including the information
transmitted via those networks.

Defense Media Activity (DMA)

DMA is a mass media and training and education organization that creates and distrib-
utes DOD content across a variety of media platforms to audiences around the world.
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IV. (OIE) Operations in the
Information Environment

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), chap. VII.

I. Operations in the Information Environment (OIE)

OIE are military actions involving the integrated employment of multiple informa-
tion forces to affect drivers of behavior by informing audiences; influencing foreign
relevant actors; attacking and exploiting relevant actor information, information net-
works, and information systems; and by protecting friendly information, information
networks, and information systems.
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OIE Across the Competition Continuum (see pp. 2-8 to 2-9.)
Military operations vary in scope, purpose, and intensity in cooperation, adversarial
competition below armed conflict, and armed conflict. Throughout the competition
continuum, the JFC integrates operations in the information envrionment (OIE)
into joint plans and synchronizes it with other operations to,create desired behav-
iors, reinforce or increase combat power, and‘gain‘advantage,in the IE. Each joint
operation has a unique strategic context, so the nature of OIE and its activities

will vary according to the distinct aspects ofithe missionand OE. While OIE may
be conducted as an independent operation, it is\never done in isolation. OIE are
conducted throughout all campaigns or @perations and at any level of conflict.

. i " Adversarial Competition Armed
Continuum | COOperatlo. Below Armed Conflict Conflict/War

Strategic
Use of Deter Compel Force
Force
Large-Scale
Combat Operations

Limited Contingency Operations >

< Countering Violent Extremist Organizations >

. Countering Weapons of Mass Destruction Op i I Cy p Operati !
Campaign Space Operati | Global Deploy and Distribution Operations /
Operations Operations in Information Environment
Activities
(Iustrative) < Security Cooperation >

< Forward P IF of igati >

< Defense Support of Civil Authorities >

<Foreign Humanitarian Assistance>

Ref: JP 1 Vol. 1 (Jun ‘20), fig. II-1. Notional Competition Continuum.

OIE leverage information for the purpose of affecting the will, awareness, and under-
standing of adversaries and other relevant actors and denying them the ability to act
in and through the IE to negatively affect the joint force, while protecting joint force

will, awareness, understanding, and the ability to take actions in and through the IE.

OIE may provide commanders with a decisive advantage over adversaries by help-
ing to maintain the credibility and legitimacy of joint force actions, preserving the joint

(Joint Ops) 1IV. Operations in the Information Environment (OIE) 2-37



0IE “nit cnre ncti“ities (See also pp. 2-10 to 2-11 and 2-19.)

Ref: JP 3-04, Information in Joint Operations (Sept 22), pp. VII-9 to VII-11.

OIE unit core activities include conducting OIE and facilitating the JFC’s integration
of information into joint force operations. Other joint force elements conduct some of
the information activities associated with these core activities during their operations.

OIE. OIE are the primary focus of OIE units. OIE encompass critical tasks
that OIE units must perform to achieve JFC objectives by leveraging information. OIE
units accomplish these tasks using military capabilities in a coordinated and synchro-
nized manner to collectively achieve objectives affecting the IE by informing audiences;
influencing foreign relevant actors; attacking and exploiting information, information
networks, and information systems; and by protecting friendly information, information
networks, and information systems. OIE are conducted in support of the JFC’s operation
or campaign objectives or in support of other components of the joint force. Joint forces
continuously conduct OIE to remain engaged with relevant actors.
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INFORM. The inform task involves actions taken to accurately communicate with
domestic and foreign audiences to build understanding and support for operational and
institutional objectives. It seeks to reassure allies and partners and to deter and dis-
suade competitors, adversaries, and enemies. The inform tasksuses accurate and timely
information and visual media to counter disinformation; correct misinformation; and put
operations, activities, and polices in context. It invalves,communiCation with domestic
and international audiences and with joint force persoennel. Planning and executing
tasks to inform include public engagement and thie aequisition, production, and dis-
semination of communication and other information products. The inform task facilitates
educated perceptions by establishing facts.and placing joint force activities in context,
correcting inaccuracies and misinformation, and diserediting propaganda with counter-
narratives. The primary means used for the,inform,task is PA; however CA, cyberspace,
and psychological operations forces can facilitate the release of truthful information
through their respective CMO, C@;and MISO activities.

INFLUENCE. The purpose,of thevinfluence task is to affect the perceptions, at-
titudes, and other drivérs ofrelevant actor behavior. This task is focused on impacting
the human aspects of the OE;so planners should consider elements of these aspects
as they relate to decision makers\(e.g., each decision maker’s culture, life experiences,
relationships, outside event§jideology, and the influences of those people inside and
outside the decision maker's group) during OIE planning, execution, and assessment.
Planners integrate influence activities into the existing targeting process. Activities
designed to contribute to the influence task include MISO, CMO, CO, OPSEC, and
MILDEC operations. Influence may also involve the use of STO. Commanders consid-
er the influence potential of all available capabilities in design, planning, and targeting.
OIE units conduct all influence tasks in accordance with approved authorities.

ATTACK & EXPLOIT. The attack and exploit task comprises activities meant to
impact or use opponent information, information systems, and information networks in
ways that affect decision making and other drivers of behavior to create relative advan-
tages for the joint force. OIE units execute these actions to manipulate or paralyze the
adversary or enemy decision-making processes. Attack activities encompass affecting
the real or perceived accuracy, integrity, authenticity, or confidentiality of information

or the availability of information. OIE units accomplish attack tasks through technical
means, such as CO, EMSO, and STO, though maneuver forces and joint fires can also
be employed in support of these tasks. Exploit activities include accessing informa-
tion, information networks, or information systems to gain intelligence and support
operational preparation of the environment (OPE) for current or future operations. OPE
may subsequently support inform and influence tasks of OIE. OIE units accomplish the
exploit task through technical means, such as CO or EMSO.
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\l. OIE: Planning, Coordination,
Execution, & Assessment

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), chap. IV - VII.

See following pages (pp. 2-46 to 2-49) for an overview of the integration of
information during the planning, execution, and assessment of joint operations.

[ =
.eo‘&
whd

© .
gc
=0
el-\
c o
S

I- Planning (See pp. 2-55 to 2-66. See also chap. 4.)

Commanders integrate OIE into their operations at all levels. Plans should address
how OIE affect the will, awareness, and understanding of adversaries and other
relevant actors; deny competitors the ability to act in and through the IE to undermine
the joint force; and protect joint force will, awareness, understanding, and the joint
force ability to take actions in and through the IE.

Joint Planning Overview

| Commander

Approval

el
— ) 4. o et W

| Actions Commander’s | _ Refine, as necessary Commander’s \@egne, as necessary Commander’s | | Commander's

! Guidance Approval/ €< Approval/ Approval/

! Guidance Guidance Guidance | !
H a H
H Iterative Dialogue Between the Commander, Staff, and Higher Headquarters !
e e @O O o s CEF TEER i
| Staff Actions 1
| and H
; Products CoA :
! Decision H
: ise Staff Estimates Brief COA H

‘ Assess and Refine the Operational Approach ‘

i
: 'J:?i“' ) COA :
+ Planning Analysis COA Plan/Order |
I
1 Process is| | Development P and > Comparison| | Development |
i (JPP) Wargaming !
b 7'} A
| Operational 1
| Design v [
I
E Understand | | Understand | | Understand Define Develop the Identify i
' Strategic Strategic Operational the € Operational (¥ Decisions and 1
H Direction Environment | | Environment | | Problem Approach Decision Points H
H LY 7y 7'y 7y 7y 7'y H
I f } f f t f '
I '
| '
| '
i [ v v :
' I
' '
' I
I I

Ref: JP 3-04 (Sept 22), fig. V-1. Joint Planning Overview.

Refer to JFODS6: The Joint Forces Operations & Doctrine SMARTbooK,
eI 6th Ed. (Guide to Joint Warfighting, Operations & Planning). JFODS6
e s updated for 2023 with new/updated material from the latest editions
% of JP 3-0 Joint Campaigns and Operations (Jun ‘22), JP 5-0 Joint
A Planning (Dec ‘20), JP 3-33 Joint Force Headquarters (Jun 22), and

Py JP 1 Volumes | and Il Joint Warfighting and the Joint Force (Jun ‘20),
& Additional topics and references include Joint Air, Land, Maritime and
W™ Special Operations (JPs 3-30, 3-31, 3-32 & 3-05).
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oierations. . .
Awareness & Understanding
(Continually Ongoing) Develop and
maintain an integrated understanding of
the OE spanning geographic, functional,
domain, classification, and organizational
boundaries.

1. Characterize Overall IE

a. Understand why and how informa-
tion moves through the OE, how it is
received, processed, and employed,
by whom, and for what purposes.

b. Establish IE baseline to create a
reference point of relevant actor per-
ceptions, beliefs, and attitudes. Assess
changes over time.

c. Distinguish relevant information and
characterize its sources and methods
of movement or transmission.

d. Identify misinformation and disinfor-
mation and credible from non-credible
sources of information.

e. Understand the informationmetworks
and systems used by releyantactors:

f. Understand social/cultural‘norms
needed for effective influence.

2. Identify and Understand
Relevant Actors

a. Identify humans and automated sys-
tems that are potential relevant actors.

b. Describe what drivers of behavior are
most likely to affect relevant actors.

c. Understand how relevant human ac-
tors sense and process information to
trigger a behavior that can positively or
negatively impact joint operations.

d. Understand how relevant automated
systems sense and process informa-
tion.

e. Describe how relevant actors com-
municate and make decisions.

f. Identify relevant actors that are deci-
sion makers, key influencers, or both.

g. ldentify key influencers for relevant
actors both inside and outside the
operational area.

Guide for the Integration of
Information in Joint Operations

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), app. C. Fig. C-1 is a reference guide
for the integration of information during planning, execution, and assessment of joint

B. Strategy and Course of
Action Development

Establish operational approach and develop
COA options for attaining and maintain-

ing conditions that enable achievement of
JFC intent and advancement of campaign
objectives.

1. Initiation: Receive and Refine
Planning Guidance

a. Review overall approach to integrating
efforts with overall joint force, allies/part-
ners, and Interagency.

b. Describe'relevant actor desired behav-
iorsi(e.d., specifies in terms of assure,
deterinduce, compel)

c. Articulate current authorities for infor-
mation activities at JFC and subordinate
levels:

* CCMD-approved MISO program.
+ CCMD-approved CO/MILDEC/Space
activity.

d. Identify forces available to conduct
or support OIE (via OPCON, TACON,
direct support, or general support rela-
tionships).

e. Identify risks that can or cannot be ac-
cepted related to activities in the IE.

f. Update the information estimate.

g. Provide updates on changes in the IE,
status of information forces, and results
of information activities.

2. Mission Analysis
a. Analyze planning directives and strate-
gic guidance from HHQ.

» Determine national and HHQ objec-
tives.

» Determine desired relevant actor
behaviors.

b. Develop mission narrative.

» Develop JFC operational narrative
and supporting themes and messages
based on CCMD guidance.

c. Determine facts and planning assump-
tions.

* Identify relevant actors within context
of JFC’s objectives.
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V1. Information & the
Joint Planning Process

Ref: JP 3-04, Information in Joint Operations (Sept ‘22), chap. 4. (See chap. 4.)

The joint planning process (JPP) is an orderly, analytical process that consists

of a logical set of steps to analyze a mission, select the best COA and produce a
campaign or joint OPLAN or order. Like operational design, it is a logical process to
approach a problem and determine a solution. It is a tool to be used by planners but
is not prescriptive. Throughout the JPP steps (see Figure IV-3), information planners
assist other joint planners in incorporating their understanding of how information im-
pacts the OE to identify how to best support human and automated system decision
making and how to best leverage information to achieve the JFC’s objectives during
operations. The result of the JPP is a plan or order that clearly specifies how the
joint force will use and leverage information as part of the overall operation.
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See pp. 2-45 to 2-51 for discussion of OIE information planning considerations.

Planning Functions, Process, and Opegational Design Methodology

Strategic Guidance Concept Development Plan Development Assessment
* Initiate Planing  Shared Understanding # COASelection © Plan
Planning o Basis for Mission  Develop Options' # Plan or Order Assessment
Functions Analysis  Develop Oper@tionalApproach Development © Operational
(four) * Develop Shared o Course.of Action (COA) «In-Progress Reviews Assessment
Understanding developmeit and Approval
* Understand Operational o COA wargaming,
Environment > COA comparison
Joint LN ; .
Planning C\ " ~ COA Plan or
Planning Mission GOA' ) COA COA
Process | |niition | Analysiél /| Development Walyﬂsvand Comparisory| Approval ity
(seven largaming Development
steps)

L'

Understand Strategic Diregtion

Understand Strategic Environment

Understand Operational Environment

Operational Define the Problem
Design
Methodology Identify Assumptions

Develop Options

Identify Decisions and Decision Points
Refine the Operational Approach

Develop Planning Guidance

Ref: JP 3-04 (Sept 22), fig. IV-3. Planning Functions, Process, and Operational
Design Methodology.

Refer to JFODSG6: The Joint Forces Operations & Doctrine SMARTboOK,
6th Ed. (Guide to Joint Warfighting, Operations & Planning). JFODS6
is updated for 2023 with new/updated material from the latest editions
of JP 3-0 Joint Campaigns and Operations (Jun ‘22), JP 5-0 Joint
A 2 Planning (Dec ‘20), JP 3-33 Joint Force Headquarters (Jun ‘22), and

Py JP 1 Volumes | and Il Joint Warfighting and the Joint Force (Jun ‘20),
ERE s Additional topics and references include Joint Air, Land, Maritime and
Special Operations (JPs 3-30, 3-31, 3-32 & 3-05).
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Step 1—Planning Initiation
During planning initiation, information planners use their specific expertise to assist
the JPG in:
» Reviewing commander’s planning guidance for information activities and ex-
plicit and implied tasks that will impact planning.
« Identifying external stakeholders that the joint force should collaborate with for
planning and executing information activities (e.g., DOS Global Engagement
Center, country teams, JIATF or JIACG). See Chapter lll, “Unity of Effort,” for
organizations to consider.
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» Determining initial information planning support requirements to augment the
staff (e.g., information professionals to serve as information planners, lan-
guage/regional/cultural expertise).

» Gathering and analyzing the information required to plan operations that affect
relevant actor behavior and identified networks.

» Updating the information estimate, providing updates on changes in the IE, up-
dating the status of information forces, and providing the results of any ongoing
information activities.

Step 2—Mission Analysis
The JFC and staff develop a restated mission statementthat@llows subordinate and
supporting commanders to begin their own estimates ‘and planning efforts for higher
headquarters’ concurrence. The joint force’ssmission is the task or set of tasks, to-
gether with the purpose, that clearly indicates theiaction to be taken and the reason
for doing so. Mission analysis is used to ‘study, the assigned tasks and to identify
all other tasks necessary to accomplish the ‘mission. Mission analysis focuses the
commander and the staff on the préblem atthand and lays a foundation for effective
planning.

A. Analyze Higher'Headquarters’ Planning
Directives and, Strategic Guidance

Information planners contribute to the analysis of strategic guidance and higher
headquarters’ planning directives by understanding and advising the JFC on how
national leadership anghhigher headquarters intend for the military to support the
informational instrument of national power. In particular, information planners deter-
mine higher headquarters’ perspective of how the military will leverage information to
achieve national strategic and military objectives, what behaviors that higher leader-
ship wants from relevant actors to support those objectives, and what role the joint
force has in leveraging information to obtain those desired behaviors.

The Operational Mission Narrative

During this step of mission analysis, CCMD and operational-level headquarters
staffs use strategic guidance to begin developing the operational mission narrative.
The operational mission narrative will include themes and messages that nest under
the strategic mission narrative. The development of the operational mission narra-
tive is a collaborative effort that should include planners with regional and cultural
expertise. Operational mission narratives focus on the theater/region and seek to
advance the legitimacy of the mission while countering adversary narratives. A com-
pelling narrative at this level guides planning, targeting, and execution. Likewise,
the joint force should make every effort to ensure operations, activities, words, and
images are perceived as being consistent with the narrative, thereby preventing
audiences from perceiving a conflict between the joint force’s actions and its words.

See facing page.
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Ref: JP 3-04, Information in Joint Operations (Sept 22), pp. IV-16 to IV-18.

When developing the operational mission narrative, planners should recognize that
narratives are not created in a vacuum. There are pre-existing narratives in the OE

and others may emerge. These narratives may be from adversaries, friendly forces, or
relevant neutral groups. These other narratives may reinforce or run counter to the joint
force narrative. Awareness of these narratives leads to greater understanding of how
to leverage operations and messaging activities to achieve friendly objectives.
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Analyzing existing narratives provides insight into the messages that relevant actors
are conveying, how they are disseminated and propagated, how the intended audi-
ences and relevant actors react to the themes and messages in those narratives, and
potential avenues for influence. In addition to informing mission analysis and the devel-
opment of the operational mission narrative, the results from narrative analysis should
be incorporated into JIPOE and operational assessment processes. Figure IV-4 shows
some sample questions that an analysis of existing narratives can answer.

Questions for Narrative Analysis
* How do the relevant actors frame and explain their ideslogy?

» How do relevant actors make their ideology appear eénduring and natural to the
local culture?

* Do joint force activities challenge their assumptions,beliefs, and meanings?
» What are the local culture/society goalsdhat the jeint force can leverage?

* Are there inconsistencies in a relevanbactorshnarrative? If so, how does the rel-
evant actor deal with those inconsistencies? Dorthose inconsistencies present
a vulnerability that can be exploited?

* What is the structure of the existing narratives?
» How do existing narratiyes resonate with relevant actors?

Ref: JP 3-04, (Sept ‘22), fig. IV-4/Questions for Narrative Analysis.

Additionally, information planners, identify operations worldwide in execution and ongo-
ing activities, to include information activities, which will limit the JFC’s range of pos-
sible COAs, as well as impact plans and operations. This awareness of other ongoing
operations and activities includes those of multinational partners.

Finally, as part of mission analysis, information planners identify existing authorities and
permissions and what additional authorities and permissions that the JFC will require
for the conduct of information activities. This is done as early as possible in the JPP
because of the time required to obtain those additional authorities and permissions.
Use of some capabilities or activities that leverage information to affect behavior may
require unique authorities and permissions. Joint force planners should also review
the authorities for the use of capabilities and conduct of activities in their own AOR that
could affect the OEs of other JFCs through the IE. Achieving a shared understanding
of authorities vertically across echelons of command and horizontally across mission
partners is key to successful execution. Information planners can advise the planning
team on which authorities for leveraging information may require additional time, legal
review, or subject matter expertise to request.

Refer to JP 3-04, App. A, Narrative Development.
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(Information)
GAPABILITIES

* In accordance with the changes in joint and Army doctrine (editor’s note, p. 1-2),
Army forces will no longer use the terms information operations, information-
related capabilities, or information superiority. Neither JP 3-04 (Sept 22) nor ADP
3-13 (Nov ‘23) provide a specific alternative term in lieu of “information-related
capabilities”, instead generically referring to “information capabilities.” Below
outlines how these capabilities are addressed.

l. Joint Force Capabilities. Operations. and Activities for
Leveraging Information (JP 3-0, Jan ‘22)
In addition to planning all operations to benefit from the inherent informational aspects
of physical power and influence relevant actors, the JFC also has additional means with
which to leverage information in support of objectives. Leveraging information involves
the generation and use of information through tasks to idform relevant actors; influence
relevant actors; and/or attack information, information systems, and information networks:

INFO
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» Key Leader Engagement (KLE) < Sighature Management
* Public Affairs (PA) = Electronic Warfare (EW)
« Civil-Military Operations (CMO) « Combat Camera (COMCAM)
« Military Deception (MILDEC) = Historians
« Military Information Support©pera- « Space Operations
tions (MISO) » Special Technical Operations (STO)
+ Operations Security (ORSEC) + Cyberspace Operations (CO)

Il. Army DoctrineADP»3-13; Nov ‘23) (seep. 3-4)

Although there are multiple mentions of “information capabilities* throughout ADP 3-13,
they are neitheridentified specifically nor listed. Examples, however, are provided
under a section on “TECHNICAL TRAINING AND EDUCATION” (ADP 3-13, p. 8-19).
...the Army trains and eduecates technical specialists who possess the ability to coun-
ter and defeat threat activities. Examples of technical informational training for select
information specialists include—

« Civil affairs operations.

 Counterintelligence (Cl).

» Cyberspace operations.

* Electromagentic warfare (EW).

* Information management (IM).

« Intelligence and the various intelligence disciplines

» Knowledge management.

* Military deception (MILDEC).

« Military Information in Support of Operations (MISO).

» Network operations

* Public affairs operations.

» Space operations.

» Operational law.
See following pages for an overview of how these capabilities (and operations) were
previously described in FM 3-13 (Dec ‘16).
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Information Operations & the IRCS
(" as previously defined in FM 3-13, Dec ‘16)

Ref: FM 3-13, Information Operations (Dec ‘16), pp. 1-2 to 1-6.

Information Operations (l0) is the integrated employment, during military operations,
of information-related capabilities in concert with other lines of operation to influence,
disrupt, corrupt, or usurp the decision-making of adversaries and potential adversaries
while protecting our own (JP 3-13).

Breaking down the definition into constituent parts helps to understand its meaning and
implications for land forces:

Information Operations (I0)* is the...

Integrated Employment of Information-Related Capabilities

(|RCS)...IO brings together IRCs at a specific time and in a coherent fashion to
create effects in and through the information environment that advance the ability to
deliver operational advantage to the commander. While IRCs create individual effects,
10 stresses aggregate and synchronized effects as essential to achieving operational
objectives.

During Military Operations...Army forces, as, part bf a joint force, conduct
operations across the conflict continuum and rapige of military operations. Whether
participating in security cooperation efforts or€onducting major combat operations, 10 is
essential during all phases (0 through V) of.a military operation.

In Concert with Other Lings of Operation...Commanders use lines
of operations and lines of effort to viSualize and describe operations. A line of operations
is a line that defines the directional arientation ef a force in time and space in relation

to the enemy and that links thé force with its base of operations and objectives (ADRP
3-0). Lines of operations,connect a series of decisive points that lead to control of a
geographic or force-6riented objective. Alline of effort is a line that links multiple tasks
using the logic of purposesrather than geographical reference to focus efforts toward
establishing operational and strategic conditions (ADRP 3-0). Lines of effort are essential
to long-term planning when pesitional references to an enemy or adversary have little
relevance. Commanders may describe an operation along lines of operations, lines

of effort, or a combination of both. Commanders, supported by their staff, ensure
information operations are integrated into the concept of operation to support each line
of operation and effort. Based on the situation, commanders may designate IO as a line
of effort to synchronize actions and focus the force on creating desired effects in the
information environment. Depending on the type of operation or the phase, commanders
may designate an 10-focused line of effort as decisive.

To Influence, Disrupt, Corrupt, or Usurp...10 seeks to create specific
effects at a specific time and place. Predominantly, these effects occur in and through
the information environment. Immediate effects (disrupt, corrupt, usurp) are possible in
the information environment’s physical and informational dimensions through the denial,
degradation, or destruction of adversarial or enemy information-related capabilities.
However, effects in the cognitive dimension (influence) take longer to manifest. It is
these cognitive effects—as witnessed through changed behavior—that matter most to
achieving decisive outcomes.

The Decision Making of Enemies and Adversaries...
While there are differences among the terms adversaries, threats, and enemies, all
three refer to those individuals, organizations, or entities that oppose U.S. efforts. They
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therefore must be influenced in some fashion to acquiesce or surrender to or otherwise
support U.S. national objectives by aligning their actions in concert with commanders’
intent. [The joint phrasing “adversaries and potential adversaries” is revised to “enemies
and adversaries” to better align with Army terminology.]

While Protecting Our Own...Friendly commanders, like enemy and
adversary leaders, depend on an array of systems, capabilities, information, networks,
and decision aids to assist in their decision making. Gaining operational advantage in
the information environment is equally about exploiting and protecting the systems,
information, and people that speed and enhance friendly decision making, as it is about
denying the same to the threat.

Information-Related Capabilities (IRCs)*

An information-related capability (IRC) is a tool, technique, or activity employed
within a dimension of the information environment that can be used to create effects and
operationally desirable conditions (JP 1-02). The formal definition of IRCs encourages
commanders and staffs to employ all available resources when seeking to affect the infor-
mation environment to operational advantage. For example, if artillery fires are employed
to destroy communications infrastructure that enables enemy decision making, then artil-
lery is an IRC in this instance. In daily practice, however, the4€rmnRC tends to refer to
those tools, techniques, or activities that are inherently informationsbased or primarily
focused on affecting the information environment.
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The information-related capabilities (IRCs) include/~
» Military deception
* Military information support operations(MISO)
* Soldier and leader engagement (SLE), to include police engagement
« Civil affairs operations
» Combat camera
» Operations security (OPSEC)
* Public affairs
» Cyberspace electromagneticiactivities
* Electromagentic warfare
» Cyberspace operations
» Space operations
« Special technical operations

All unit operations, activities, and actions affect the information environment. For this rea-
son, whether or not they are routinely considered an IRC, a wide variety of unit functions
and activities can be adapted for the purposes of conducting information operations or
serve as enablers, to include:

« Commander’s communications strategy or communication synchronization
» Presence, profile, and posture

 Foreign disclosure

» Physical security

* Physical maneuver

» Special access programs

« Civil military operations

* Intelligence

* Destruction and lethal actions

(INFO Capabilities) Overview 3-3



O4NI

0
)
]
o
=
5
0]
(0]

I11. INFO Capahilities (INFO2 SMARThook)

The INFO2 SMARTbook discusses the following capabilities in greater detail:

Public Affairs see pp. 3-5 to 3-16.

Army public affairs is communication activities with external and internal audiences (JP
3-61). Public affairs operations help to establish conditions that lead to confidence in
the Army and its readiness to conduct unified land operations.

Civil Affairs & Civil-Military Operations see pp. 3-17 to 3-26.

Civil affairs operations encompass actions planned, executed, and assessed by civil
affairs forces. Civil-military operations are activities of a commander performed by des-
ignated civil affairs or other military forces that establish, maintain, influence, or exploit
relations between military forces, indigenous populations, and institutions.

Military Deception (MILDEC) see pp. 3-27 to 3-32.

Military deception (MILDEC) involves actions executed to deliberately mislead adver-
sary military, paramilitary, or violent extremist organization decision makers. The intent
of MILDEC is to feed information that deliberately misleads the enemy decision mak-
ers as to friendly military capabilities, intentions, and operations and lead the enemy to
take actions (or inactions) that contribute to accomplishmeht ofithe friendly mission.

Military Information Support Operations (MISO) see p. 3-33.
Military information support operations are planned operations toconvey selected
information and indicators to foreign audiences,to influence their emotions, motives,
objective reasoning, and ultimately the behavior of foreign‘governments, organizations,
groups, and individuals in a manner favorable to the originator’s objectives (JP 3-13.2).

Operations Security (OPSEC) Seepp. 3-39 to 3-44.

Operations security is a capability thatidentifies‘@and controls critical information, indi-
cators of friendly force actions attendant te military operations, and incorporates coun-
termeasures to reduce the rigk of an adversary exploiting vulnerabilities (JP 3-13.3).

Cyberspace Electromagnetic Activities (CEMA) see p. 3-45.
Cyberspace electromagnétic activities is the process of planning, integrating, and
synchronizing cyberspace and electronic warfare operations in support of unified land
operations (ADRP 3-0).

Cyberspace Operations (CO) See pp. 3-47 to 3-54.
Cyberspace operations are the employment of cyberspace capabilities where the
primary purpose is to achieve objectives in or through cyberspace (JP 3-0).

Electromagentic Warfare (EW) see pp. 3-55 to 3-60.
Electromagnetic Warfare (EW) is military action involving the use of electromagnetic
and directed energy to control the electromagnetic spectrum or to attack the enemy.

Space Operations see pp. 3-61 to 3-68.

Space operations are operations that occur in the space domain and seek to gain
superiority over enemies and adversaries in the space domain and its corresponding
environment.

Additional Capabilities see pp. 3-69 to 3-72.

Additional capabilities discussed include integrated joint special technical operations
(IJSTO); special access programs (SAP); personnel recovery (PR); physical attack;
physical security; presence, profile, and posture (PPP); soldier and leader engagement
(SLE); police engagement; and social media.
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Ref: JP 3-61 (w/Chg 1), Public Affairs (Aug ‘16) and FM 3-61, Communication Strategy
and Public Affairs Operations (Feb 22).

See pp. 1-35 to 1-44 for discussion of the INFORM activity as related to information
advantage (ADP 3-13) and p. 2-19 for leveraging information by “informing domestic,
international and internal audiences” (JP 3-04).

Public affairs (PA) doctrine and principles apply across the range of military opera-
tions. PA is a command responsibility and should not be delegated or subordinated
to any other staff function below the command group. The public should perceive
information communicated by PA as accurate.

Public Affairs Guidance (PAG)

Public affairs guidance (PAG) supports the public disgussion of defense
issues and operations and serves as a source docdment when responding to
media representatives and the public. PAG also,outlines planning guidance
for related public affairs responsibilities, functions,activities, and resources.
The development and timely dissemination®ofPAG ensures that all information
is in consonance with policy when respafding to:the infermation demands of
joint operations. PAG also conforms to operations security and the privacy
requirements of the members of thé joint forces,
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The US military has an obligation to,communicate with its members and the US
public, and it is in the natiohal interestito.communicate with international publics. The
proactive release of accurate information to domestic and international audiences
puts joint operatiéns in>context, facilitates informed perceptions about military opera-
tions, undermines adversarial propaganda, and helps achieve national, strategic,
and operational objectives.

Over the past two decades, there have been dramatic changes in the information en-
vironment. Notably, traditional media is no longer the only voice influencing key pub-
lics. The abundance of information sources, coupled with technology such as smart
phones, digital cameras, video chat, and social media enterprises, allows information
to move instantaneously around the globe. As such, it is imperative for PA personnel
to rapidly develop themes and messages to ensure that facts, data, events, and utter-
ances are put in context. Coordination and synchronization of themes and messages
take place to ensure unity of effort throughout the information environment.

These tools provide the US military the ability to reach various audiences without
mass media, as well as create the opportunity to join the conversation (as opposed
to simply delivering a message) with an audience. Two-way conversation permits
greater transparency and clarity. Joint operations will be supported by tailored
communication that addresses friendly, neutral, and adversarial audiences. Often,
these audiences want to both listen to and be heard by US forces. PA personnel will
focus their communication efforts to a given public or publics. The speed of modern
communications and the disparity of multiple audiences increase the importance of
quickly and agilely synchronizing communication.

The First Amendment guarantees freedom of the press, but within the Department of
Defense (DOD) this right must be balanced against the military mission that requires
operations security (OPSEC) at all levels of command to protect the lives of US or
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lll. Civil-Military Operations
and the Levels of War

Ref: JP 3-57, Civil-Military Operations (Jul ‘18), pp. I-6 to I-8.

The three levels of warfare—strategic, operational, and tactical—link tactical actions to
achievement of national objectives. There are no finite limits or boundaries between
these levels, but they help commanders design and synchronize operations, allocate
resources, and assign tasks to the appropriate command. CMO may be applied at the
strategic, operational, and tactical levels of warfare. Specific actions at one level of war-
fare may affect all three levels simultaneously with different effects at each level. CMO
guidance should include higher headquarters objectives and end states synchronized
with USG policy and guidance. Individuals and units conducting CMO must understand
how tactical CMO actions may have strategic implications.

Civilian and military organizations often have differing perspectives. Some civilian leaders
may object to specific CMO because the civilian populations might confuse the military with
independent NGO or international organization efforts. Some international organizations

or NGOs have filed objections with senior HN or USG officials when they feel CMO have
compromised their neutrality. When these differing perspectives cause tactical or opera-
tional friction, they may escalate to strategic, time-consumifig issues for the JFC. Preven-
tion of such friction may entail military leaders, ensuring non-militaripentities have the lead
in nonmilitary related efforts as opposed to being seen as, subordinated to military actions.
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Recognizing that military and nonmilitary organizatiens use different decision-making
processes and philosophies can help reduce friction among all stakeholders and set
conditions for common understanding. Most civilian ageneies do not organize themselves
or make decisions based on the tactical, pperational,;and strategic levels in regards to
organizing or decision making. For example, ¢ivilian organizations may also organize
activities around sectors of activitySuchas health services or education, rather than
geographically, such as by district or province. Most civilian agencies do not recognize
the tactical, operational, and strategic levels, in‘regards to organizing or decision making.

A. Strategic

At the strategic level, CMO-foeus on larger and long-term issues that may be part of USG
shaping, stabilization, reconstruction, and economic development initiatives in failing,
defeated, or recovering nations. CMO are an essential tool used to improve the HN in
improving the capacity, capability, and willingness required to regain governance. Strate-
gic CMO are part of a geographic combatant commander’s (GCC’s) SC guidance in the
theater campaign plan (TCP). During certain contingency operations, the Secretary of
Defense (SecDef) and the Secretary of State will integrate stabilization and reconstruc-
tion contingency plans with military contingency plans and develop a general framework
to coordinate stabilization and reconstruction activities and military operations.

B. Operational

At the operational level, CMO synchronize stability activities with other activities and
operations (offense and defense) within each phase of any joint operation. CMO also
integrate the stabilization and reconstruction efforts of USG interagency, international
organization, and NGO activities with joint force operations.

Joint force planners and interagency partners should identify civil-military objectives
early in the planning process. CMO are integrated into plans and operations through
interagency coordination, multinational partnerships, and coordination with international
organizations and NGOs. Coordination of CMO for current and future operations is
conducted at the operational level. Information management (IM) enables CMO and
facilitates interorganizational cooperation to efficiently distribute resources and measure
success using nontraditional operational indicators.
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C. Tactical

A civil-military team or civil-military operations center (CMOC) may facilitate tactical CMO
among the military, the local populace, NGOs, and international organizations. Com-
manders can coordinate, integrate, and synchronize with the civil component through
military engagement, civil reconnaissance (CR), a civil-military support element, or
through an established CMOC. Tactical CMO are normally focused on specific areas or
groups of people and have more immediate effects.

Annex G (Civil-Military Operations) describes CAO and larger CMO in a plan or opera-
tion order (OPORD). CMO require coordination among CA, logistical support, maneuver,
health service support, military police (MP), engineer, transportation, and special opera-
tions forces. CMO involve cross-cutting activities across staff sections and subordinate
units. Annex G identifies, consolidates, and deconflicts the activities of the various sec-
tions and units. Planning and coordination at lower echelons require significantly more
details than discussed in annex G.

Changes in the OE, such as changes in the military or strategic situation, natural or
man-made disasters, or changes in the other operational variables, can divert the joint
force’s main effort from CMO. By continually analyzing the OE, the JFC can identify
warnings of changes in the OE and allocate resources to monitor these changes in order
to anticipate changes in force requirements and planning. Brafnéh,and sequel planning
and preventive action may mitigate disruption of CMO. For/example,a branch may call
for the use of a show of force to deter aggressive action by ‘a group while CMO are being
conducted. The JFC can task a unit with a “be prepared to™mission<in order to facilitate
execution of branches or sequels. This can occur in the context of the commander on the
ground tasking a subordinate element or in a larger.context of a GCC tasking a Service
component like the Navy with the be-prepared-to mission while the Army conducts the
civil-military operation.

Possible escalation Indicators include:
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« Political activities and movements
» Food or water shortages

» Outbreaks of disease

» Military setbacks

 Natural disasters

* Crop failures

 Fuel shortages

» Onset of seasonal changes (winter may exacerbate fuel and food shortages, for
example)

* Police force and corrections system deterioration
« Judicial system shortcomings

* Insurgent attacks

» Sharp rise in crime

« Terrorist attack

« Disruption of public utilities, e.g., water, power, sewage, and economic strife due to
socioeconomic imbalance

* Increases in dislocated civilians
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IIl. Military
Deception (MILDEG)

Ref: FM 3-13.4, Army Support to Military Deception (Feb ‘19), chap. 1.

Military deception is actions executed to deliberately mislead adversary military,
paramilitary, or violent extremist organization decision makers, thereby causing the
adversary to take specific actions (or inactions) that will contribute to the accomplish-
ment of the friendly mission (JP 3-13.4). Deception applies to all levels of warfare,
across the range of military operations, and is conducted during all phases of military
operations. When properly integrated with operations security (OPSEC) and other
information-related capabilities (IRCs), deception can be a decisive tool in altering
how the enemy views, analyzes, decides, and acts in response to friendly military
operations.

Deception is a commander-driven activity that seeks to establish conditions favor-
able for the commander to achieve objectives. It is both a process and a capability.
As a process, deception employs an analytic methoddo systematically, deliberately,
and cognitively target individual decision makers, The objective is to elicit specific
action (or inaction) from the enemy. As a capability,\deception is useful to a com-
mander when integrated early in the planningsprocess\as a component of an opera-
tion focused on causing an enemy to act or'reactiin a desired manner. Deception
greatly enhances the element of surprisé. Deception,aligns with surprise and the
displacement of critical threat capabilities,away from the friendly point of action. Due
to the potentially sensitive nature of'deception‘activities and selected means, plan-
ners must implement appropriaté security and classification measures to properly
safeguard deception tactics, technigues, and procedures.

I. Functions of Military Deception
Planners must hiave a thorough understanding of the functions and the scope of
what deception‘caniand cannot accomplish. A deception plan serves as a part of the
overall mission. Every deception plan must clearly indicate how it supports the com-
mander’s objectives. Ahefunctions of deception include, but are not limited to—

» Causing delay and surprise through ambiguity, confusion, or misunderstanding.
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» Causing the enemy to misallocate personnel, fiscal, and materiel resources.

» Causing the enemy to reveal strengths, weaknesses, dispositions, and inten-
tions.

» Causing the enemy to waste combat power and resources with inappropriate or
delayed actions.

I1. Categories of Deception

Deception activities support objectives detailed in concept plans, operation plans
(OPLANS), and operation orders (OPORDs) associated with approved military
operations or activities. Deception applies during any phase of military operations to
establish conditions to accomplish the commander’s intent. The Army echelon that
plans a deception activity often determines its type. The levels of war define and
clarify the relationship between strategic and tactical actions. The levels have no
finite limits or boundaries. They correlate to specific authorities, levels of responsibil-
ity, and planning. The levels help organize thought and approaches to a problem.
Decisions at one level always affect other levels. Table 1-1 shows the three types of
deception.
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A. Military Deception (MILDEC)

Military deception (MILDEC) is planned, trained, and conducted to support military
campaigns and major operations. MILDEC activities are planned and executed to
cause adversaries to take actions or inactions that are favorable to the commander’s
objectives. The majority of MILDEC planned for and executed by the combatant
command (CCMD) to create operational-level effects. MILDEC is normally planned
before, and conducted during, combat operations. CCMD instructions add guide-
lines, policies, and processes that must be adhered to in their respective commands.
MILDEC is a joint activity to which the Army, as the primary joint land component,
contributes. Army forces do not unilaterally conduct MILDEC. MILDEC must adhere
to the regulatory requirements found in Army policy and regulations, CJCSI 3211.01
series, and applicable CCMD instructions.

B. Tactical Deception (TAC-D)

Tactical deception is an activity planned and executed by, and in support of, tactical-
level commanders to cause enemy decision makers to take actions or inactions
prejudicial to themselves and favorable to the achievement of tactical commanders’
objectives. Commanders conduct tactical deception (TAC-D) to influence military
operations to gain a relative, tactical advantage over the enemy, obscure vulner-
abilities in friendly forces, and enhance the defensive capabilities of friendly forces.
In general, TAC-D is a related subset of deception that is nob subject to the full set
of MILDEC program requirements and authorities. In most circumstances, Army
commanders can employ TAC-D unilaterally if certain criteria are met. In description,
TAC-D differs from MILDEC in four key waygt

» MILDEC is centrally planned and cohtrelled through'CCMD-derived authorities,
but TAC-D is not. TAC-D can be.employed unilaterally by tactical commanders
with an approved plan.

O4NI

0
)
]
o
=
5
0]
(0]

» TAC-D actions are tailoredsto tactical requirements of the local commander and
not always linked or subordinate to a,greater MILDEC plan.

The TAC-D approval process differs from the MILDEC approval process in
that it is only required to be approved at two echelons higher, provided that it
adheres tofthe joint policy. for MILDEC addressed in CJCSI 3211.01. CCMD
instructions addsguidelines, policies, and processes that must be adhered to in
their respective commands.

Planning for TAC-D'is usually more abbreviated, but still focuses on influencing
the action or inaction of enemy decision makers, to gain a tactical advantage
over an enemy. TAC-D gains this relative advantage using deception activities
that affect the enemy’s perceptions of friendly activities and possibly targeting
lower-echelon enemy combatants to affect their operations.

C. Deception in Support of Operations Security
(DISO)

Deception in support of operations security (DISO) is a deception activity that con-
veys or denies selected information or signatures to a foreign intelligence entity (FIE)
and limits the FIE’s overall ability to collect or accurately analyze critical information
about friendly operations, personnel, programs, equipment, and other assets. The
intent of DISO is to create multiple false, confusing, or misleading indicators to make
friendly force intentions harder to interpret by FIE. DISO makes it difficult for FIEs

to identify or accurately derive the critical information and indicators protected by
OPSEC. Deception and OPSEC are mutually supporting activities. DISO prevents
potential enemies from accurately profiling friendly activities that would provide an
indication of a specific course of action (COA) or operational activity. DISO differs
from joint MILDEC and TAC-D plans in that it only targets FIEs and is not focused on
generating a specific enemy action or inaction.
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Ref: JP 3-13.2 (w/Chg 1), Military Information Support Operations (Dec ‘11).

Today'’s global information environment is complex, rapidly changing, and requires
integrated and synchronized application of the instruments of national power to
ensure responsiveness to national goals and objectives. In the current operational
environment, effective influence is gained by unity of effort in what we say and do,
and how well we understand the conditions, target audiences (TAs), and operational
environment. Within the military and informational instruments of national power,
the Department of Defense (DOD) is a key component of a broader United States
Government (USG) communications strategy. To be effective, all DOD communica-
tions efforts must inherently support the credibility, veracity, and legitimacy of USG
activities.

Military information support operations (MISO) play an important role in DOD
communications efforts through the planned use of difectedyprograms specifically
designed to support USG and DOD activities afd, palicies. MISO are planned opera-
tions to convey selected information and indicators to foreign audiences to influence
their emotions, motives, objective reasoninggand ultimately the behavior of foreign
governments, organizations, groups, and individualsin aamanner favorable to the
originator’s objectives. Military information support (MIS) professionals follow a delib-
erate process that aligns commander’s objectives with an analysis of the environ-
ment; select relevant TAs; developfocused;culturally, and environmentally attuned
messages and actions; employ&ophisticated media delivery means; and produce
observable, measurable behaviorahresponses.

The employment of MIS ynits isigoverned by explicit legal authorities that direct and
determine how theirnecapability is utilized. This legal foundation establishes MISO as
a communicatiofis means and allows their integration with those strategies that ap-
ply the instruments ef Aational power. Leaders and planners interpret relevant laws
and policies to conduct MISO in any situation or environment, internationally and
domestically.

Joint MISO support policy and commanders’ objectives from strategic to tactical
levels. Although military leadership and local key communicators are examples of
TA engaged at the operational and tactical levels that are capable of affecting the
accomplishment of a strategic objective.

MISO are used to establish and reinforce foreign perceptions of US military, political,
and economic power and resolve. In conflict, MISO as a force multiplier can degrade
the enemy’s relative combat power, reduce civilian interference, minimize collateral
damage, and maximize the local populace’s support for operations.

MISO contribute to the success of both peacetime engagements and major opera-
tions. The combatant commander (CCDR) receives functional and theater stra-
tegic planning guidance from the Joint Strategic Capabilities Plan (JSCP), Unified
Command Plan (UCP), and Guidance for Employment of the Force (GEF). These
documents are derived from the Secretary of Defense (SecDef) National Defense
Strategy, which interprets the President’s national security policy and strategy, and
the Joint Chiefs of Staff National Military Strategy.
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Ref: JP 3-61 (w/Chg 1), Public Affairs (Aug ‘16), fig. IV-1. p. IV-8.

MILITARY ENGAGEMENT,
SECURITY COOPERATION,
AND DETERRENCE

CRISIS RESPONSE AND
LIMITED CONTINGENCY
OPERATIONS

MAJOR OPERATIONS
AND CAMPAIGNS

Modify the behavior of
selected target audiences
toward US and
multinational capabilities

Support the peacetime
elements of US national
policy objectives, national
security strategy, and
national military strategy

Support the geographic
combatant commander’s
security strategy
objectives

Support the objectives of
the country team

Promote the ability of the
host nation to defend
itself against internal and
external insurgencies and
terrorism by fostering
reliable military forces and
encouraging empatty
between host nation
armed forces and the
civilian populace

Mobilize popular support
for US and multinational
military operations

Gain and sustain popular
belief in and support for
US and multinational
political systems
(including ideology and
infrastructure) and
political, social, and
economic programs

Attack the legitimacy.and
credibility of the
adversary political
systems

Publicize beneficial
reforms and_programs to
be impleménted, after
defeat of-the adversary

Shift'the Io%/alty of
adversary,forces\and their
Supporters to the friendly
powers,

Déter adversarypowers or
groups from initiating
actions detrimental to the
interests of the US, its
allies, or the conduct of
friendly military operations

Promote cessation of
hostilities to reduce
casualties on both sides,
reduce collateral damage,
and enhance transition to
post-hostilities

Explain US policies, aims,
and objectives

Arouse foreign public
opinion or political
pressures for, or against,
a military operation

Influence the
development of adversary
strategy and tactics

Amplify economic and
other nenviolent forms of
sanctions against an
adversary

Undermine confidence in
theradversary leadership

Lower the morale and
combat efficiency of
adversary soldiers

Increase the
psg/chological impact of
US and multinational
combat power

Support military
deception and operations
security

Counter hostile
information activities

US MISO are developed and executed through a multiphase approach. The joint
MISO process is a standard framework by which MISO assets and critical enablers
plan, execute, and evaluate MISO with proficiency and consistency throughout major
campaigns, operations, and peacetime engagements. The integration and execution
of MISO hinge upon the proper implementation of this process.

The joint MISO process consists of seven phases: planning; target audience analysis
(TAA); series development; product development and design; approval; production,
distribution, dissemination; and evaluation. Each of these phases is designed to apply
to any type or level of operation. Collectively, the phases address important consider-
ations and include the necessary activities for the proper integration of MISO with the
CCDR'’s military strategy and mission.
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\. The Operations Security Process

Ref: JP 3-13.3, Operations Security (Jan ‘16), chap. II.

The OPSEC process is applicable across the range of military operations. Use of the
process ensures that the resulting OPSEC countermeasures address all significant
aspects of the particular situation and are balanced against operational requirements.
OPSEC is a continuous process. The OPSEC process (Figure 1I-1) consists of five dis-
tinct actions: identification of critical information, analysis of threats, analysis of vulner-
abilities, assessment of risk, and application of appropriate OPSEC countermeasures.
These OPSEC actions are applied continuously during OPSEC planning. In dynamic
situations, however, individual actions may be reevaluated at any time. New information
about the adversary’s intelligence collection capabilities, for instance, would require a
new analysis of threats.

An understanding of the following terms is required before the process can be ex-
plained.

O4NI

Critical Information
These are specific facts about friendly intentions, capabilities, and activities needed
by adversaries to plan and act effectively against friendlyamission accomplishment.

OPSEC Indicators

Friendly detectable actions and open-source information that ean be interpreted or
pieced together by an adversary to derive critical information.

OPSEC Vulnerability

A condition in which friendly actions provide\OPSEE indicators that may be obtained
and accurately evaluated by an advgrsary in time to provide a basis for effective
adversary decision making.
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A. Identify Critical Information

The identification of griticabinformation is,a key part of the OPSEC process because

it focuses the remainder of the OPSEC process on protecting vital information rather
than attempting to protect all unelassified information. Critical information answers key
questions likely to be askediby adversaries about specific friendly intentions, capabili-
ties, and activities necessary for adversaries to plan and act effectively against friendly
mission accomplishment. There are many areas within an organization where elements
of critical information can be obtained. Personnel from outside the organization may
also handle portions of its critical information. Therefore it is important to have personnel
from each staff section and component involved in the process of identifying critical infor-
mation. The critical information items should be consolidated into a list known as a CIL.

Critical information is listed in tab C (Operations Security) to appendix 3 (Information Op-
erations) to annex C (Operations) of an OPLAN or OPORD. Generic ClLs (Figure 1I-2)
can be developed beforehand to assist in identifying the specific critical information.

B. Threat Analysis
This action involves the research and analysis of intelligence, Cl, and open-source infor-
mation to identify the likely adversaries to the planned operation.

The operations planners, working with the intelligence and Cl staffs and assisted by the
OPSEC program manager, seek answers to the following threat questions:

* Who is the adversary? (Who has the intent and capability to take action against
the planned operation?)

» What are the adversary’s goals? (What does the adversary want to accomplish?)
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* What is the adversary’s COA for opposing the planned operation? (What actions
might the adversary take? Include the most likely COA and COA most dangerous to
friendly forces and mission accomplishment.)

» What critical information does the adversary already know about the operation?
(What information is too late to protect?)

» What are the adversary’s intelligence collection capabilities?
» Who are the affiliates of the adversary, and will they share information?

C. Vulnerability Analysis

The purpose of this action is to identify an operation’s or activity’s vulnerabilities. It re-
quires examining each aspect of the planned operation to identify any OPSEC indicators
or vulnerabilities that could reveal critical information and then comparing those indicators
or vulnerabilities with the adversary’s intelligence collection capabilities identified in the
previous action. A vulnerability exists when the adversary is capable of collecting critical
information, correctly analyzing it, and then taking timely action. The adversary can then
exploit that vulnerability to obtain an advantage.

Continuing to work with the intelligence personnel, the operations planners seek answers
to the following vulnerability questions:

(1) What indicators (friendly actions and open-source infafmation) of critical informa-
tion not known to the adversary will be created by the'friendly activities that will
result from the planned operation?

(2) What indicators can the adversary actually collect?

(3) What indicators will the adversary be able'to use te the disadvantage of friendly
forces? (Can the adversary analyze the information, make a decision, and take ap-
propriate action in time to interfere with the planned operation?)

(4) Will the application of OPSEC countermeasures infroduce more indicators that the
adversary will be able to collect?

Refer to JP 3-13.3, app. A, “Operéations Security Indicators,” for a detailed discussion of
OPSEC indicators.
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D. Risk Assessment

This action has three components. \First, planners analyze the vulnerabilities identified in
the previous action and identify,possible OPSEC countermeasures for each vulnerability.
Second, the commander and staff estimate the impact to operations such as cost in time,
resources, personnel or interference with other operations associated with implementing
each possible OPSEC countermeasure versus the potential harmful effects on mission
accomplishment resulting from an adversary’s exploitation of a particular vulnerability.
Third, the commander and staff select specific OPSEC countermeasures for execution
based upon a risk assessment done by the commander and staff.

OPSEC countermeasures reduce the probability of the adversary either observing indica-
tors or exploiting vulnerabilities, being able to correctly analyze the information obtained,
and being able to act on this information in a timely manner.

OPSEC countermeasures can be used to prevent the adversary from detecting an indica-
tor or exploiting a vulnerability, provide an alternative analysis of a vulnerability or an
indicator (prevent the adversary from correctly interpreting the indicator), and/or attack
the adversary’s collection system.

OPSEC countermeasures include, among other actions, cover, concealment, camou-
flage, deception, intentional deviations from normal patterns, and direct strikes against
the adversary’s intelligence system.

More than one possible measure may be identified for each vulnerability. Conversely, a
single measure may be used for more than one vulnerability.
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Vita). Cyberspace
Operations (CO)

Ref: FM 3-12, Cyberspace Operations and Electromagnetic Warfare (Aug 21), chap. 2.

Cyberspace operations and electromagnetic warfare (EW) can benefit from
synchronization with other Army capabilities using a combined arms approach to
achieve objectives against enemy forces. Cyberspace operations and EW can
provide commanders with positions of relative advantage in the multi-domain fight.
Effects that bleed over from the cyberspace domain into the physical domain can be
generated and leveraged against the adversary. A cyberspace capability is a device
or computer program, including any combination of software, firmware, or hardware,
designed to create an effect in or through cyberspace (JP 3-12).
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Electromagnetic Spectrum Superiority

Electromagnetic spectrum superiority is the degree of control in the electromagnetic
spectrum that permits the conduct of operations at agiVien time and place without
prohibitive interference, while affecting the threat’s ability to do the same (JP 3-85).
Electromagnetic warfare (EW) creates effects in'the EMS @nd enables command-
ers to gain EMS superiority while conducting Army eperations. EW capabilities
consist of the systems and weapons used/to conduct EVW missions to create
lethal and non-lethal effects in and thradgh\the EMS.

See pp. 3-55 to 3-60, Electromagnetic\Wartare, (EW), for further discussion.

I. Cyberspace Operations cvsecr1-1, chap. 2)
The joint force and the Aufy divide cyberspace operations into three categories
based on the portion.of cyberspace in which the operations take place and the type
of cyberspace fofces that conduct those operations. Each of type of cyberspace
operation has varying-associated authorities, approval levels, and coordination con-
siderations. An Army taxenomy of cyberspace operations is depicted in figure 2-1,
below. The three types of cyberspace operations are—

Cyherspace Operations

E DODIN Operations
E Defensive Cyberspace Operations (DCO)

g Offensive Cyberspace Operations (OCO)

The Army conducts DODIN operations on internal Army and DOD networks and sys-
tems using primarily signal forces. The Army employs cyberspace forces to conduct
DCO which includes two further sub-divisions—DCO-IDM and defensive cyberspace
operations-response actions (DCO-RA). Cyberspace forces conduct DCO-IDM
within the DODIN boundary, or on other friendly networks when authorized, in order
to defend those networks from imminent or ongoing attacks. At times cyberspace
forces may also take action against threat cyberspace actors in neutral or adversary
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Cyherspace Operations [(Missions & Actions)

Cyberspace forces are ordered to specific cyberspace missions.

External Cyberspace Operations Internal Cyberspace Operations

Offensive Cyberspace Defensive Cyberspace

Operations Operations (DCO) DODIN Operations

LN
Project Power in and I

] Network Focused/Threat
Through Cyberspace

Agnostic

DCO - Internal
Defense Measures

DCO - Response
Actions

\)
External Defense Threat Specific
1

Cyberspace Cyberspace
Attack Exploitation

Cyberspace forces execute
contribute to mission

Ref: FM 3-12, Cyberspace Operations a

¢ Warfare (Aug ‘21), fig. 2-2.
Cyberspace operations missions and \
a

*See FM 6-02 and ATP 6-02.71
Department of Defe| P N R
He i
Ne"(”[;’ glio Operations (OCO)
Types of
Cyberspace
Operations v
O-Internal Defense DCO-Response Actions
easures (DCO-IDM) (DCO-RA)
Cy:e‘r_s;;ace * Cyberspace Security * Cyberspace Defense * Cyberspace Attack
ctions + Cyberspace Exploitation
« Clear * Attack by fire
Common * Contain * Disrupt
Tactical S Ceeie - i * Destroy
Mission : ﬁ?:::‘tz; reconnaissance « Support by Fire
Tasks * Manipulate
* Neutralize « Suppress
* Degrade
& * Deny
é’f’r“'“to" * Disrupt
ects * Destroy
* Deceive
* Suppress

Ref: FM 3-12, Cyberspace Operations and Electromagnetic Warfare (Aug ‘21), fig. 2-1.
Cyberspace operations taxonomy.
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and other designated systems by defeating on-going or imminent malicious cyber-
space activity (JP 3-12). The term blue cyberspace denotes areas in cyberspace
protected by the United States, its mission partners, and other areas the Department
of Defense may be ordered to protect. DCO are further categorized based on the
location of the actions in cyberspace as—

Defensive Cyberspace Operations-Internal Defensive
Measures (DCO-IDM)

Defensive cyberspace operations-internal defensive measures are operations in
which authorized defense actions occur within the defended portion of cyberspace
(JP 3-12). DCO-IDM is conducted within friendly cyberspace. DCO-IDM involves
actions to locate and eliminate cyber threats within friendly networks. Cyberspace
forces employ defensive measures to neutralize and eliminate threats, allowing
reestablishment of degraded, compromised, or threatened portions of the DODIN.
Cyberspace forces conducting DCO-IDM primarily conduct cyberspace defense
tasks, but may also perform some tasks similar to cyberspace security.

Cyberspace defense includes actions taken within protected cyberspace to defeat
specific threats that have breached or are threatening to breach cyberspace security
measures and include actions to detect, characterize, counter, and mitigate threats,
including malware or the unauthorized activities of users, and to restore the system
to a secure configuration. (JP 3-12). Cyberspace forces acton cues from cyberse-
curity or intelligence alerts of adversary activitydwithin friendlymetworks. Cyberspace
defense tasks during DCO-IDM include hunting forthreats,on friendly networks,
deploying advanced countermeasures, and responding to eliminate these threats
and mitigate their effects.
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Defensive Cyberspace Operations-Response Actions
(DCO-RA)

Defensive cyberspace operation-response actions are operations that are part of a
defensive cyberspace operations mission that are taken external to the defended
network or portion of cybefspace without permission of the owner of the affected
system (JP 3-12). DCO-RAtake place outside the boundary of the DODIN. Some
DCO-RA may inélude actions that rise to the level of use of force and may include
physical damage ordestruction 6f enemy systems. DCO-RA consist of conducting
cyberspace attacks and cyberspace exploitation similar to OCO. However, DCO-RA
use these actions for defensive purposes only, unlike OCO that is used to project
power in and through cyberspace.

Decisions to conduct DCO-RA depend heavily on the broader strategic and opera-
tional contexts such as the existence or imminence of open hostilities, the degree
of certainty in attribution of the threat; the damage the threat has or is expected

to cause, and national policy considerations. DCO-RA are conducted by national
mission team(s) and require a properly coordinated military order, coordination with
interagency and unified action partners, and careful consideration of scope, rules of
engagement, and operational objectives.

C. Offensive Cyberspace Operations (OCO)

Offensive cyberspace operations are missions intended to project power in and
through cyberspace (JP 3-12). Cyberspace forces conduct OCO outside of DOD
networks to achieve positions of relative advantage through cyberspace exploitation
and cyberspace attack actions in support of commanders’ objectives. Commanders
must integrate OCO within the combined arms scheme of maneuver throughout the
operations process to achieve optimal effects.

The Army provides cyberspace forces trained to perform OCO across the range of
military operations to the joint force. Army forces conducting OCO do so under the
authority of a joint force commander. Refer to Appendix C for information on integrat-
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Ref: FM 3-12, Cyberspace Operations and Electromagnetic Warfare (Aug 21), pp.
2-8 to 2-15.

I. Electromagnetic Warfare (EW) cvser1-1, chap. 3,

Electromagnetic Warfare (EW) is military action involving the use of electromag-
netic and directed energy to control the electromagnetic spectrum or to attack the
enemy. EW consists of three functions: electromagnetic attack, electromagnetic
protection, and electromagnetic support.

Modern militaries rely on communications equipment using broad portions of the
electromagnetic spectrum (EMS) to conduct military operations allowing forces to
talk, transmit data, and provide navigation and timing information, and command
and control troops worldwide. They also rely on the EMS for sensing and awareness
of the OE. The Army conducts electromagnetic warfare (EW) to gain and maintain
positions of relative advantage within the EMS. The Afmy’sicontribution to electro-
magnetic spectrum operations is accomplisheddby integrating'and synchronizing EW
and spectrum management operations.

Electromagnetic Warfare (EW]

E Electromagnetic Attack (EA)
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E Electromagnetic Protection (EP)

g Electromagnetic Support (ES)

* I Electromagnetic Warfare Reprogramming

The three divisions often mutually support each other in operations. For example, radar-
jamming EA can serve a protection function for friendly forces to penetrate defended
airspace; it can also prevent an adversary from having a complete operating picture.

CYBERT1-1: The Cyberspace Operations & Electronic Warfare
SMARTbook (w/SMARTupdate 1) topics and chapters include cyber
intro (global threat, contemporary operating environment, information
as a joint function), joint cyberspace operations (CO), cyberspace
operations (OCO/DCO/DODIN), electromagnetic warfare (EW)
operations, cyber & EW (CEMA) planning, spectrum management
operations (SMO/JEMSO), DoD information network (DODIN)
operations, acronyms/abbreviations, and glossary of cyber terms.

(INFO Capabilities) VI(b). Electromagentic Warfare 3-55



A. Electromagnetic Attack (EA) (seep. 1-50)

Army forces conduct both offensive and defensive EA to fulfill the commander’s
objectives in support of the mission. EA projects power in and through the EMS by
implementing active and passive actions to deny enemy capabilities and equipment,
or by employing passive systems to protect friendly capabilities. Electromagnetic
attack is a division of electromagnetic warfare involving the use of electromagnetic
energy, directed energy, or antiradiation weapons to attack personnel, facilities, or
equipment with the intent of degrading, neutralizing, or destroying enemy combat
capability and considered a form of fires (JP 3-85). EA requires systems or weapons
that radiate electromagnetic energy as active measures and systems that do not
radiate or re-radiate electromagnetic energy as passive measures.

Offensive EA

Offensive EA prevents or reduces an enemy’s effective use of the EMS by employing
jamming and directed energy weapon systems against enemy spectrum-dependent
systems and devices. Offensive EA systems and capabilities include—

e Jammers.
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« Self-propelled decoys.

 Electromagnetic deception.
 Antiradiation missiles.

Defensive EA

Defensive EA protects against lethal attacks by denying enemy use of the EMS to
target, guide, and trigger weapons that .negatively impact friendly systems. Defen-
sive EA supports force protection, self-protectionand OPSEC efforts by degrading,
neutralizing, or destroying an enefmy's, surveillance capabilities against protected
units. Defensive EA systems and capabilities include—

» Expendables (flares andhactive decoys).

* Jammers.

» Towed decOys.

+ Directed energy infrared countermeasure systems.

» Radio controlled improvised explosive device (RCIED) systems.
» Counter Unmanned Aerial Systems (C-UAS).

Electromagnetic Attack (EA) Effects
EA effects available to the commander include—

* Destroy. Destruction makes the condition of a target so damaged that it can
neither function nor be restored to a usable condition in a timeframe relevant to
the current operation. When used in the EW context, destruction is the use of
EA to eliminate targeted enemy personnel, facilities, or equipment (JP 3-85).

» Degrade. Degradation reduces the effectiveness or efficiency of an enemy
EMS-dependent system. The impact of degradation may last a few seconds or
remain throughout the entire operation (JP 3-85).

* Disrupt. Disruption temporarily interrupts the operation of an enemy EMS
dependent system (JP 3-85).

» Deceive. Deception measures are designed to mislead the enemy by manipula-
tion, distortion, or falsification of evidence to induce them to react in a man-
ner prejudicial to their interests. Deception in an EW context presents enemy
operators and higher-level processing functions with erroneous inputs, either
directly through the sensors themselves or through EMS-based networks such
as voice communications or data links (JP 3-85).
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Ref: JP 3-14 (w/Chg 1), Space Operations (Oct ‘20), chap. 2.

Due to the complexities of the operational environment (OE) and the required integration
and coordination between elements of the joint force, a shared understanding of selected
aspects of specific space capabilities is essential to foster and enhance unified action.

Space Situational Awareness (SSA)

Space situational awareness (SSA) is the requisite foundational, current, and predictive
knowledge and characterization of space objects and the OE upon which space opera-
tions depend—including physical, virtual, information, and human dimensions—as well
as all factors, activities, and events of all entities conducting, or preparing to conduct,
space operations. Space surveillance capabilities include a mix of space-based and
ground-based sensors. SSA is dependent on integrating space surveillance, collection,
and processing; environmental monitoring; status of US and cooperative satellite sys-
tems; understanding of US and multinational space readiness; and analysis of the space
domain.
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Space Control

Space control includes offensive space control and defensive Space control operations
to ensure freedom of action in space and, when direeted, defeat efforts to interfere with or
attack US or allied space systems. Space control Uses a broad,range of response options
to provide continued, sustainable use of space. Space control contributes to space deter-
rence by employing a variety of measures to assure the use\of space; attributing enemy
attacks; and being consistent with the right to €elf=defense, target-threat space capabilities.

See following page (p. 3-64) for further di§eussion of.space control and superiority.

Positioning, Navigation,and Timing (PNT)

Military users depend on assured positioning, havigation, and timing (PNT) systems for
precise and accurate geo-location, navigation, and time reference services. PNT informa-
tion, whether from space-based globalnavigation satellite systems (GNSSs), such as
Global Positioning System, orinon-GNSS, sources, is considered mission-essential for
virtually every modern weapons system.

Intelligence, Surveillance, Reconnaissance

Space-based intelligence callection synchronizes and integrates sensors, assets, and
systems for gathering data and information on an object or in an area of interest on a
persistent, event-driven, or scheduled basis. Space-based intelligence, surveillance, and
reconnaissance, which includes overhead persistent infrared (OPIR), is conducted by an
organization’s intelligence collection manager to ensure integrated, synchronized, and
deconflicted operations of high-demand assets.

Satellite Communications (SATCOM)

Satellite communications (SATCOM) systems inherently facilitate beyond line-of-sight
connectivity. Depending on its configuration, a robust SATCOM architecture provides
either equatorial coverage (nonpolar) or high-latitude coverage (includes poles). This
provides national and strategic leadership with a means to maintain situational aware-
ness and convey their intent to the operational commanders responsible for conducting
joint operations.

Environmental Monitoring

Terrestrial environmental monitoring provides information on meteorological and oceano-
graphic factors that affect military operations. Space environmental monitoring provides
data that supports forecasts, alerts, and warnings for the space environment that may
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affect space capabilities, space operations, and their terrestrial users. Environmental
monitoring support to joint operations gives the JFC awareness of the OE.

Missile Warning

The missile warning mission uses a mix of OPIR and ground-based radars. Missile
warning supports the warning mission executed by North American Aerospace Defense
Command to notify national leaders of a missile attack against North America, as well

as attacks against multinational partners (via shared early warning) in other geographic
regions. It also includes notification to combatant commands (CCMDs), multinational part-
ners, and forward-deployed personnel of missile attack and the assessment of a missile
attack if the applicable CCMD or multinational partner is unable to do so.

Nuclear Detonation Detection

Nuclear detonation detection capabilities provide persistent, global, and integrated sen-
sors to provide surveillance coverage of critical regions of the globe and provide warning
and assessment recommendations to the President, Secretary of Defense (SecDef), and
CCDRs, indicating place, height of burst, and yield of nuclear detonations.

Spacelift

Spacelift is the ability to deliver payloads (satellites or other materials) into space.

Satellite Operations

Satellite operations maneuver, configure, operate, and sustain on-orbit spacecraft. In a
conflict, satellite operations are critical to the command andicontrol(C2), movement and
maneuver, protection, and sustainment of space capabilities.

Space Operations & the Joinf Functions

Space-based intelligence collection supports €2 by providing information used to
develop a shared understanding of the threatsA'large percentage of the intelligence
required to make decisions for employment of forces is obtained from spacecraft.

Spacecraft complement non-space-based intelligence sources by providing decision
makers with timely, accufate data for information that can create a decisive advantage
across the competition continuum.

Space operations support air, land, maritime, and cyberspace fires through intel-
ligence, PNT, and communigations capabilities. Space operations movement and
maneuver include the deployment, repositioning, or re-orientation of on-orbit assets
and joint space forces. These movements may support service optimization, protec-
tion from environmental hazards, passive defense from threats, or the positioning of
assets to enable active defensive or offensive measures.

Protection in space operations includes all measures taken to ensure friendly space
systems perform as designed by overcoming attempts to deny or manipulate them.
Protection includes all measures to passively neutralize or mitigate threats and man-
made and/or environmental hazards, to include enemy attack, terrestrial weather,
space weather, on-orbit conjunctions, and non-hostile EMI.

Space operations sustainment is conducted through spacelift, satellite operations,
force reconstitution, maintenance of a force of space operations personnel, and sup-
port to human space flight. Spacelift includes launch systems, launch facilities, and
ground personnel capable of placing satellites on orbit.

Space supports the flow of information and decision making. It may also serve
as an activity essential to the delivery of specific information in the information envi-
ronment.

See p. 2-6 for further discussion of the joint functions from JP 3-0.
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Ref: * FM 3-13, Information Operations (Dec ‘16), pp. 4-1 to 4-2. (*See note p. 1-2.)

See p. 1-60 for discussion of planning as related to information advantage (ADP 3-13)
and p. 2-45 to 2-51 as related to operations in the information environment (JP 3-04).

Planning is the art and science of understanding a situation, envisioning a de-
sired future, and laying out effective ways of bringing that future about (ADP 5-0).
Planning helps commanders create and communicate a common vision between
commanders, their staffs, subordinate commanders, and unified action partners.
Planning results in a plan and orders that synchronize the action of forces in time,
space, and purpose to achieve objectives and accomplish missions.

Commanders, supported by their staffs, ensure 10 is fully integrated into the plan,
starting with Army design methodology (ADM) and progressing through the military
decisionmaking process (MDMP). The focal point for 10 planning is the 10 officer (or
designated representative for 10). However, the entires@taff.contributes to planning
products that describe and depict how 10 supports the commander’s intent and con-
cept of operations. The staff also contributes t0 IO\planning‘during 10 working group
meetings to include assessing the effectivenessof |0, and refining the plan.

INFO

Commanders, supported by their staffsgensure 1@ is fully integrated into the
plan, starting with Army design methedolegyand pregressing through the military
decisionmaking process.

Army Design Methodology (ADM)

ADM helps commanders and staffs, with the conceptual aspects of planning. These
aspects include understanding,, visualizing, and describing operations to include
framing the problem and identifying @an operational approach to solve the problem.
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Military Decisionmaking Process (MDMP)

The MDMP helps commanders and staffs translate the commander’s vision into
an operations plan orfeperations order that synchronizes the actions of the force
in time, space, and purpose to accomplish missions. Both the problem the com-
mander needs to solve and the specific operation to advance towards its solution
have significant information-related aspects.

See pp. 4-3 to 4-16 for discussion of commander, staff, and /0 working group
responsibilities for synchronizing information-related capabilities.

Planning activities occupy a continuum ranging from conceptual to detailed. Con-
ceptual planning involves understanding operational environments and problems,
determining the operation’s end state, and visualizing an operational approach to
attain that end state. Detailed planning translates the commander’s operational
approach into a complete and practical plan.

Refer to BSS7: The Battle Staff SMARTbook, 7th Ed., updated for 2023
to include FM 5-0 w/C1 (2022), FM 6-0 (2022), FMs 1-02.1/.2 (2022), and
more. Focusing on planning & conducting multidomain operations (FM 3-0),
BSS7 covers the operations process; commander/ staff activities; the
five Army planning methodologies; integrating processes (IPB, information
collection, targeting, risk management, and knowledge management);
plans and orders; mission command, command posts, liaison; rehearsals
& after action reviews; operational terms & military symbols.
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n- Io n“nning Estimate (See also pp. 4-37.)

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 4-3 to 4-6.

A running estimate is the continuous assessment of the current situation used to deter-
mine if the current operation is proceeding according to the commander’s intent and if
planned future operations are supportable (ADP 5-0). Running estimates help the 10
officer record and track pertinent information about the information environment leading
to a basis for recommendations to the commander. The 10 officer uses the running es-
timate to assist with completion of each step of the MDMP. An effective running estimate
is as comprehensive as possible within the time available but also organized so that

the information is easily communicated and processed. Normally, the running estimate
provides enough information to draft the applicable |0 sections of warning orders as
required during planning and, ultimately, to draft applicable 10 sections of the operation
order or operation plan. Running estimates enable planning officers to track and record
pertinent information and provide recommendations to commanders. A generic written
format of a running estimate contains six general considerations: situation, mission,
course of action, analysis, comparison, and recommendation. (Fig. 4-2, below).

1. SITUATION AND CONSIDERATIONS.

a. Area of Interest. Identify and describe those factors of thesarea of interest that affect
functional area considerations.

b. Characteristics of the Area of Operations.

(1) Terrain. State how terrain affects a functional area’s capabilities.

(2) Weather. State how weather affects a functional area’s capabilities.

(3) Enemy Forces. Describe enemy disposition, cemposition, strength, and systems in

a functional area. Describe enemy capabilities and possible courses of action (COAs)
and their effects on a functional area.

(4) Friendly Forces. List current fungtional area resources in terms of equipment,
personnel, and systems. Identify additional resources available for the functional area
located at higher, adjacent, or ather unitsy List those capabilities from other military
and civilian partners that may be available te provide support in the functional area.
Compare requirementsste current capabilities and suggest solutions for satisfying
discrepancies.

(5) Civilian Considerations. Déscribe civil considerations that may affect the functional
area, including possible'support heeded by civil authorities from the functional area as
well as possible interferepte from civil aspects.

c. Facts/Assumptions. List alf'facts and assumptions that affect the functional area.

2. MISSION. Show the restated mission resulting from mission analysis.

3. COURSES OF ACTION.

a. List friendly COAs that were war-gamed.

b. List enemy actions or COAs that were templated that impact the functional area.

c. List the evaluation criteria identified during COA analysis. All staffs use the same
criteria.

4. ANALYSIS. Analyze each COA using the evaluation criteria from COA analysis.
Review enemy actions that impact the functional area as they relate to COAs. Identify
issues, risks, and deficiencies these enemy actions may create with respect to the
functional area.

5. COMPARISON. Compare COAs. Rank order COAs for each key consideration. Use
a decision matrix to aid the comparison process.

6. RECOMMENDATIONS AND CONCLUSIONS.

a. Recommend the most supportable COAs from the perspective of the functional
area.

b. Prioritize and list issues, deficiencies, and risks and make recommendations on
how to mitigate them.
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Variations on this format, such as the example provided in Figure 4-3 below enable

the 10 officer to spotlight facts and assumptions, critical planning factors, and available
forces. The latter of these requires input from assigned or available IRCs. The graphic
format also offers a clear, concise mechanism for the 10 officer to articulate recommend-
ed high-payoff targets, commander’s critical information requirements, and requests for
forces. Maintaining both formats simultaneously provides certain benefits: the narrative
format enables the O officer to cut-and-paste sections directly into applicable sections of
orders; the graphic format enables the |0 officer to brief the commander and staff with a

single slide.

Forces or systems
available

e 413 civil affairs BNs
o 344 tactical MISO COs
e 1-55th Signal CO (-) 3x

e 2x EC-130J Commando
Solo @ CFACC

e OCO available

Information environment
¢ Radio is the best

Facts

e Civilian and
government-controlled
media outlets (radio
and television) reach
population within AO
SWORD

o Adversary forces have
used civilian radio
stations to broadcast
coalition forces’ troop
movements and

Specified tasks

Identify key
communicators
within AO SWORD
in order to deliver
non-interference

Implied tasks
« Deny adversary

Limitations

MISO messaging and
OCO release authority
held by CCDR

HPT nominations

o Denial of adversary
social media site
during decisive
operations

e |dentify tribal leaders

medium to reach the propaganda in the AO use of social
civilian population within media
AO SWORD, followed by = Assumptions ' messaging CCIR nominations
social media « Civilian population will during decisive « Block axis of
o Religious leaders within support HNSF and operations advance by civilian
contested areas are key coalition forces.once » Develop Soldier population during
communicators to the security is restored andleader attack
population « Civilian pofulation will engagement, « Damage to HN
« Displaced civilians in remaindnyplace during I and MISO essential services
camps along main routes  attack unless,there isia products to infrastructure and
may impede coalition loss$ ofessential support non- religious structures
forces’ advance services interference
EEFI nominations
N/A
Critical planning Objectives Request for forces

factors

Air tasking order cycle
request 72 hours prior

1. Influenee eivilian population to minimize interference
with coalition forces information operations team to
prevent civilian casualties

2. Disrupt enemy forces use of media outlets in order
to support freedom of movement of coalition forces.

Request OCO to deny
use of social media
site during decisive
operations

AO area of operations EEFI essential element of friendly information
BN Battalion HN host nation

CCDR combatant commander HNSF host-nation security forces

CCIR commander's critical information requirement ~ HPT high-payoff target

CFACC combined force air component commander MISO military information support operations

Cco Company N/A
COMCAM _ combat camera 0oco

not applicable
offensive cyberspace operations

Ref: ATP 3-13.3, fig. 4-3. Example graphical information operations running estimate.

Running estimate development is continuous. The 10 officer maintains and updates the
running estimate as pertinent information is received. While at home station, the 10 of-
ficer maintains a running estimate on friendly capabilities. The unit prepares its running
estimate based on researching and analyzing the information environment within its
region and anticipated mission sets.

See related discussion of the running estimate on p. 4-37.
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IV. I0 Input to Operation Orders and Plans

Operation orders and plans are products or outputs of planning. They provide a
directive for future action. Commanders issue plans and orders to subordinates to
communicate their understanding of the situation and their visualization of an opera-
tion. Plans and orders direct, coordinate, and synchronize subordinate actions and
inform those outside the unit how to cooperate and provide support. As with all other
functions and capabilities, 10 provides input to these plans and orders.

Receipt of
mission
Mission Mission Initial commander's Commander's
analysis statement intent planning guidance

N v X

Concept of operations

COA
development ( Scheme of 10

COA 10 objective ) 10 objective ) ( 10 objective ]

analysis [ [
comcg’r?son / COMCAM
task
COA task as OPSEC
task

Running estimate

1lilp

approval

MILDEC
task

3 Ew

Q k-

5 2 Orders production, | \ _ task “ﬂg;?
s = dissemination

= o and transition

=

(=]

Ref: ATP 3-13.1, fig. 4-7. Relationship'6f.scheme of IO, /0 objectives, and IRC tasks.

Base Orders and Plans
While every part of an operation orderor plan matters, most personnel read the base
order or plan (the initial part®©fithe document before the annexes and appendices) be-
cause it contains the mogst mission-essential information. Usually staff sections or spe-
cialists involved with arespective function or capability read only those annexes and
appendices. If the base order orplan does not contain that information, it might not get
read. Increasingly, some aspectof 10 is essential to overall operational success. Sec-
tions of the base order_or plan in which 10 may be found include the following:

» Commander’s intent, paragraph 3a.

» Concept of operations, paragraph 3b.

» Scheme of 10, paragraph 3c.x (paragraph number varies)

» Tasks to subordinate units, paragraph 3j.

» Coordinating instructions, paragraph 3k.

Appendix 15 (Information Operations) to Annex C
(Operations)
Commanders and staffs use Appendix 15 (Information Operations) to Annex C (Op-
erations) to operation plans and orders to describe how information operations (10)
will support operations described in the base plan or order. The |0 officer is the staff
officer responsible for this appendix. Products or guidance:

» Combined information overlay. (See pp. 4-32 to 4-33.)

» Synchronization matrix. (See p. 4-16.)

« Instructions for IRCs not covered by other appendices, such as operations
security, visual information, and combat camera.

See pp. 4-61 to 4-64 for a sample annotated format to Appendix 15 (I0) to Annex C
(Operations).
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Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), p. 4-9.

The 10 officer crafts an |0 mission statement while preparing or updating the running
estimate. They later refine the mission statement to complete Appendix 15 (10), which
occurs with receipt of an order and commencement of mission analysis. FM 6-0 pro-
vides a template for attachments, such as annexes and appendixes. For the mission
paragraph (paragraph 2), it instructs planners to state the mission of the functional
area to support the base plan or order. In the case of Appendix 15, the functional area
is 10.

The 10 mission statement is a short paragraph or sentence describing what the com-
mander wants |0 to accomplish and the purpose for accomplishing it. The 1O officer
develops the proposed IO mission statement at the end of mission analysis based

on the unit’s proposed mission statement and |O-related essential tasks. During the
mission analysis briefing or shortly thereafter, commanders approve the unit’'s mission
statement and CCIRs. They then develop and issue their commander’s intent and
planning guidance.

Sample Mission Statement

No later than 130600JAN19, 10 supports 1 Stryker'Brigade Combat Team’s
defense of key terrain in AO RAIDER by disrupting Donovian,command and control
and influencing the population of Erdabil Province,to-support the Government of
Atropia to engage the enemy from a position of advantage.
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The 10 officer may refine a final IO missiof statement based on relevant input from the
commander’s intent and planning guidance and get it approved by the operations of-
ficer. The final 10 mission statementdncludes, |O effects and most significant 10-related
target categories identified in the information environment during mission analysis.

The mission statement differsfrom the scheme of 10 in its level of detail. The mission
statement describes |Q.in,the aggregate. The scheme of 10 addresses how IRCs
contribute to the schéme and, as/a result,”accomplish the mission.

Note. There is legitimate debateiabout whether more than one mission statement
can or should exist for a given-epération. Some commanders may direct that all
attachments reiterate the festated mission in the base order. Functional mission
statements are not intended as replacements for the base order mission but, instead,
to support it. They are doctrinally justified per FM 6-0
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Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 4-9 to 4-11.

The scheme of 10 begins with a clear, concise statement of where, when, and how the
commander intends to employ synchronized IRCs to create effects in and through the
information environment to support the overall operation and accomplish the mission.
Based on the commander’s planning guidance, the 10 officer develops a separate
scheme of IO for each COA the staff develops during COA development. 10 schemes of
support are expressed both narratively and graphically, in terms of 10 objectives and IRC
tasks required to achieve these objectives.

Figure 4-5 provides a sample scheme of an 10 statement. Figure 4-6 illustrates a sup-
porting sketch with articulated objectives and IRCs.

1 SBCT coordinates, deconflicts, and synchronizes IRCs in support of Phase Ill (Defense) in AO
RAIDER. CO collects against Donovian frequencies and communications east of PL MAINE. EW
conducts jamming of Donovian armor mission command systems in EAs THOMPSON, UZI, and
RUGER. CMOC informs IDPs of collection instructions and safe rally points. MISO influences
IDPs to not interfere with military movements and counters Donovian propaganda. The goal
of all IRCs is to elicit the surrender or desertion of enemy forces, reduce CIVCAS, and prevent
massing of enemy armor and indirect fires. PA controls release of.eperational information in
order to bolster OPSEC and facilitates media engagement strategy to highlight operational
successes. Maneuver, CAO, and MISO will conduct SLEs te,enabléd SBCTelements freedom of

)
o = maneuver throughout AO RAIDER. Finally, 1 SBCT will capture operational successes through
= E COMCAM and other visual information capabilities while OPSECwill protect EEFIs.
E- o AO area of operations IDP internally displaced person
= CAO civil affairs operations IRC information-related capability
Q CIVCAS civilian casualty MISO military information support operations
CMOC civil-military operations center OPSEC operations security
co cyberspace operations PA publicaffairs
COMCAM combat camera B phase line
EA engagement area SBCT Stryker brigade combat team
EEFI essential elements of friendly information SLE Soldier and leader engagement
EW electronic warfare

Ref: ATP 3-13.1, fig. 4-6aSample scheme of information operations statement.

Phaseilll: Defense (H+30 to H+78)

4w — S W 352 T =
= o ] N E —xjem | — e |D
1 = —==__7] 3 / | 1= 1sBC ] o
— = w
= = < = e EVE
T B = {
| | nsmpoxER = |
,—@ )
=k RUGER, 1.SBET
——E S S = X
B —\__//‘/ 1152
Theme: Security public i radio tower
Message: The government of Atropia in cooperation affairs =1 avi :
with coalition forces will protect you from the Donovian @CEMA civil affairs
Army’s violence. I_i.j MISO
Information Operations SYNCH MATRIX
H+30 | H+35 H+40 H+45 H+50 H+55 H+60 H+65 H+70 H+75 H+80
CO collect (PL GENE) EW jam (EAs THOMPSON, UZI, RUGER)
MISO civilian noninterference (UJEN) IT
CMOC estab | CAO civilian noninterference (UJEN)

Ref: ATP 3-13.1, fig. 4-6. Example scheme of information operations sketch.
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Information Environment Analysis

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 2-1 to 2-2.

The information environment is the aggregate of three components—individuals,
organizations, and systems—that collect, process, disseminate, or act on information.
Understanding this environment requires an analyst—chiefly the 1O officer or designated
representative—to analyze each component of the environment as well as their aggre-
gate. The analyst determines how the components interrelate.

The information environment also has three dimensions: physical, informational, and
cognitive. All are important. The physical dimension consists of what users see—the
physical content of the environment. This dimension contains observable behavior. This
behavior enables the commander and staff to measure the effectiveness of their efforts
to influence enemy and adversary decision making and the attendant actions that must
occur across all audiences in the area of operations (AO). The informational dimension
is the code that captures and organizes information that occurs in the physical dimension
so that it can be stored, transmitted, processed, and protected. This dimension links the
physical and cognitive dimensions. The cognitive dimension consists of the perspec-
tive of those who inhabit the environment; their individual and collective efforts to give
context to what is happening or has happened and make sense of it. In this dimension,
sense making occurs. If conflict is ultimately a contest of ills and victory is achieved by

o defeating the enemy or adversary psychologically«then achieving effects in the cogni-
=] tive dimension can be decisive. The cognitive dimension, is thexhardest to understand.
g E Therefore, the better that units operate in and exploit the physical'and informational
50 dimensions, the more they can overcome the ¢hallenges associated with the cognitive
Q dimension. Table 2-1 explores the three dimensions:
Types | Affects | Examples
« The physical world@nd its content, particularly that which enables and supports
exchanging idea$; information,.and messages.
© « Information systems ‘and physical networks.
% » Communications systems and networks.
> Content
c » People and human-aetworks.
o « Personalidevices, handheld devices, and social media graphical user interface.
» Maobile phones, personal digital assistants, and social media graphical user
interfaces,
_ « Collected, coded, processed, stored, disseminated, displayed, and protected
g information.
;g « Information metadata, flow, and quality.
g Code « Social media application software, information exchange, and search engine
3 optimization.
€ - The code itself.
» Any automated decision making.
° * The impact of information on the human will.
2 » The contextualized information and human decision making.
=
c Context « Intangibles, such as morale, values, worldviews, situational awareness,
o ’ A .
° perceptions, and public opinions.
o » Mental calculations in response to stimuli, such as liking something on a social
media application.

Table 2-1. Information environment dimensions. See pp. 1-7 and 2-10 for further
discussion of the three dimensions.
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One purpose of |10 involves affecting an adversary’s ability to make sense of unfolding
events. Affecting the adversary’s perception of an event can indirectly impair, disrupt, or
disable the adversary’s ability to lead and direct operations. At the same time |0 affects
those perceptions, it attempts to preserve friendly commanders’ ability to lead their forces
and understand, visualize, describe, and direct operations. IO uses social media—a domi-
nant aspect of the information environment—across and among all three dimensions.
Messages, images, graphics, and sounds transmitted via social media affect perceptions
and behaviors in real time and with profound impact.

Actions that occur in an operational environment almost always create effects in all
three dimensions of the information environment. Through effective, proactive planning,
units account for intended primary, secondary, and tertiary effects to support the com-
mander’s intent and concept of operations, while mitigating unintended effects. Precise
effects across all three dimensions are only possible if the unit commander analyzes,
understands, and visualizes the information environment and operational environment
as a whole. Even the most prepared staff cannot anticipate all potential effects; however,
understanding the information environment enables the staff to prepare for and react to
unintended effects and determine why they occurred.

The mechanics of analyzing the information environment and enemy or adversary opera-
tions in the information environment are generally the same as thoese established to
support intelligence preparation of the battlefield (IPB)dfor other military planning. IPB is a
critical component of the military decisionmaking processy(MDMR): It provides a system-
atic approach to evaluating the effects of significant characteristics ©f an operational envi-
ronment for missions (for a full discussion of 10 and thesMDMP, see FM 3-13). IPB to sup-
port 10 refines traditional IPB to focus on the information enviconment. Its purpose is to
gain an understanding of the information envifonmentin a geographic area and determine
how the enemy or adversary will operate.n this environment. The focus is on analyzing
the enemy’s or adversary’s use of information,to gain, positions of relative advantage. The
end state is the identification of threatinformation capabilities in the information environ-
ment against which friendly forces'must contend and threat vulnerabilities that friendly
forces can exploit with 10.

In addition to the runnin@ estimate, APB {0 support 10 results in producing a graphic or vi-
sualization product known,as-the,combined information overlay. This overlay results from
a series of overlays that'depict where and how information aspects such as infrastructure,
content, and flow potentially dffect military operations. In certain instances, staffs may
need more than one combined information overlay to capture the full complexity of the
information environment (see paragraph 2-50 for a discussion on combined information
overlay).

During mission analysis, the 10 officer or representative ensures that IPB addresses the
information environment and supports the planning and execution of operations. The in-
tent is to better visualize the impact of the information environment on unit operations and
to identify potential threat capabilities and vulnerabilities that the unit can protect against
or exploit.

This analysis involves four substeps that mirror the steps discussed in ATP 2-01.3 (IPB):
* Define the information environment (See pp. 4-22 to 4-23.)
* Describe the information environment’s effects. (See pp. 4-24 to 4-27.)
« Evaluate the threat’s information situation. (See pp. 4-28 to 4-33.)
» Determine threat courses of action in the information environment. (See p. 4-34.)
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A.Threat Templates

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 2-12 to 2-13.

Threat templates graphically portray how the threat might use its capabilities to
perform the functions required to accomplish its objectives when not constrained by
the effects of an operational environment. Threat templates are scaled to depict the
threat’s disposition and actions for a particular type of operation (for example, offense,
defense, insurgent ambush, or terrorist kidnapping). Threat templates are the result
of careful analysis of a threat’s capability, vulnerabilities, doctrinal principles, and pre-
ferred tactics, techniques, and procedures that, in turn, lead to developing threat mod-
els and situation templates (refer to ATP 2-01.3). When possible, IO planners place
these threat templates on a terrain product (such as a paper or digital map), adjusting
time and distance relationships as necessary, but without violating the threat’s funda-
mental doctrinal precepts. When not practical to overlay these templates on a terrain
product, templates nonetheless depict doctrinal interrelationships of threat information
warfare forces, key personnel, capabilities, and assets.

In terms of threat information warfare, threat templates seek to depict doctrinal infor-
mation usage and flow, decision-making nodes, and locating IRCs, informational sys-
tems, sub systems, and associated assets. |0 planners typically use three templates:

* Decision-making or information exchange template/
« Information infrastructure template.
* Information tactics template.

10 planners coordinate with the intelligence staff officer to incorporate information-
related threat templates into the threat model.“This,coordination creates accurate
situation templates and subsequent COAS in Step 4 of IPB. Threat templates allow the
staff to fuse all relevant combat information and identifyiintelligence gaps. Further, they
enable the staff to predict threat activities—in,this case, in the information environ-
ment—and adopt COAs, as well.as synchronize,information collection.

Decision-Making Template

Also termed an information exchange template, this model considers and then depicts
who makes or supporis, decisions and how they exchange information to support their
decision making. It reveals human nodes and links that a threat organization uses

to exchange information, with particular emphasis on ways the threat commander
receives and disseminates information. Developing this template requires an under-
standing of threat organizational structures, critical links and interrelationships, and key
personnel affecting the decision-making process.

Information Infrastructure Template

This template considers and then depicts the assets and means the threat employs
to exchange information. If the decision-making template focuses on who is involved
with information exchange, the infrastructure template focuses on what enables them
to exchange that information. It depicts known infrastructure to exchange information
internally and externally. Examples include satellite uplinks or downlinks, radio anten-
nas, cell towers, couriers, and face-to-face interactions.

Information Tactics Template

The tactics template models how the threat arrays or employs its information assets
and capabilities. While the first two templates do not necessarily have to be overlaid
on terrain, the tactics template works best depicted as an overlay, so that staffs can
clearly see and understand time and distance relationships. Not every adversary will
have formal organizations or doctrine for employing information assets and capabili-
ties; thus, the 10 officer carefully avoids mirroring U.S. doctrine, capabilities, and
methods onto the threat.
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B. Threat Center of Gravity Analysis

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 2-13 to 2-15.

An 10 planner uses a COG analysis to identify threat capabilities, requirements, and vul-
nerabilities. The 10 officer does not conduct a separate COG analysis but participates in
and contributes to the staff COG effort, led by the intelligence staff officer. The 10 officer
brings to this effort expertise in the information environment.

COG analysis, with an emphasis on the information environment, is used to—
* Identify potential threat COGs.
* Identify critical capabilities.
« Identify critical requirements for each critical capability.
« Identify critical vulnerabilities for each critical requirement.
* Prioritize critical vulnerabilities.

Identify Potential Threat Centers of Gravity

In this step, the staff visualizes the threat as a system of functional components. Based
upon how the threat organizes, fights, makes decisions, and.uses its physical and
psychological strengths and weaknesses, the staff selects the threat’s primary source
of moral or physical strength, power, and resistancé.\Depending©n. the level (strategic,
operational, and tactical), COGs may be tangible entities or intangible concepts. To test
the validity of the COG, the staff asks: “Is the COGicapable of achieving the threat’s
objective?” The COG is supported, not supporting; if something provides support or con-
tributes to a function that ultimately achievesthe threat's.objective, then it is a capability
or a requirement, not a COG. Typically, a‘threat COG in the information environment is
the threat'’s information position, which'is a way ef describing the quality of information
the threat possesses and its ability 40 use that information.

Identify Critical Capabilities

The 10 planner analyzes each COG to determine what primary abilities (functions) the
threat possesses in the context of the operational area and friendly mission that can pre-
vent friendly forces (from aceomplishing the mission. Critical capabilities are not tangible
objects; rather, they are threat functions. To test the validity of a critical capability, the
staff asks: “Is the identified‘eritical capability a primary ability in context with the given
missions of both threat andfriendly forces? Is the identified critical capability directly
related to the COG?” A critical capability is a crucial enabler for a COG to function and,
as such, is essential to accomplishing the adversary’s specified or assumed objectives.

Note. The threat’s critical capabilities relate to the functions in the information
environment— collect, protect, and project.

Identify Critical Requirements for Each Critical Capability
The 10 planner analyzes each critical capability to determine what conditions, resources,
or means enable threat functions or mission. To test validity of a critical requirement, the
staff asks: “Will an exploitation of the critical vulnerability disable the associated critical
requirement? Does the friendly force have the resources to affect the identified critical
vulnerability?” If either answer is no, then the 10 planner must review the threat’s identi-
fied critical factors for other critical vulnerabilities or reassess how to attack the previ-
ously identified critical vulnerabilities with additional resources.

Note. Critical requirements usually are tangible elements such as communications
means, nodes, or key communicators.
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Identify Critical Vulnerabilities for Each Critical Requirement
The 10 planner analyzes each critical capability to determine which critical requirements
(or components thereof) are vulnerable to neutralization, interdiction, or attack. As a
planner develops the hierarchy of critical requirements and critical vulnerabilities, the staff
seeks interrelationships and overlapping between the factors to identify critical require-
ments and critical vulnerabilities that support more than one critical capability. When
selecting critical vulnerabilities, a critical-vulnerability analysis is conducted to pair critical
vulnerabilities against friendly capabilities.

Note. Critical vulnerabilities may be tangible structures or equipment, or intangible
perception, populace belief, or susceptibility.

Prioritize Critical Vulnerabilities

A tool for prioritizing critical vulnerabilities is CARVER, which stands for criticality, acces-
sibility, recuperability, vulnerability, effect, and recognizability. As a methodology or pro-
cess, CARVER weighs and ranks six target criteria for targeting and planning decisions.
The 10 planner applies the six criteria against the critical vulnerability to determine impact
on the threat organization as follows:

« Criticality is estimating the critical vulnerability’s or target’s importance to the
enemy. Vulnerability will significantly influence the enemiy’s ability to conduct or
support operations. As applied to targeting, criticality means target value and relates
to how much a target’s destruction, denial, disruption, and damage will impair the
enemy or adversary’s political, economic, or military operations or how much a
target component will disrupt the function of.a target complex.
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Accessibility is determining whether the critical vulnerability or target is accessible
to the friendly force; it is the ease with/whieh a target can be reached.

Recuperability is evaluating how, much,effort,\time, and resources the enemy or
adversary must expend if the crifical vulnerability or target is successfully affected.

Vulnerability is determining'whether the friendly force has the means or capability
to affect the critical vulnerability or target using available assets. A target is vulner-
able if friendly forcés can attack it.

Effect is determining,therextent of the effect achieved if the critical vulnerability is
successfully exploited. Effect means the impact on the enemy or adversary decision
maker or makers. A targetshould not be attacked unless it can achieve the desired
military effect.

Recognizability is determining if the critical vulnerability or target, once selected for
an exploitation, can be identified during the operation by the friendly force, and can
be assessed for the impact of the exploitation.

The resulting analysis provides a prioritized list of objectives or targets that can then be
discussed in context of each possible COA, aiding COA analysis. Each COA will dictate
the capability to be employed.

Refer to ATP 3-05.20 for an overview of Army special operations forces targeting
methodology that includes COG analysis and CARVER criteria; see ATP 2-33.4 and ATP
3-60 for the Army use of CARVER as a target value analysis tool).

Note. Planners also use COG analysis to identify friendly COGs, capabilities,
requirements, and vulnerabilities and CARVER to identify friendly targets that are
vulnerable to attack and for defensive purposes.
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E 111. 10 & the MDMP

Ref: *FM 3-13, Information Operations (Dec ‘16), pp. 4-2 to 4-29. (*See note p. 1-2.)

Commanders use the MDMP to understand the situation and mission confronting them
and make informed decisions resulting in an operations plan or order for execution.

Their personal interest and involvement is essential to ensuring that 10 planning is inte-
grated into MDMP from the beginning and effectively supports mission accomplishment.

See pp. 2-22 to 2-25 for related discussion of IO planning as related to the joint plan-
ning process (JPP).

10 planning is integral to several other processes, to include intelligence preparation
of the battlefield (IPB) and targeting. The G-2 (S-2) and fire support representatives
participate in the 10 working group and coordinate with the 10 officer to integrate 10
with their activities and the overall operation.

Receipt of
mission

Mission Mission Initial commander’s Commander’s =)
analysis statement intent planning guidance o _E
N ! N -
. -
Concept of operations o
development Scheme of 10
COA ( 10 ébjective L 1O objective J ( 10 objective )

analysis

N

COMCAM
VISO CAO task
tasic fask OPSEC
e
as|

COA
comparison

COA
approval

EwW : |
Orders production, k task '\{Ielél?
dissemination !

and transition

o]
\

II‘\

CAO civil affairs operations 10 information operations

COA course of action MILDEC military deception

COMCAM  combat camera MISO military information support operations
EW electronic warfare OPSEC operations security

Figure 4-1. Relationship among the scheme of 10, 10 objectives, and IRC tasks.

Commanders use their mission statement for the overall operation, the 10 mission
statement, scheme of 10, 10 objectives, and IRC tasks to describe and direct 10, as
seen in fig. 4-1. See pp. 4-3 to 4-16 for in-depth discussion 10 mission statement,
scheme of 10, 10 objectives, and IRC tasks (synchronization of IRCs).

Refer to BSS7: The Battle Staff SMARTbook, 7th Ed., updated for 2023
to include FM 5-0 w/C1 (2022), FM 6-0 (2022), FMs 1-02.1/.2 (2022), and
more. Focusing on planning & conducting multidomain operations (FM 3-0),
BSS7 covers the operations process; commander/ staff activities; the
five Army planning methodologies; integrating processes (IPB, information
collection, targeting, risk management, and knowledge management);
plans and orders; mission command, command posts, liaison; rehearsals
& after action reviews; operational terms & military symbols.

the
BATTLE STAFF
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Mission Analysis
(Summary of 10 Inputs, Actions & Outputs)

Ref: *FM 3-13, Information Operations (Dec ‘16), table 4-1, pp. 4-14 to 4-18.

Table 4-1 provides a summary of the inputs, actions and outputs required of the 10
officer. Only those sub-steps within mission analysis with significant 0 activity are listed.
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10 Officer Actions

10 Officer Outputs

MDMP Sub P "
Step nputs

Conduct IPB

intelligence on threat
information efforts

Identify 10-related high-value
targets

Determine probable‘thréat
information-related COAs
Assess the potential effects
of 10 on friendly/ neutral,
adversary, and enemy
operations

Determifie threat's ability to
collecton friehd!y‘eritical
information
Determinejadditional, EEFIs
(ORSEC)

Higher HQ IPB Develop IPB products Input to IPB products
Higher HQ Analyze and describe the IRs to G-2 (S-2), as
running information environment in well as the foreign
estimates the unit's area of operations disclosure officer
Higher HQ and its effect on friendly, Refined EEFls
OPLAN or neutral, adversary, and (OPSEC)

OPORD enemy information efforts

Higher HQ Identify threat information

combined capabilities and

information vulnerabilities

overlay Identify gaps in current

Specified tasks
from higher HQ

overlay products

Determine Specified, Implied, and
Essential Tasks

Identify, specified tasks in the
higher HQ OPLAN or

Develop input to the
command targeting guidance
Assemble critical and
defended asset lists,
especially low density
delivery systems

Determine additional EEFls
(OPSEC)

Specified, implied and
essential tasks

OPLAN or ORORD List of IRCs to G-3 (S-
OPORD Develop implied tasks 3)

IPB and Determine if there are any Input to command
combined essential tasks targeting guidance
information

Refined EEFIs
(OPSEC)

Current task
organization for

Unit standard

Identify friendly IRCs (include
capabilities that are joint,

(such as air assets) needed

List of available IRCs
[10 running estimate

) information interorganizational, and paragraph 1b(4)]

E relate(_i_ _ multinational) Request for additional
< capabilities Analyze IRC command and IRCs, if required

% Higher HQ task support relationships

I _organlza_tlon for Determine if available IRCs

S information can perform tasks necessary

< related to support lines of operation

E capabilities or effort

E Status reports Identify additional resources

operating to execute or support 10

procedure
@ Commander’s Identify 10-related constraints List of constraints (IO
< § initial guidance appendix to Annex C;
ES Higher HQ scheme of 10 or
55 OPLAN or ?Of:fd'q?"”g
Q8 OPORD instructions)
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MDMP Sub

Step Inputs 10 Officer Actions 10 Officer Outputs
Q «  Higher HQ «  Identify facts and «  Listof facts and
‘:‘ g ® OPLAN or assumptions affecting IRCs assumptions (IO
£35S OPORD - Submit IRs that will confirm running estimate
S g 2 + Commander's or disprove assumptions paragraph 1c.)
@ H E initial guidance . Identify facts and . IRs that will confirm or
S h
Sod . Observations assumptions regarding disprove facts and
38 and reports OPSEC indicators that assumptions
w identify vulnerabilities
«  Higher HQ « ldentify and assess hazards |-  List of assessed
OPLAN or associated with 10 hazards
@ S OPORD - Propose controls . Input to risk
= E,, - IPB . Identify OPSEC indicators assessment
5 8 + Commander's . Assess risk associated with  |*  Develop risk briefing
% 'Eﬂ initial guidance OPSEC indicators to matrix
determine vulnerabilities «  List of provisional
. Establish OPSEC measures OPSEC measures
- . 10 IRs . Determine information the . Submit IRs
:‘E - commander needs in order to
SR80 make critical decisions
g ﬁ concerning 10 efforts
E ou «  Identify IRs to recommend as
3 © commander’s critical
information requirepients
« Initial IPB «  ldentify gap$ in information
. PIRsorlOIRs needed to'support planning,

execution, and assessment
of early dnitiation actions

- Confitmthat the, initial
inférmation‘collection‘plan
includes IRs concerhing
enemy capability to collect
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Determine Initial
Information
Collection Plan

EEFIs

+  Revised G-5 (S5 |+ Determingtime to-accomplish |-  Timeline (provided to
é g 5)/G-3 (S-3) 10 planning requirements G-5 (S-5), with
s ‘s S plans timeline ). ‘Assess viability of planning emphasis on the
A timeline vis-a-vis higher HQ effect(s) of long-lead
) i 3 titheline and threat timeline time events
S s 3 as determined during IPB
§ < «  Refine initial time allocation

plan

° +  Public affairs «  Assess impact of initial «  PAthemes/ messages
E themes and themes and messages on the and MISO actions/
2 messages information environment messages de-
£, adjusted and .+ Assess whether planned IO conflicted
S-S refined from effects will reinforce themes [+ Initial list of talking
s 8 higher HQ and messages points
= é + MISO actions . Contribute to developmentof |-  IRC actions to
a and messages talking points aimed at disseminate approved
S adjusted and influencing perceptions and messages/ talking
g refined from behaviors points
g higher HQ

« Commander’s - Prepare input to the warning « Input to mission,
E’ intent and order. Input may include — commander’s intent,
'S guidance - Early tasking to subordinate commander’s critical
s & + Approved restated units information
H B mission and initial - Initial mission statement requirements, and
39 objectives -_OPSEC planning-guidance conceptof the
ﬁ « Mission analysis - Reconnaissance and operations
4 products surveillance tasking

Military deception guidance

COA course of action IPB intelligence preparation of the OPSEC operations security

EEFI essential element of friendly battlefield PA public affairs

information IR information requirements PIR priority intelligence requirement

G-2 assistant chief of staff, intelligence  IRC information related capability S$-2 battalion or brigade intelligence

G-3 assistant chief of staff, operations ~ MISO military information support  officer

G-5 assistant chief of staff, plans operations $-3 battalion or brigade operations staff

HQ headquarters OPLAN operations plan officer

10 information operations OPORD operations order S-5 battalion or brigade plans staff
officer
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Step VI. Course of Action Approval

After completing the COA comparison, the staff identifies its preferred COA and
recommends it to the commander in a COA decision briefing, if time permits. The
concept of operations for the approved COA becomes the concept of operations for
the operation itself. The scheme of |O for the approved COA becomes the scheme
of 10 for the operation. Once a COA is approved, the commander refines the com-
mander’s intent and issues additional planning guidance. The G-3 (S-3) then issues
a WARNORD and begins orders production.
The WARNORD issued after COA approval contains information that executing units
require to complete planning and preparation. Possible 1O input to this WARNORD
includes:

« Contributions to the commander’s intent/concept of operations.

» Changes to the CCIRs.

» Additional or modified risk guidance.

» Time-sensitive reconnaissance tasks.

* IRC tasks requiring early initiation.

» A summary of the scheme of 10 and 10 objectives.

During the COA decision briefing, the 1O officer is prepared. to present the associated
scheme of |0 for each COA and comment on the CQA from an 10 perspective. If the

a-) 10 officer perceives the need for additions or €éhanges to the commander’s intent or
g E guidance with respect to 10, they ask for it.
=
50
nputs ficer Actions. icer Outputs
Q gtDMP Input 10 Officer Acti 10 Officer Output:
ep
«  Updated 10 running & Provide inputto COA - Finalized scheme of
estimate recommendation: 10 for approved COA
« Evaluated COAs « Re-evaluate input to the « Finalized tasks based
. Recommended COAS commander’s intent and guidance on approved COA
. Updated assumptions -_Refine scheme of 10, objectives, « Input to WARNORD
and tasks for approved COA and . Updated

update synchronization matrix

-~ Prepare input to the WARNORD

- Participate in the COA decision
briefing

+  Recommend the COA that IO can
best support

+ Request decision on executing any
OPSEC measures that entail

significant resource expenditure or
high risk

synchronization matrix

Course of Action Approval

COA course of action 10 information operations MDMP military decisionmaking process WARNORD warning order

Step VII. Orders Production, Dissemination,
and Transition

Based on the commander’s decision and final guidance, the staff refines the ap-
proved COA and completes and issues the OPLAN/OPORD. Time permitting, the
staff begins planning branches and sequels. The IO officer ensures input is placed in
the appropriate paragraphs of the base order and its annexes, especially the 10 ap-
pendix to the operations annex. When necessary, the 10 officer or appropriate special
staff officers prepare appendixes for one or more IRCs/

See p. 4-61 for table 4-6 (summary of 10 inputs to orders production, dissemination
and transition) along with an annotated format of appendix 15 (Information
Operations) to Annex C (Operations).
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IV. Appendix 19 (10) to
Annex G (Operations)

Ref: *FM 3-13, Information Operations (Dec ‘16), annex A. (*See note p. 1-2.)

Based on the commander’s decision and final guidance, the staff refines the ap-
proved COA and completes and issues the OPLAN/OPORD. Time permitting, the

staff begins planning branches and sequels. The 10 officer ensures input is placed in

the appropriate paragraphs of the base order and its annexes, especially the 10 ap-

pendix to the operations annex. When necessary, the 10 officer or appropriate special

staff officers prepare appendixes for one or more IRCs.
See p. 4-10 for related discussion of 10 input to operation orders and plans.

MDMP Inputs 10 Officer Actions 10 Officer Outputs
Task
« Approved COA « Ensure input is placed in tasks to Synchronization
Refined commander’s subordinate units and gbordinating matrix

Orders Production, Dissemination and

guidance

Refined commander's
intent

10 running estimate
Execution matrix

Finalized mission
statement, scheme of 10,
objectives, and tasks

Transition

instructions

+ Produce Appendix 14 (MILDEC)to

Annex C (Operations)

+ Produce Appendix 15 (IO)to

Annex C{(Operations)

+ Produce Appendix 3 (BPSEC) to

Annex E (Protection)

- wCoordinate tasks with IRC staff

officers

». Conduct other staff coordination.
« Refine execution matrix
«*_Transition from planning to

operations

Approved Paragraph
3.k. (10)

Approved Appendix
14 to Annex C
Approved Appendix
15 to Annex C

Approved Appendix 3
to Annex E

10 input to AGM and
TSM

Subordinates
understand the 10
portion of the plan or
order

AGM attack guidanceé matrix COA.course of aetion 10 information operations IRC information-related capability
MDMP military decisionmaking process\MILDEC military deception OPSEC operations security TSM trunk signaling
mission

Ref: FM 3-13, table 4-6."Orders production, dissemination and transition.

Appendix 15 (Information Operations) to Annex C
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(Operations)

Commanders and staffs use Appendix 15 (Information Operations) to Annex C (Op-
erations) to operation plans and orders to describe how information operations (10)

will support operations described in the base plan or order. The IO officer is the staff
officer responsible for this appendix. Products or guidance:

» Combined information overlay. (See pp. 4-32 to 4-33.)
» Synchronization matrix. (See p. 4-16.)

« Instructions for IRCs not covered by other appendices, such as operations
security, visual information, and combat camera.

See following pages (pp. 4-62 to 4-64) for an annotated format of appendix 15
(Information Operations) to Annex C (Operations). The figure is a guide and should
not limit the information contained in an actual Appendix 15. Appendix 15 should be
specific to the operation being conducted; thus, the content of actual Appendix 15s will
vary greatly.
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(Information)
PREPARATION

Ref: *FM 3-13, Information Operations (Dec ‘16), chap. 5. (*See note p. 1-2.)

See p. 1-62 for discussion of preparation as related to information advantage (ADP
3-13).

Preparation consists of those activities performed by units and Soldiers to
improve their ability to execute an operation (ADP 5-0). Preparation creates
conditions that improve friendly force opportunities for success. Because many
10 objectives and IRC tasks require long lead times to create desired effects,
preparation for 10 often starts earlier than for other types of operations.

10 Preparation Activities

Peacetime preparation by units or capabilities involves building contingency plan
databases about the anticipated area of operations. THesedatabases can be used
for 10 input to IPB and to plan 10 to defend friendly intentionsgpsuch as network
protection and operations security (OPSEC). 10 portions of contingency plans are
continuously updated.
During peacetime, 10 officers prepare for future operations by analyzing anticipated
area(s) of operations’ information environment and likely threat information capabili-
ties. Examples of factors to consider/include, but.are not limited to—

* Religious, ethnic, and cultural meres, nerms, and values.

* Non-military communications,infrastructure and architecture.

* Military communication@nd command and control infrastructure and architecture.

« Military training and level of proficiency (to determine susceptibility to denial,

deception, dand 10).
* Literacy rate.
» Formal and informal organizations exerting influence and leaders within these
organizations.

« Ethnic factional relationships and languages.
Preparation includes assessing unit readiness to execute 0. Commanders and
staffs monitor preparations and evaluate them against criteria established during
planning to determine variances. This assessment forecasts the effects these factors
have on readiness to execute the overall operation as well as individual IRC tasks.
Preparation for 10 takes place at three levels: staff (10 officer), IRC units or ele-
ments, and individual. The IO officer helps prepare for 10 by performing staff tasks
and monitoring preparations by IRC units or elements. These units perform prepara-
tion activities as a group for tasks that involve the entire unit, and as individuals for
tasks that each soldier and leader must complete.
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Refer to BSS7: The Battle Staff SMARTbook, 7th Ed., updated for 2023
to include FM 5-0 w/C1 (2022), FM 6-0 (2022), FMs 1-02.1/.2 (2022), and
more. Focusing on planning & conducting multidomain operations (FM 3-0),
BSS7 covers the operations process; commander/ staff activities; the
five Army planning methodologies; integrating processes (IPB, information
collection, targeting, risk management, and knowledge management);
plans and orders; mission command, command posts, liaison; rehearsals
& after action reviews; operational terms & military symbols.
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Chapter 3 of ADP 5-0 provides a comprehensive overview of preparation activities.
The activities most relevant to conducting 1O include—

A. Improve Situational Understanding

The 10 officer/element must understand and share their understanding of the infor-
mation environment with the commander and staff. During preparation, information
collection begins, which helps to validate assumptions and improve situational un-
derstanding. Coordination, liaison, and rehearsals further enhance this understand-
ing. Given the information environment’'s complexity, this task is never-ending and
depends on everyone, not just the 10 officer, to update and refine understanding of
the information environment.

B. Revise and Refine Plans and Orders

Plans are not static; the commander adjusts them based on new information. This
information may be the result of analysis of unit preparations, answers to IO IRs, and
updates of threat information capacity and capability.

During preparation, the 10 officer adjusts the relevant portions of the operation plan
(OPLAN) or operation order (OPORD) to reflect the commander’s decisions. The

10 officer also updates the 10 running estimate so that it contains the most current
information about adversary information activities, changes in the weather or terrain,
and friendly IRCs.

The 10 officer ensures that 10 input to IPB remiains relevantdhroughout planning and
preparation. To do this, they ensure that IO input to the information collection plan is
adjusted to support refinements and revision§ made to the OPLAN/OPORD.

10 preparation begins during planning. As'the IO appendix begins to take shape, 10
officer coordination with other staff elements is vital because |0 affects every other
warfighting function. For example, planning,an attack on a command and control
(C2) high-payoff target requires coordination with the targeting team. A comprehen-
sive attack offering a high probability of success may involve air interdiction and
therefore needs to be placedrion the air tasking order. It may involve deep attack:
rocket and missile fires haveto be scheduled in the fire support plan. Army jammers
and collectors havé toiflythe missions when and where needed. The |0 officer en-
sures the different portions of the . OPLAN/OPORD contain the necessary coordinat-
ing instructions for these actions to occur at the right time and place.

Effective 10 is consistefit,at all echelons. The 10 officer reviews subordinate unit
OPLANs/OPORDs to ensure 10 has been effectively addressed and detect incon-
sistencies. The IO officer also looks for possible conflicts between the command’s
OPLAN/OPORD and those of subordinates. When appropriate, the 10 officer re-
views adjacent unit OPLANs/OPORDs for possible conflicts. This review allows the
10 officer to identify opportunities to mass 10 effects across units.

OPLAN/OPORD refinement includes developing branches and sequels. Branches
and sequels are normally identified during war-gaming (COA analysis). However, the
staff may determine the need for them at any time. The G-3 (S-3) prioritizes branch-
es and sequels. The staff develops them as time permits. The |0 officer participates
in their development as with any other aspect of planning.

A key focus during preparation is on assessment of the current state of the informa-
tion environment. This assessment is performed to establish baselines, which are
subsequently used when assessing whether 10 objectives and IRC tasks were effec-
tive in creating desired effects.

C. Conduct Coordination and Liaison
10 requires all units and elements to coordinate with each other continuously, as
well as liaise. Coordination begins during planning; however, input to a plan alone
does not constitute coordination. Coordination involves exchanging the information
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(Information)
EXECUTION

Ref: *FM 3-13, Information Operations (Dec ‘16), chap. 6. (*See note p. 1-2.)

See p. 1-63 for discussion of execution as related to information advantage (ADP 3-13)
and pp. 2-52 to 2-54 as related to operations in the information environment (JP 3-04).

Execution is the act of putting a plan into action by applying combat power to
accomplish the mission and adjusting operations based on changes in the situa-
tion (ADP 5-0). In execution, commanders, staffs, and subordinate commanders
focus their efforts on translating decisions into actions. They direct action to apply
combat power at decisive points and times to achieve objectives and accomplish
missions. Inherent in execution is deciding whether to execute planned actions
(such as phases, branches, and sequels) or to modify the plan based on unfore-
seen opportunities or threats.

Execution of 10 includes IRCs executing the synchrehizatien plan and the com-
mander and staff monitoring and assessing theihactivities relative to the plan and
adjusting these efforts, as necessary. The primary mechanism for monitoring and
assessing IRC activities is the 10 working group. There are two variations of the
10 working group. The first monitors and assesses ongoing planned operations
and convenes on a routine, recurring basis. The second monitors and assesses
unplanned or crisis situations and convenes onan as-needed basis.

I. Information Operations\Working Group

The 10 working group is the primarnymeans, by which the commander, staff and
other relevant participants ensure the execution of 10. The 10 working group is a
collaborative staff meeting led by the |O officer, and periodically chaired by the G-3
(S-3), executive/fficer, chief of staff or the commander. It is a critical planning event
integrated into the unit's battle rhythm.

Purpose

The 10 working group is‘the primary mechanism for ensuring effects in and through the
information environment are planned and synchronized to support the commander's
intent and concept of operations. This means that the staff must assess the current sta-
tus of operations relative to the end state and determine where efforts are working well
and where they are not. More specifically, they must ensure targets are identified and
nominated at the right place and time to achieve decisive results. The 10 working group
occurs regularly in the unit's battle rhythm and always before the next targeting working
group. The only exception is a crisis 10 working group (also referred to as consequence
management or crisis action working group), which occurs as soon as feasible before
or after an event or incident.
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Inputs/Outputs

The example in figure 6-1 (following page) is not exhaustive. In terms of inputs, it
identifies those documents, products, and tools that historically and practically have
provided the 10 working group the information necessary to achieve consensus and
make informed recommendations to the G-3 (S-3) and commander.

One tool that the 10 working group uses to affirm and adjust the synchronized
employment of IRCs is the 10 synchronization matrix. An updated synchronization
matrix is the working group's key output and essential input to the next targeting
meeting. (See p. 4-16.)
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Roles & Responsibilities
Ref: *FM 3-13, Information Operations (Dec ‘16), table 6-1, pp. 6-3 to 6-4.

Representative Responsibility
Distribute read-ahead packets
Lead working group
hformation Establish and enforce agenda
Operations Lead information environment update
Recommend commander’s critical information requirements
Keep records, track tasks, and disseminate meeting notes
Provide cyber electromagnetic activities-related information and
Cyber capabilities to support information operations analysis and objectives
Electromagnetic Coordinate, synchronize and deconflict information operations efforts with
Activities cyberspace electromagnetic activities efforts or cyberspace

electromagnetic activities efforts with information operations efforts

Military Information

Advise on both psychological effects (planned) and psychological impacts
(unplanned)

Advise on use of lethal and nonlethal means to influence selected
audiences to accomplish objectives

Develop key leader engagement plans

Support Operations Monitor and coordinate assigned, dttached, onsuppdrting military
information support unit actions
Identify status of influence efforts.in the unit, laterally, and at higher and
lower echelons
Provide target audience analysis
Provide an intelligence update
Brief information requirements and priofity information requirements
G-2 (S-2) . . .
Develop the initial information collection plan
Provide foreigh diselosure-related guidance and updates
Provide operations update andsignificant activity update
Task uhits or sections based on due outs
G-3 (S-3)

Update fragmentaryiorders
Maintain a taskytracker

Subordinate unit

Identify opportunities for information operations support to lines of effort

information Provide input to assessments

operations Prévide input to information environment update
Develop media analysis products
Develop media engagement plan

Public Affairs Provide higher headquarters strategic communication plan
Provide changes to themes and messages from higher headquarters
Develop command information plan
Provides specific country information
Ensures the timely update of the civil component of the common
operational picture through the civil information management process
Advise on civil considerations within the operational environment
Identify concerns of population groups within the projected joint
operational area/area of operations and potential flash points that can
G-9 (S-9) result in civil instability

Provide cultural awareness briefings

Advise on displaced civilians movement routes, critical infrastructure, and
significant social, religious, and cultural shrines, monuments, and facilities

Advise on information impacts on the civil component
Identify key civilian nodes

Information-related
capabilities (IRCs)
representatives

Serve as subject-matter expert for their staff function or capability

Identify opportunities for information-related capability support to lines of
effort or operations
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Agenda

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), pp. 4-3 to 4-4.

The 10 working group has a purpose, agenda and proposed timing, inputs and out-
puts, and structure and participants. Figure 4-1 below illustrates these components.
To enhance the |0 working group’s effectiveness, the 10 officer and element (if one
exists) consider a number of best practices before, during, and after the meeting.
Because it relies on information from the commander’s daily update briefing and feeds
the targeting process, the 10 working group occurs between the two events in the
unit’s battle rhythm.

) WOrKing sroun tagenaassomnone

Purpose Agenda and Proposed Timing

Prioritize, request, and Part 1: Operations and intelligence update 30 min
synchronize IRCs and 10
augmentation to optimize
effects in and through the o Information environment update 3 min
information environment.

« Intelligence update 5 min

Battle rhythm: « Operations update or significant activities 7 min
Before targeting working « Review plans, future operations, and current operations 5 min
group * Assessment update (information requirements, indicators) 5 min
o Calendar update, due outs, and responsibilifies from previous 5 min
meeting
Part 2: Stabilize efforts, if any « Review and update 6 min
Part 3: Defend efforts Y22 tion matrix 12 min
Part 4: Attack efforts iy CAPe and comments 12 min
Inputs and Outputs Structure and Participants
Inputs: Outputs: Lead: 10 officer or representative
* Higher headquarters orders and | e Updated scheme, of IO [Chair: G-3 (S-3), executive officer,
guidance - Updated 10 deputy commanding officer, or
« Commander’s intent, concept of synehronization matrix commander]
operations, and narrative & Key ledder engagement
o IRC status (running estimates) recommendations Core participants: MISO, G-2 (S-2),
Intelli llecti h subordinate unit representatives, G-3
« Intelligence collections assets . ﬁzt;rslzgetsemes and (S-3), fires, G-0 (S-9), operations
e ClO and IPB ) ) security, public affairs, CEMA (CO and
« Media monitoring analysis siRefined operational EW)
products

e Cultural calendar

o Engagements schedule * Target nominations Other participants (mission and

« Audience analysis * Updated CIO situation dependent): G-1 (S-1), G-4 (@)
. v e Plans and orders (S-4), G-5 (S-5), G-6 (S-6), space LL.

¢ Scheme of 10 and update operations, MILDEC, combat camera, 2
synchronization matrix FAO, FDO, special forces liaison, KM [

L o Information
e Commander’s objectives for 10 requirements

Execution

officer, engineer, STO chief, chaplain,
staff judge advocate, unified action

o Measures of effectiveness and partner representatives

performance
CEMA cyberspace electromagnetic activities IPB intelligence preparation of the battlefield
ClO combined information overlay IRC information-related capability
CcO cyberspace operations KM knowledge management
EW electronic warfare MILDEC military deception
FAO foreign area officer min minute
FDO foreign disclosure officer MISO military information support operations
G-1 assistant chief of staff, personnel S-1 personnel staff officer
G-2 assistant chief of staff, intelligence S-2 intelligence staff officer
G-3 assistant chief of staff, operations S-3 operations staff officer
G-4 assistant chief of staff, logistics S-4 logistics staff officer
G-5 assistant chief of staff, plans S-5 plans staff officer
G-6 assistant chief of staff, signal S-6 signal staff officer
G-9 assistant chief of staff, civil affairs operations S-9 civil affairs operations staff officer
10 information operations STO special technical operations

Ref: ATP 3-13.1, fig. 4-1. Components of an information operations working group.
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Ref: ADP 3-19, Fires (Jul ‘19), chap. 1 and ADP 3-0, Operations (Jul ‘19), p. 5-5.

Success in large-scale combat operations is dependent on the Army’s ability to em-
ploy fires. Fires enable maneuver. Over the past two decades, potential peer threats
have invested heavily in long-range fires and integrated air defense systems, making
it even more critical that the U.S. Army possess the ability to maneuver and deliver
fires in depth and across domains.

I. The Fires Warfighting Function

The fires warfighting function is the related tasks and systems that create and
converge effects in all domains against the threat to enable actions across the range
of military operations (ADP 3-0). These tasks and systems create lethal and
nonlethal effects delivered from both Army and Joint forces, as well as other
unified action partners. The fires warfighting functions«dees not wholly encompass,
nor is it wholly encompassed by, any particular bran¢h or function. Many of the
capabilities that contribute to fires also contriblite to other warfighting functions, often
simultaneously. For example, an aviation unit may simultaneously execute missions
that contribute to the movement and maneuter, fires, intelligence, sustainment,
protection, and command and control warfighting functions. Additionally, air defense
artillery (ADA) units conduct air and missile defense (AMD) operations in support of
both fires and protection warfighting functions.

Commanders must execute and integrate fires, in combination with the other
elements of combat power, to create and converge effects and achieve the
desired end state. Fires tasks,are these necessary actions that must be conducted
to create and converge ¢ffects iniall'domains to meet the commander’s objectives.
The tasks of the fifes warfighting function are:

Integrate Army, multinational, and joint fires through:
* Targeting.
» Operations procéss:
* Fire support.
* Airspace planning and management.
» Electromagnetic spectrum management.
* Multinational integration.
* Rehearsals.
« Air and missile defense planning and integration.
Execute fires across all domains and in the information environment, employing:
« Surface-to-surface fires.
* Air-to-surface fires.
« Surface-to-air fires.
» Cyberspace operations and EW.
» Space operations.
* Multinational fires.
» Special operations.
* Information operations.
See pp. 7-4 to 7-5 for an overview and further discussion.
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IU. Joint Fires (OIE Considerations) ... -,

Ref: JP 3-04, Information in Joint Operations (Sept 22), pp. IlI-4 to IlI-6.

Fires is the use of weapon systems or other actions to create specific lethal or nonle-
thal effects on a target. The nature of the target or threat, the conditions of the mission
variables (i.e., mission, enemy, terrain and weather, troops and support available, time
available, and civil considerations), and desired outcomes determine how lethal and non-
lethal capabilities are employed. Operations in the information environment (OIE) may
leverage the inherent informational aspects of joint fires. Fires in and through the IE
encompass a number of tasks, actions, and processes, including targeting, coordination,
deconfliction, and assessment (e.g., BDA).

OIE tasks and capabilities leverage information through fires to create specific effects.
To integrate effectively, information planners participate in the joint targeting process by
selecting and prioritizing targets for fires or TAs for other actions. OIE units create fires
that typically result in nonlethal effects. OIE can also indirectly create effects that result
in physical destruction (e.g., manipulating computers that control physical processes).
Additionally, OIE can leverage the inherent informational aspects of fires to reinforce
the psychological effect of those fires. OIE may rely on joint fires support to transmit
information to relevant actors and to deliver nonlethal payloads to affect information,
information systems, and information networks (e.g., leveraging,CO to deliver computer
code designed to deny network access to an adversary, PAreleases to inform friendly
audiences, or MISO products to influence foreign @udiences).

Joint Force Capabilities,©Operations, and
Activities for Leveraging Information (scep. 2-19,

Ref: JP 3-04, Information in Joint Operations (Sept 22), pp. 1I-6 to lI-15.

When commanders leverage information, they expand their range of options for the em-
ployment of military capabilities beyond'the use, of or threatened use of physical force.
JFCs leverage information in tvo ways. First, by planning and conducting all operations,
activities, and investments to deliberately leverage the inherent informational aspects of
such actions. Second, by conduéting OIE.

INFORM Domestic, International, and Internal Audiences
Inform activities are the j€lease of accurate and timely information to the public and
internal audiences, to fosterunderstanding and support for operational and strategic
objectives by putting joint operations in context; facilitating informed perceptions about
military operations; and countering misinformation, disinformation, and propaganda.
Inform activities help to ensure the trust and confidence of the US population, allies,
and partners in US and MNF efforts; and to deter and dissuade adversaries and
enemies from action. PAis the primary means the joint force uses to inform; however,
civil-military operations (CMO), key leader engagement (KLE), and military information
support operations (MISO) also support inform efforts.

INFLUENCE Relevant Actors

The purpose of the influence task is to affect the perceptions, attitudes, and other driv-
ers of relevant actor behavior. Regardless of its mission, the joint force considers the
likely psychological impact of all operations on relevant actor perceptions, attitudes,
and other drivers of behavior. The JFC then plans and conducts every operation to
create desired effects that include maintaining or preventing behaviors or inducing
changes in behaviors. This may include the deliberate selection and use of specific ca-
pabilities for their inherent informational aspects (e.g., strategic bombers); adjustment
of the location, timing, duration, scope, scale, and even visibility of an operation (e.g.,
presence, profile, or posture of the joint force); the use of signature management and
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MILDEC operations; the employment of a designated force to conduct OIE; and the
employment of individual information forces (e.g., CA, psychological operations forces,
cyberspace forces, PA, combat camera [COMCAM]) to reinforce the JFC’s efforts. US
audiences are not targets for military activities intended to influence.

ATTACK AND EXPLOIT Information, Information Networks,

and Information Systems

The joint force targets information, information networks, and information systems

to affect the ability of adversaries and enemies to use information in support of their
own objectives. This activity includes manipulating, modifying, or destroying data and
information; accessing or collecting adversary or enemy information to support joint
force activities or operations; and disrupting the flow of information to gain military
advantage. Attacking and exploiting information, information networks, and information
systems supports the influence task when it undermines opponents’ confidence in the
sources of information or the integrity of the information that they rely on for decision
making. Activities used to attack and exploit information include offensive cyberspace
operations (OCO), electromagnetic warfare (EW), MISO, and CA operations. PA also
contributes to this task by publicly exposing malign activities.

Nonlethal Effects

Ref: JP 3-0, Joint Campaigns and Operations (Jun ‘22), p. l1-36.

Joint force capabilities can create nonlethal effects. Some capabilities can produce non-
lethal effects that limit collateral damage, reduce risksto civilians, and reduce exploitation
opportunities for enemy or adversary propaganda: They'may also reduce the number of
casualties associated with excessive use of force, limit'reconstruction costs, and main-
tain the goodwill of the local populace. Somé capabilities are nonlethal by design and
include blunt impact and warning munitiofis, acoustic and optical warning devices, and
vehicle and vessel stopping systems.

Cyberspace Attack (séep. 3-54)

Cyberspace attack actions create various direct denial effects in cyberspace (i.e., deg-
radation, disruption, of destruction) ormanipulation that leads to denial that appears in
the physical domains.

Electromagnetic Attack (EA) (See p. 3-56.)

EA involves the use of EM energy, DE, or antiradiation weapons to attack personnel,
facilities, or equipment to degrade, neutralize, or destroy enemy combat capability. EA
can be against a computer when the attack occurs through the EMS. Integration and
synchronization of EA with maneuver, C2, and other joint fires are essential. EW is a
component of JEMSO used to exploit, attack, protect, and manage the EME to achieve
the commander’s objectives. EW can be a primary capability or used to facilitate OIE
through the targeting process.

Military Information in Suport of Operations (MISO) (See p. 3-33.
MISO actions and messages can generate effects that gain support for JFC objectives;
reduce the will of the enemy, adversary, and sympathizer; and decrease the combat
effectiveness of enemy forces. MISO are effective throughout the competition continuum.
JFCs and their component commanders are the key players in fully integrating MISO into
their plans and operations. MISO require unique budget, attribution, and authorities that
are coordinated and approved prior to employment. Commanders carefully review and
approve MISO programs that comply with mission-tailored, product approval guidelines
from national-level authorities. An approved program does not necessarily constitute
authority to execute a mission. Commanders obtain required authorities through a MISO-
specific execute order (EXORD) or as a task specified in an EXORD for an operation.
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Il. Targeting
(10 Integration)

Ref: *FM 3-13, Information Operations (Dec ‘16), chap. 7 and *ATP 3-13.1, The
Conduct of Information Operations (Oct ‘18), chap. 5. (*See note p. 1-2.)

Targeting is the process of selecting and prioritizing targets and matching the appro-
priate response to them, considering operational requirements and capabilities (JP
3-0). 10 is integrated into the targeting cycle to produce effects in and through the
information environment that support objectives. The targeting cycle facilitates the
engagement of the right target with the right asset at the right time. The |0 officer

or representative is a part of the targeting team, responsible to the commander and
staff for all aspects of 0.

Targeting Methodology

Army targeting methodology is based on four functions: decide, detect, deliver,
and assess (D3A) (see figure 7-1). The decide function occurs concurrently with
planning. The detect function occurs during preparatiofl and execution. The deliver
function occurs primarily during execution, altheugh some |O«related targets may
be engaged while the command is preparing for the overall operation. The assess
function occurs throughout.

Operations Targeting Process Targeting Task
Process Activity Function

Mission Analysis

Develop [O-related HVTs

Provide 10 input to targeting guidance and targeting
objectives

COA Development

Designate potential |O-related HPTs

Contribute to the threat and vulnerability assessment
Deconflict and coordinate potential HPTs

DECIDE COA Analysis

O
4 Develop high priority target list
£ Establish target selection standards
g Develop AGM
E o Determine criteria of
w + Successful BDA
5 « Requirements
w
3 Orders Production
< Finalize high-payoff target list
Finalize target selection standards
Finalize AGM
Submit IO information requirements/requests for information
to G2 (S-2)
CZ) = « Execute collection plan
E 9 DETECT « Update PIRs/IO IRs as they are answered
g g « Update high-payoff target list and AGM
& g DELIVER « Execute attacks in accordance with the AGM
£ o
ASSESS « Evaluate effects of attacks “ _E
« Monitor targets attacked with nonlethal IO (7)) wd
AGM BDA COA HPT HVT 10 PIR ()] ()
attack guidance battle damage course of action high-payoff target high-value target Information priority intelligence = O
matrix assessment operations requirements v
L m®

Ref: FM 3-13, fig. 7-1. The operations process, targeting cycle and 10-related tasks.

The targeting process is cyclical. The command’s battle rhythm determines the
frequency of targeting working group meetings. 10-related target nominations are
developed by the |0 officer and by the 10 working group, which validates all 10-
related targets before they are nominated to the targeting working group. Therefore,
the 10 working group is always scheduled in advance of the targeting working group.
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I. Decide, Detect, Deliver, Assess (D3A)

Army targeting methodology is based on four functions: decide, detect, deliver, and
assess (D3A). The decide function occurs concurrently with planning. The detect
function occurs during preparation and execution. The deliver function occurs
primarily during execution, although some 10-related targets may be engaged while
the command is preparing for the overall operation. The assess function occurs
throughout.

D - Decide
The decide function is part of the planning activity of the operations process. It oc-
curs concurrently with the military decisionmaking process (MDMP). During the de-
cide function, the targeting team focuses and sets priorities for intelligence collection
and attack planning. Based on the commander’s intent and concept of operations,
the targeting team establishes targeting priorities for each phase or critical event of
an operation. The following products reflect these priorities—

+ High-payoff target list.

* Information collection plan.

* Target selection standards.

* Attack guidance matrix.

* Target synchronization matrix.

The high-payoff target list is a prioritized list of targets whose'loss to the enemy will
significantly contribute to the success of theffriendly course of action. High-payoff
targets (HPTs) are those high-value targets (HV/Ts),identified during COA develop-
ment and validated in subsequent steps, that must beiacquired and successfully at-
tacked for the success of the friendly commander's mission. Examples of |0-related
HPTs are threat command and control,nodes,and intelligence collection assets/
capabilities.

The information collectionplan, prepared by the G-3 (S-3) and coordinated with the
entire staff, synchronizeg the four,primary means information collection to provide
intelligence to thefcommander. The\G-2 (S-2) ensures all available collection assets
provide the required information. Information requirements submitted by the 10
officer can require longer leadtimes to detect targets and dwell times to assess the
effects of IRCs directed\against these targets.

Target selection standards establish criteria for deciding when targets are located
accurately enough to attack. These criteria are often more complicated for 10, espe-
cially when attempting to identify actors and audiences with precision.

The attack guidance matrix addresses how and when targets are to be engaged and
desired effects of the engagement. For |O-related targets, effects are diverse, run-
ning the gamut from destruction of assets to changed behaviors.

The target synchronization matrix is a list of HPTs by category and the agencies
responsible for detecting them, attacking them, and assessing the effects of the
attacks. It combines data from the high-payoff target list, information collection plan
and attack guidance matrix.

The targeting team develops or contributes to these products throughout the MDMP.
The commander approves them during COA approval. The |0 officer ensures they
include information necessary to engage |0-related targets. 10-related vulnerability
analyses done by the G-2 (S-2) and IO officer provide a basis for deciding which [0-
related targets to attack.

See following pages (pp. 7-16 to 7-21) for further discussion of “Decide” targeting
tasks during the MDMP.
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I1l. Dynamic Targeting (F2T2ER)

Ref: *FM 3-13, Information Operations (Dec ‘16), p. 7-7.

Dynamic targeting uses the find, fix, track, target, engage, and assess (known as
F2T2EA) process (figure 5-2). Table 5-5 summarizes the 10-related inputs or activities
that support each phase of the process.

7

@7 Probable Target
CAsSESS D CE;D

8

Engaged Target \'55\7 Confirmed Target
A
37
CENGAGE > G CTRACK D
\
Tasking \‘ Track and Target

" TARGET S

Ref: ATP 3-13.1, fig. 5-2. Dynamic targeting.

Function | 10 Input or Aéctivity

Find « Updated and focused CIO:

« 10 input to collection plan.

« IRCs reporting of potential targeting signatures.

Fix « |10 updates to targeting.

« IRCs tasked to report information during mission performance to develop target.
« Targets’ information-related vulnerabilities.

Track * Requests for information for target location refinements.

« Targets’ information-related vulnerabilities updated.

« |0 input to risk assessment and collateral damage estimate (2nd and 3rd order effects).
* IRCs deconflicted.

Target o IRC tasks developed to achieve desired effect.
-  MOEs and MOPs also developed.
3 :—:I- Engage o Approved |O tasks in mission order.
o) 8 * IRCs employed to conduct, support, and reinforce engagement.
(=4 o Initial reports of results from subordinate units as means to monitor MOPs.
;3 ” Assess o MOEs assessed against baseline.
e ClO updated.
* Re-engagement recommendations submitted.
ClO combined information overlay MOE measure of effectiveness
10 information operations MOP measure of performance
IRC information-related capability

Ref: ATP 3-13.1, table 5-5. Information operations inputs and activities to support F2T2EA.
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3 Unformation)
5 ASSESSMENT
©)

Ref: *ATP 3-13.1, The Conduct of Information Operations (Oct ‘18), chap. 6 and *FM
3-13, Information Operations (Dec ‘16), chap. 8. (*See note p. 1-2.)

See p. 1-63 for discussion of assessment as related to information advantage (ADP
3-13) and p. 2-54 as related to operations in the information environment (JP 3-04).

I. Assessment Framework

All plans and orders have a general logic. This logic links tasks given to subordinate
units with achieving objectives and achieving objectives with attaining the opera-
tion’s end state. An assessment framework incorporates the logic of the plan and
uses measures—MOEs and MOPs—as tools to determine progress toward attaining
desired end state conditions, as shown on figure 6-1.

Commander’s intent including desired end state
Measures of effectiveness
« Indicator (Criterion used
» Indicator to measure .
+ Indicator ing end Concept of operations
state conditions
or achieving Scheme of 10
objectives.)
1@ ob}ectlve 10 objective 10 objective
Measures of performance COMCAM
+ Indicator (Criterion used CAO task
Indi MISO
+ Indicator to measdre task 1ask lask OPSEC
+ Indicator accomplishment.) _ MILDEC
ask
task
MISO
lask lask
CAQ civil affairs operations MILDEC military deception
COMCAM  combat camera MISO military information support operations
EW electronic warfare OPSEC operations security
10 information operations

Ref: ATP 3-13.1, fig. 6-1. Framework for assessment.

The purpose of assessment is to support the commander’s decision making.
Commanders continuously assess the situation to better understand current con-
ditions and determine how the operation is progressing. Continuous assessment
helps commanders anticipate and adapt the force to changing circumstances.
Commanders incorporate assessments by the staff, subordinate command-

ers, and unified action partners into their personal assessments of the situation.
Based on their own assessments, commanders modify plans and orders to adapt
the force to changing circumstances. Assessment is a staff-wide effort, not simply
the product of a working group or a particular staff section or command post cell.
Assessment of 10 objectives and effects is an integral part of the staff-wide as-
sessment process.
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Ref: *FM 3-13, Information Operations (Dec ‘16), pp. 8-3 to 8-5. See also pp. 8-7 to 8-9.

Assessment of 10 in general and of specific effects in the information environment
require careful development of measures of effectiveness and performance, as well as
identification of indicators that will best signal achievement of these measures and de-
sired outcomes. Assessment in the information environment is not easy and adherence
to the following considerations will aid in making 10 assessment more effective.

Measure(s) of effectiveness (MOE)

What IRC
Y;gast are ac“"t'tl']es Evidence of Expected Expected Expected
available muséj ? dand execution change change change
to make g?:chﬂgn?zezn and delivery within within within
ithappen? | | for the change by IRCs timespan 1 timespan 2 timespan 3

to happen? Measures of . _ v

Baseline performance Qldlcators 4+ Indicators 4+ /nd/catory
established (MOP)
Logic of thgeffort T

IRC  information-related capability

Ref: FM 3-13, fig. 8-2. Logic flow and componénts of an 10 objective. Figure 8-2 portrays
the relationship between objectives (the change that needsto happen) and measures of
performance, indicators, and measures of effectiveness. The logic of the effort is shown
as a relationship between available, sélected, and synchronized IRCs and the effects
expected over time. While the figuré suggests that this logic is generic, it is not. It is
unique to every objective and combination of IRCs.

Measures of Effectiveness (MOEs)

A measure of effectivéness is a criterioniused to assess changes in system behavior,
capability, or operational environment that is tied to measuring the attainment of an

end state, achievement of an objective, or creation of an effect (JP 3-0). Measures of
effectiveness help measureichanges in conditions, both positive and negative. They are
commonly found and tracked in formal assessment plans.

Time is a factor when assessing 10 and developing measures of effectiveness. The
attainment of 10 objectives leading to the commander’s desired end state often requires
days or months to realize. It is essential, therefore, to have a baseline from which to
measure change and also to time-bound the change. Time-bounding makes clear how
long it will take before the change is observed. It helps to set necessary expectations,
foster patience, and avoid a rush to judgment. If a behavioral objective is anticipated to
take considerable time, assessment planning may choose to break the objective into
smaller increments, each with more immediate observable outcomes. Finally, it is also
important to analyze and understand the cultural relevance of time in the area of opera-
tions and account for and adapt to it.

Developing informational, behavioral and sentiment baselines often requires significant
time and resource investments. Sentiment baselines, such as those determined through
surveys or interviews, may require contracted labor to accomplish. The 10 officer must
factor in the lead time necessary to contract a third-party, provide it time to develop the
survey instrument, administer the survey, and tabulate and report on the results.
Commanders and staffs, particularly the 10 officer, must account for the order of effects
when assessing |0 or, more broadly, any effect. For example, an effect in the physical
dimension (1st order) can resonate in unexpected ways in the informational and cogni-
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VIII. Assessment Products

Staff assessment products should directly support the commander’s requirements,
such as deepening understanding of the operational and information environments,
measuring progress toward achieving objectives and accomplishing the mission, and
informing the commander’s intent and guidance. Efficient staffs also develop, tailor,
and optimize products to meet the commander’s expectations and ways of receiving
information. Campaign assessments are substantially fuller or richer in terms of the
scope of information presented than is a task assessment.

As figure 6-5 depicts below, achieving 1O objectives depends on producing specific
effects in the information environment that ultimately cause the enemy or adver-
sary—as well as many intervening variables, actors, or audiences—to change
behavior. Figure 6-6 illustrates several common methods for depicting trends or
the status of a given condition in an information environment. Figure 6-7 provides a
counterinsurgency example that depicts indicator trends supporting an MOE.

- N Objective 1 I || —
Objective/Factor/Condition | o, G ot indicator " Indicator
" " i MOE 1 0 )
Objective/Factor/Condition ;.- |nd\cslo@W7M‘rA7 MOE 2 T 0 -
# #2 #3 #4
MOP 1 I 0 -}
Objective/Factor/Condition ;52 - Indicator  Indicator Indicator
# " “ Indicator 1 (] —
Objectr ondition | tor Indicator _ Indicaor _ Indicator R QR ctrum diagram
2 #4
A curers A Provious Objective/MOE/MOP

Logic of change trend assessment

Other essential or optional elements to include:
 Essential
= The “so what" y 6: on plan or condition achieved
= Recommended way ahead (continue, repriofilize, redirect) A: on plan or not yet achieved
= Recommended revised planning guidance and intent R: off plan or not achieved
*  Optional N: Not applicable yet or no assessment
= Storyboard
= Map of operational areainformation environmerit Green-Amber-Red assessment

Ref: ATP 3-13.1; fig. 6-6. Sample assessment product templates

Measure of effectiveness 1:
Level of reporting of insurgent
activity

& Number of calls to tips line -—v
<10 20

reporting insurgent activity

30 40>
e Commander’s assessment of

)
)
)
)

insurgents Support No support

e Number of lethal attacks -
against local populace <5 20
<5 20

e Number of acts of intimidation
against local populace

Ref: ATP 3-13.1, fig. 6-7. Example counterinsurgency MOE assessment.
Note. Staffs can use each of these methods to measure progress among any of the
various elements of an 10 objective, either singly or in combination: the objective
itself or the MOE, MOP, and indicators that support it. Also, effective staffs pair a
diagram with additional essential or optional information that facilitates decision
making, most importantly the bottom line or “so what.”
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